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ABSTRACT

Lying is a (practically) unavoidable component of our day to day
interactions with other people, and it includes both oral and tex-
tual communications (e.g. text entered via smartphones). Detecting
when a person is lying has important applications, especially with
the ubiquity of messaging via smart-phones, coupled with rampant
increases in (intentional) spread of mis-information today. In this
paper, we design a technique to detect whether or not a person’s
textual inputs when typed via a smartphone indicate lying. To do so,
first, we judiciously develop a smartphone based survey that guar-
antees any participant to provide a mix of true and false responses.
While the participant is texting out responses to each question, the
smartphone measures readings from its inbuilt inertial sensors, and
then computes features like shaking, acceleration, tilt angle, typing
speed etc. experienced by it. Subsequently, for each participant
(47 in total), we glean the true and false responses using our own
experiences with them, and also via informal discussions with each
participant. By comparing the responses of each participant, along
with the corresponding motion features computed by the smart-
phone, we implement several machine learning algorithms to detect
when a participant is lying, and our accuracy is around 70% in the
most stringent leave-one-out evaluation strategy. Later, utilizing
findings of our analysis, we develop an architecture for real-time
lie detection using smartphones. Yet another user evaluation of
our lie detection system yields 84%-90% accuracy in detecting false
responses.
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1 INTRODUCTION

Humans typically use textual, vocal and visual signs for commu-
nication. In doing so, they give out subtle cues from their facial
expressions, tones, words used, body language and more, which
experts use to gauge emotional state like depressive symptoms, anx-
iety, confidence, fear and also truthfulness (or lying). Even when
humans attempt to mask reality by forcibly changing cues they
give out, a trained expert can still see through these to gauge true
emotional state.

In this context, the ability to detect when a person is lying is
of paramount importance (and has been so for a very long time).
In many aspects of daily life including police investigations, court
trials, job interviews, and even in regular social communications,
being able to detect lying has value. The most standard approaches
today are based on a) polygraph tests that strap a person to a
machine that measures changes in physiological signals like pulse
rate, skin conductance, blood pressure etc. during lying; or b) a
trained expert in body language to look for visual cues. Both these
approaches are unsuitable for ubiquitous use, and also cannot be
used when the communicating entities are not physically near, or
not visible to each other during communication.

1.1 Background of This Study and Our
Motivation

Since 1900, there has been an earnest interest to study deception,
and particularly in the field of criminology. Benussi was the first
researcher who worked on deception detection to the best of our
knowledge [2]. He found changes in inspiration-expiration ratio,
which was also confirmed by Burtt who also found changes in quan-
titative systolic blood-pressure during deception, also validated by
Marston in [15] with a cohort of students and witnesses in court
cases. Later, John Larson argued that Marston’s method based on
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measuring intermittent blood pressure may miss out on detecting
very brief episodes of deception, and accordingly, he initiated design
of the modern lie detector or polygraph [8]. To do so, he modified
the Erlanger sphygmograph to give a continuous measure of blood
pressure and pulse rates. As we know, the polygraph is now widely
used (sometimes as evidence during trails) for detecting lying, but
it is still expensive, and requires significant expertise to operate.

Since it is believed that those that lie give our cues in their faces
(e.g., appear more nervous [16]), Paul Ekman in the late seventies
developed a Facial Action Coding System (FACS), and combined
it with voice and speech measures to achieve 90% accuracy in
detecting deception [4]. Depaulo and Morris later analyzed verbal
and written outputs of liars to find distinctive patterns. They claim
that liars usually take longer to start answering questions than truth
tellers [16]. However, these techniques again require significant
manual expertise and are not suitable for automation.

1.2 The Importance of Lie Detection in Cyber
Space

As of today, the rate of cyber communications is exploding. In
the recent past, spread of misinformation on social media (some
intentional and some unintentional) has become a major issue,
since the impact of spreading lies to millions of users can have
catastrophic consequences. Even during personal communication
among friends on cyber space, identifying deception can be impor-
tant. More recently, agencies in developing countries - for example,
Rapid Action Battalion (RAB) in Bangladesh, and e-Lost Report
and Police complaints in India, have created smartphone apps to
let citizens contact law enforcement (Figure 1(a)-1(b)). Our brief
interviews with related officers revealed they are seriously con-
cerned about intentional false reports, and were very receptive to
any technique that could determine if deception was used by any
citizen when using these systems, that were designed for societal
good.

Our motivation for the work in this paper, comes from the fact
that today, smartphones are amongst the most preferred form of
cyber communications. In parallel, modern smartphones come with
anumber of inertial sensors to detect motion. We want to determine
if machine learning techniques can detect when a user is lying by
detecting subtle changes in their typing patterns (when compared
to being truthful) as measured by inertial sensors on smartphones.

1.3 Our Contributions
In this paper, our contributions are below:

e We develop a smartphone based survey incorporating a care-
fully chosen set of questions, which are guaranteed to in-
voke both true and false responses from participants. Each
participant is expected to type out responses to each ques-
tion, during which time the smartphone will unobtrusively
record readings from its inbuilt inertial sensors. Using these
readings, the smartphone computes features like degree of
shaking, acceleration, tilt angle, typing speed etc.

e We then sort out responses of each participant to each ques-
tion as true of false via informal interactions with them, and
from our own prior social interactions with some of them.
With this ground truth data, we implement several machine
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Figure 1: Existing smartphone based systems to report to law
enforcement

learning techniques to detect instances of lying based on
features computed by the smartphone. Our results yield ac-
curacies of 90%, 84% and 70% under same-user, Cross-user
and leave-one-out evaluation strategies respectively.

e Finally, we develop a dynamic end-user application, where
anyone can create their own survey with self-selected ques-
tions, collect feedback from different participants, and check
lying in the participant’s answers. We let 42 users use this
system. We find 88% accuracy with this system also, hence
demonstrating the practicality of our system for widespread
use.

2 RELATED WORK

Our work in this paper broadly falls in the category of human emo-
tion detection using algorithmic techniques. We present important
related work in this space.

In the early days, researchers started with detecting emotions
from text-based communications [11, 14], using features like Key-
word Spotting, Lexical Affinity Method, Learning-based Methods,
and Hybrid Methods. Cheng et al., proposed a framework that iden-
tifies sentiment by computing opinion and lexica extracted from
unlabeled textual data [9, 10]. In another related work, Liu et al.,
presented an emotion recognition method by extracting textual
and non-textual features as applied to micro blogging [12, 13] data.
To analyze the performance of Support Vector Machine (SVM) for
sentiment analysis in Weka, two pre classified datasets of tweets are
used and for comparative analysis, three measures, i.e., Precision,
Recall and F-Measure are used.

Zeng et al. worked on emotion detection using multimodal fusion
for human affect analysis including audiovisual fusion, linguistic
and paralinguistic fusion, and multi-cue visual fusion based on
facial expressions, head movements, and body gestures [5]. Ko et
al. used hybrid deep learning algorithm for detecting emotion from
facial expression [7].

Khanna et al., presented a method to recognize selected emotion
categories from keyboard stroke patterns based on the significant
difference between typing speed, frequency of using backspaces,
and use of unrelated keys [6]. Gerald et al., proposed a method to
detect stress-related changes in the behavior of individuals by using
smartphones [1].
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As we can see, recognizing emotions is an active area of HCI re-
search, and recognizing emotions using data sensed by smartphones
is an important sub discipline. To the best of our knowledge though,
the issue of detecting lying from truthfulness using smartphone
senors has not been attempted yet, and is our unique contribution
in this paper.

3 DESIGN OF A USER SURVEY SYSTEM

We now present the design details of an Android application we
developed that will prompt a participant to respond via textual
inputs to a series of questions, some of which will elicit truthful
responses, while others are guaranteed to elicit false responses.

3.1 Survey Application Development and
Parameters Computed by Smartphone

Our Android application (Figure 2) contains a set of 45 questions,
with one question appearing in each screen. For each participant in
our study, we record his/her textual responses to each question. In
parallel, the tri-axial accelerometer and gyroscope sensors in the
smartphone will record readings as the participant is typing out
responses. From the sensory data, the phone will compute the fol-
lowing parameters: average shaking, average acceleration, average
tilt angle and average rotation computed in each millisecond. In
addition, using available APIs, we enable the smartphone to com-
pute the typing speed (i.e., number of keys pressed over time), the
number of deleted characters, and the number of text suggestions
used in each millisecond. Since computing all these parameters are
straightforward, we do not emphasize their computations further
in this paper. We wish to emphasize though that most smartphones
today are equipped with these inertial sensors, and computing each
feature is quick, unobtrusive and consumes very minimal energy.

Let L be the number of characters entered by a participant, T be
total time taken to provide a complete answer, S be the total shake
calculated by using Android library for a complete answer, A; be
the total acceleration calculated by using Android library for a com-
plete answer, A, be the total angle calculated by using Android
library for a complete answer, R be the total rotation calculated by
using Android library for a complete answer, D be the total number
of deleted characters, S be the total number of suggestions used,
Ts be Typing speed, As be the average shaking, A, be the average
acceleration, Agj, be the average angle and A, be the average rota-
tion. Now, we calculate these as follows:

B Total distance covered on X, Y and Z axis

S = 1
X )
Total distance covered on X, Y and Z axis — Gravity
Ac = T (2)
L
Ts = T (3)
S
As = Z (4)
Ac
Aq = T (5)
An
Agn = T (6)
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Figure 2: User interface of our application (used for both sur-
vey data collection and testing)
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Note here that each question (among the 45 questions in total)
comes in a separate screen (see Figure 2). After responding to one
question, participants are then taken to the next screen. In this man-
ner, the smartphone parameters computed can be synchronized
with responses to each question (by comparing timestamps). Also,
participant responses, smartphone parameters and timestamps are
exported in the background to a server immediately after complet-
ing the survey. Naturally, this data is used for model development.

3.2 Selection of Questions for our Survey

One of the major challenges of this study is to identify a ques-
tionnaire for which participants will provide a reasonable mix of
true and false responses. But, this is hard to do, and encompasses
aspects related to participant age, gender, past experiences in life,
cultural sensitivities and more. Upon extensive surveying of related
literature on human psychology, we could not find insights on how
to design questions for which participants are likely to lie, beyond a
basic guideline that participants usually respond to sensitive ques-
tions with false answers [3]. While this was initially surprising
(i-e., the lack of literature on how to make people lie), it was un-
derstandeable also, since the whole notion of lying, despite being
common is also highly complex to predict or detect or rationalize.

As such, we decided to create our own questions based on our
cultures, past social experiences, our own sensitivities, and basic
common sense. At the outset, we decided to focus on a relatively
homogeneous age group so that we minimize any age related di-
versities in deception. As such, the participants in our study were
between ages 21 and 25 (more details are elaborated later). We
point out that the questions created by us which we presumed will
guarantee a false response from participants in this age group in
our proposed study are in fact ones for which we authors would
have most likely given false responses if we were the participants.
In fact, after several informal discussions among the authors, and
many more with our social contacts also in the age group identified
above, we were confident that the questions we created will pro-
duce a judicious mix of true and false responses in our participant
population.

Once the questions are identified, the issue next is to decide
the order in which we want to present it to our participants to
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Table 1: A partial set of survey questions (questions from the
childhood to current age)

Survey questions

. What is your name?

. Where do you stay?

. What is your date of birth?

. What is your religion?

. Where did you born and grow up?

. What is the name of your primary school?

. How and where was it?

. Which type of work did you like in school?

. When and how did you smoke for the first time?
10. Did you get caught by your parents while smoking? How?
11. Did you have any dream girl/boy? Who is s/he?
12. What did you spend your leisure time in college?
13. Which type of game did you like in college?

14. Did you tease any teacher in college?

15. Did you fall in love with any teacher?

16. When and how did you start a relationship?

17. What did you do with him or her?

18. What are your department and university?

19. Why did you choose the department?

20. What is your future plan?

21. What is the duration of your relationship?

22. Are you a virgin?

23. When and how did you make your first kiss?
24. Does your family know about your relation?
25. Will you marry your lover? Why?

O 00 N1 N U W N =

26. When and why do you tease boys/ girls/ men/ women on a road

or other areas?
27. What are your plans after your graduation?

get their responses. We had a few obvious choices: a) to present
the non-sensitive questions first, and then the sensitive ones; b) to
present the sensitive ones first, and then the non-sensitive ones; c)
interleave the sensitive and non-sensitive questions; and d) decide
order of questions randomly. Somehow, we felt that in the first
two choices, participants will feel abrupt changes in emotion as
they move from sensitive questions to the non-sensitive ones or
vice versa, and we did not want that. In the case of interleaving
them, or randomizing them also, we thought participants could
lose engagement with our system beyond a point, since they do not
see any pattern to the questions. What we instead decided was to
order the questions that almost represents a linear narration about
their recent past, while still interleaving sensitive and non-sensitive
questions in between. In this manner, we felt that participants
will see a pattern to our questions, that will bring back recent
memories and they are more likely to be emotionally connected to
our system when responding. In this manner, we design a survey
with 45 questions in total, out of which 17 are sensitive and likely
to yield false responses, while the other questions are non-sensitive
and are likely to yield true responses. The partial set of questions
(arranged in the form of a story capturing past history) is presented
in Table 1. This is the order for all participants in our study.

M. M. Rahman, A. Shome, S. Chellappan, and A. B. M. A. A. Islam

4 CONDUCTING THE SURVEY AND
ANALYSIS

4.1 Demographics and Initialization

We recruited 47 participants for our study in the age group of 21-25.
Among these, 26 were male and 21 were female. Most of the partic-
ipants are students, and some are in the IT industry. All of them
are experienced users of smartphones. Most of the participants are
familiar with at-least one author of this paper. We then presented a
handout to each participant indicating to them that the purpose of
this study was emotion detection. We did not specifically mention
that detecting deception was the primary focus of the study.

Participants enquired about confidentiality of their responses,
and we assured them that their responses will be encrypted and
stored in our server, and we assured them post completion of the
study, all data will be deleted. Participants were also told that their
identities are all anonymized. At this point, all participants willingly
agreed to participate.

Participants were then given our smartphone with the app in-
stalled and they were escorted to a quiet room with a chair. Some
of the participants sat, while some others stood and walked when
responding to questions. Once the subject finished the survey, we
met each person one to one and asked them casually if they did
indeed give false responses to one or more questions, and it was
indeed the case with all participants. Subsequently, we gave each
participant another simple smartphone app (not shown here due to
space limitations), wherein each participant was asked to choose the
questions for which they answered truthfully, and the questions for
which they did not answer truthfully. After (once again) getting con-
firmation from us on the confidentiality and anonymity of entered
responses, each participant willingly entered this via the smart-
phone app, and they confirmed that they were completely truthful
the second time. This information was immediately recorded in the
server as well. All ids were anonymized, and we reiterate that the
authors of this study did not access any textual response, nor did
we know which user answered truthfully to which question.

4.2 Ground Truth and Feature Extraction

At the conclusion of our study, we collected a total 2115 responses
from 47 participants. In Figure 3b, we plot trends to reveal the num-
ber of true and false responses against participants (anonymized)
and questions in the survey. We present some interesting trends
here. The number of false responses per participant ranged from a
minimum of 3 to a maximum of 20, with a mean of 12 and a standard
deviation of 3. In summary, the total number of true responses were
1539, and the total number of false responses were 576. As men-
tioned earlier, this data was provided by participants themselves.
By correlating this data with appropriate time stamps of entered
responses for each question, and the parameters computed in the
smartphone, we determine the parameter values for true responses,
and parameter values for false responses.

In Figure 4, we plot trends for five features - typing speed, av-
erage shaking, average acceleration, average tilt angle, average
rotation against true and false responses for a subset of partici-
pants. As we see, there are interesting trends that are consistent
across users. The average typing speed is lower (Figure 4a) for false
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responses compared to true responses. The average shake and aver-
age acceleration have the reverse trend as seen in Figures (4b & 4c).
The average tilt angle is more for true responses, while the average
rotation is more for false responses as seen in Figures (4d & 4e). We
did not find any tangible differences in other features - number of
suggestions used, number of deleted characters and touch pressure,
and as such, we ignore them for model development. Only the five
features plotted in Figure 4 will be used in our model.

4.3 Evaluation with Machine Learning
Algorithms

Based on participant responses, we find that 576 answers are false
and 1539 answers are true. To resolve this imbalance, we implement
a Class Balancer algorithm. Class Balancer algorithm reweights the
instances in the test data so that each nominal class, i.e., true and
false, has the same total weight. The total sum of weights across all
nominal instances will be maintained [17]. We then implemented
several machine learning algorithms to evaluate how each algo-
rithm leverages our five features identified above in detecting false
responses. Table 2 presents results across several standard metrics
for three evaluation strategies - same user; 10-fold cross valida-
tion; and leave-one-out. We see that same user evaluation results
are consistently the best, since variations across users are ignored
here. The leave-one-out strategy is the most stringent one, since
testing data is completely unseen from training data, and the perfor-
mance evaluation metrics are slightly poor here, since irrespective
of which activity is performed, there are always subtle variations
among different people when they do that activity, and these vari-
ations lower performance to a certain degree. But what we see
is that in each evaluation strategy, the Random Forest algorithm
outperforms other techniques. Random Forest techniques have the
advantage of being extremely fast, efficient on big data and capable
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Figure 4: Variation in usages for different participants

of overcoming overfitting. Figure 5 shows the parameters used in
implementing Random Forest Algorithm. 3 shows the performance
of machine learning algorithms on total data.

5 EVALUATION ON AN INDEPENDENT
COHORT, AND WITH A NEW SURVEY

In order to evaluate our system via an independent group and with
completely different questions, we recruited another cohort of 22
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Table 2: Performance of machine learning algorithms in lie detection over our survey data

RC- Random Committee; RT- Random Tree; RF- Random Forest; LO-User validation leave one out; 10 Fold- 10 folds cross-validation;

Accuracy in different algorithms
IB1 kStar RC RT RF

User | 10 Fold | LO | 10Fold | LO | 10Fold | LO | 10Fold | LO | 10 Fold | LO

1 85% 80% | 85% 90% | 83% 23% | 90% 88% | 85% 90%
2 93% 80% | 95% 90% | 90% 83% | 95% 93% | 93% 88%
3 75% 68% | 80% 88% | 75% 68% | 80% 88% | 80% 83%
4 73% 81% | 83% 81% | 88% 73% | 83% 76% | 83% 81%
5 74% 74% | 69% 79% | 80% 59% | 85% 85% | 77% 82%
6 73% 70% | 80% 78% | 88% 73% | 88% 78% | 88% 78%
7 74% 75% | 75% 82% | 78% 82% | 85% 84% | 79% 84%
8 96% 83% | 96% 90% | 98% 79% | 98% 94% | 96% 77%
9 66% 50% | 73% 61% | 77% 64% | 86% 75% | 77% 66%
10 74% 74% | 81% 77% | 77% 76% | 86% 86% | 84% 86%
11 69% 77% | 73% 75% | 65% 69% | 77% 85% | 81% 81%
12 57% 63% | 54% 75% | 54% 74% | 57% 77% | 49% 74%
13 79% 55% | 73% 82% | 719% 70% | 73% 79% | 70% 85%
14 58% 70% | 67% 73% | 67% 59% | 73% 73% | 79% 57%
15 53% 83% | 57% 77% | 53% 83% | 73% 80% | 70% 83%
16 58% 61% | 71% 71% | 58% 66% | 66% 63% | 61% 55%
17 84% 71% | 81% 71% | 84% 74% | 81% 74% | 84% 71%
18 81% 72% | 78% 72% | 66% 72% | 88% 72% | 81% 66%
19 75% 75% | 72% 88% | 72% 75% | 78% 84% | 78% 78%
20 80% 68% | 80% 88% | 76% 88% | 80% 88% | 80% 80%
21 72% 66% | 72% 83% | 76% 66% | 79% 83% | 69% 79%
22 89% 63% | 89% 79% | 95% 89% | 95% 84% | 89% 63%
23 75% 70% | 75% 80% | 70% 85% | 70% 85% | 75% 85%
24 64% 55% | 58% 76% | 67% 63% | 70% 73% | 58% 67%
25 42% 64% | 49% 64% | 49% 58% | 55% 67% | 33% 67%
26 79% 57% | 75% 79% | 75% 79% | 82% 82% | 75% 89%
27 61% 58% | 58% 61% | 61% 61% | 66% 64% | 61% 64%
28 76% 59% | 66% 76% | 12% 62% | 76% 62% | 72% 66%
29 70% 44% | 74% 49% | 72% 40% | 77% 49% | 67% 47%
30 74% 79% | 74% 84% | 68% 68% | 84% 79% | 74% 58%
31 65% 77% | 65% 85% | 65% 73% | 69% 81% | 62% 77%
32 81% 67% | 90% 86% | 86% 76% | 86% 76% | 86% 76%
33 63% 69% | 63% 77% | 71% 63% | 66% 72% | 69% 66%
34 62% 66% | 72% 76% | 59% 72% | 59% 72% | 66% 72%
35 75% 68% | 78% 58% | 75% 68% | 78% 78% | 73% 75%
36 67% 69% | 61% 69% | 64% 67% | 78% 75% | 64% 78%
37 72% 60% | 70% 66% | 68% 68% | 74% 66% | 66% 62%
38 89% 81% | 84% 84% | 84% 71% | 92% 90% | 89% 82%
39 80% 57% | 73% 63% | 77% 60% | 80% 53% | 77% 57%
40 70% 74% | 75% 72% | 70% 78% | 79% 90% | 76% 82%
41 72% 66% | 69% 83% | 72% 66% | 72% 83% | 75% 79%
42 65% 55% | 70% 76% | 62% 63% | 65% 73% | 54% 67%
43 72% 70% | 80% 79% | 87% 73% | 88% 78% | 86% 81%
44 74% 74% | 80% 77% | 77% 76% | 86% 86% | 85% 89%
45 80% 68% | 80% 88% | 76% 88% | 80% 88% | 82% 82%
46 69% 77% | 75% 75% | 65% 1% | 77% 85% | 81% 85%
47 72% 66% | 72% 83% | 76% 69% | 79% 83% | 81% 81%

new participants. None of these new participants were there in our and 9 were female. They were either students or IT professionals in

original cohort of 47 participants. In the new cohort 13 were male the age group of 21-29. Each participant was once again briefed that
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Figure 5: Parameters of Random Forest algorithm

Table 3: Performance of machine learning algorithms in lie
detection over our survey data

RC- Random Committee; RT- Random Tree; RF- Random Forest;

Algorithms

Measure IB1 | KStar | RC | RT | RF
True Positive Rate or Recall | 76% | 75% 76% | 77% | 78%
True Negative Rate 88% | 94% 94% | 89% | 92%
Precision 91% | 95% 95% | 91% | 94%
Negative Predictive Value 72% | 68% 69% | 72% | 73%
False Positive Rate 12% | 6% 6% | 11% | 7%
False Discovery Rate 9% | 5% 5% | 8% | 6%
False Negative Rate 24% | 25% 24% | 23% | 22%
Accuracy 81% | 82% 82% | 82% | 83%
F1 Score 83% | 83% 84% | 83% | 85%
Matthews Correlation 64% | 66% 67% | 65% | 68%
Coefficient

False Acceptance Rate 5% | 3% 3% | 5% | 4%
False Rejection Rate 16% | 18% 18% | 17% | 16%

the study was primarily for emotion detection. These participants
also enquired about confidentiality and anonymity, and they were
satisfied with our responses to protect their data/ identity. As before,
the smartphone app was given to them and they entered into a
room to answer all questions. This time, within the app, our Random
Forest algorithm was implemented for real-time detection of false
responses from true ones, and post completion of the survey, these
results were encrypted and exported to our server.

Note that, the new survey was arranged chronologically also as
in the earlier study. While some of the non-sensitive questions like
asking for name and data of birth remained in the new survey, the
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Figure 6: Resource usages by our application

sensitive questions created in the new survey were are different
from the earlier one. The goal here is to see if our system is robust
enough to operate on unseen participants, and for unseen ques-
tions/ responses. The number of questions in this survey were 35.
A sample of questions are presented in Table 4.

Table 5 presents our results. We obtain these results by cross
checking the output of our Random Forest algorithm within the app
with each participant for validation. In this new study, we collected
a total of 770 responses. Among these 498 answers were true and
272 answers were false as identified by our system in real-time.
After validation from the 22 participants, we found that there were
a total of 483 true responses and 287 false responses which is the
ground truth. Table 5 presents our results across several metrics
with very favorable results. The overall accuracy is 96% in detecting
false responses which we believe is impressive.

We also present CPU and memory usage as shown in Figure 6,
to demonstrate that resource utilization by our real-time prediction
application is small.

6 PROPOSED ARCHITECTURE
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while typing
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Figure 7: Proposed architecture to detect a lie

As the results of our conducted survey using our developed sur-
vey system provides a good performance on identifying True and
False answers, we propose an architecture for lie detection using
smartphones. Figure 7 presents our architecture for lie detection
using smartphones. Here, when participants provide their answers
in our application, we collect several usage information in paral-
lel. Afterwards, we extract features from the usage information
(as pesented in Section 4) and feed them to the machine learning
algorithm for lie detection. If the result is detected as false then the
system returns a message that the participant is lying.
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7 APPLICATION DEVELOPMENT BASED ON
OUR PROPOSED ARCHITECTURE

Using the proposed architecture, we develop a dynamic application.
The objective of developing this application is to find out actual
accuracy in real-life surveys, where a user at own can set the ques-
tions to be asked to a new participant. To do so, we develop our
application in such a manner so that anyone can create a customized
survey, collect the data, and check the summary. In the summary,
our solution will present which responses are true and which are
not.

7.1 Dynamic Application Development and Its
Performance Evaluation

We develop an Android application where a user can create own
account and then access the system after login (Figure 8a). Three
options are shown in the home page therein (Figure 8b), where
the user can manage survey, conduct the survey, and check sum-
maries of a conducted survey. In our survey management, the user
can create surveys (Figure 8c) and then add questions (Figure 8d),
which can be subsequently presented to the participants for their
responses. After setting all the questions under a survey, a partici-
pant can start participating in the survey through providing own
feedback (Figure 8e). When the user completes getting feedback
from the participants, the user can see a summary of answers with
corresponding detection statuses determined by our solution for
each participant participated in the survey (Figure 8f - 8h). Using
our developed application, a user is free to conduct multiple surveys
with own-selected questions. We present this application to a set
of users for field testing.

Note that the own-selection of questions in this part of study is
introduced to address the potential issue of biasness in our earlier

parts. For example, it may be queried in our earlier parts of this
study that whether our extracted outcomes came from truthfulness
or other aspects such as toughness of questions. As this part of
study gets conducted with diversified questions set by the users
(not by us), such biasness is expected to be neutralized.

7.2 Demography of the Survey Participants

We provided our application to new 30 users (no overlapping among
users of this survey and the earlier surveys) recruited voluntarily.
They set the own questions and collected feedback over 30 days
from 42 participants, where 24 were male and 18 were female. Most
of the participants are students, some are software engineers, and
the rest are from different occupations. Accordingly, most of the
participants are from the age range of 21-25 years having prior
experience on smartphone usage. Besides, most of the participants
answer the survey questions in a state (mostly sitting) as similar to
the earlier.

7.3 Performance Evaluation Results

We collect feedback from the 30 volunteers on our application. Here,
42 participants provided their 420 answers (295 were true and 145
were false) at their own. We find an average of 84% accuracy (Table
6 presents further detail) over this data having real time prediction
with diversified questions. This result again demonstrate a great
potential of lie detection using smartphones.

8 APPLICABILITY OF OUR RESEARCH

Smartphone-based complaint system such as Report 2 RAB, Police
Helpline BD, Bangladesh Bank Complaint, e-Lost Report and police
complaints in India, Police Complaint App in Ocland etc. can use
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Table 4: Second questionnaire used in our study for real-
time lie detection

Survey questions

. What is your name?

. What is your date of birth?

. What is your educational status?

. What is your religion?

. What is your job/occupation?

. What is your greatest weakness?

. What are your strengths?

. What are you most proud of?

. What is your greatest fear?

10.What do you like to do?

11. Tell me about your worst boss.

12. How would you deal with a high-strung personality?

13. Where do you see yourself in five years?

14. Tell me about a project or work you worked on that required
heavy analytical thinking

15. Can you describe a time when your work was criticized?

16. What was the most difficult period in your life, and how did you
deal with it?

17. Tell me about a time you faced an ethical dilemma.

18. How do you want to improve yourself in the next year?

19. What are your lifelong dreams?

20. What do you ultimately want to become?

21. Do you pray regularly? What about your family members?

22. What is the punishment in your religion for avoiding your prayer?
23. What is the opinion about corruption in your country?

24. What do you do if someone offers you hush money (money that
is paid so that someone will not tell other people about embarrassing
or illegal behavior or work)?

25. What is the punishment for taking hush money in your religion?
26. What is your opinion about usury/interest system in your country?
27. Did you ever get usury/interest money? What do you do with
banking interest?

28. What is the punishment for taking usury/interest money in your
religion?

O 00 N1 N U W N =

Table 5: Performance of our application developed for real-
time lie detection using Random Forest

Measure Random Forest
True Positive Rate or Recall 100%
True Negative Rate 90%
Precision 94%
Negative Predictive Value 100%
False Positive Rate 10%
False Discovery Rate 6%
False Negative Rate 0%

s Accuracy 96%
F1 Score 97%
Matthews Correlation Coefficient | 92%
False Acceptance Rate 4%
False Rejection Rate 0%

MobiQuitous, November 12-14, 2019, Houston, TX, USA

Table 6: Performance evaluation of real-life testing of our
solution using Random Forest

Measure Random Forest
True Positive Rate or Recall 91%
True Negative Rate 74%
Precision 86%
Negative Predictive Value 83%
False Positive Rate 26%
False Discovery Rate 14%
False Negative Rate 9%
Accuracy 84%
F1 Score 88%
Matthews Correlation Coefficient | 67%
False Acceptance Rate 10%
False Rejection Rate 6%

our approach for detecting lies. Through our application, the au-
thority can determine true issues with high accuracy from a large
number of submitted complaints. Again, social media such as Face-
book, Twitter, LinkedIn, Google+ etc. can also use our approach
for reducing the number of false content updates uploaded by their
users. E-recruitment systems can also be a part of the applicability
of our research. As nowadays a large number of fake applications
are submitted in our online recruitment applications. Our approach
can reduce this tendency from the applicants through identifying
lying. Nonetheless, usage at the micro-level, for example in police
interrogation or even questioning by parents to children at the
family level can be other avenues of application of our study. Note
that privacy might be an issue in some of applications (for example
social media applications). We left study on this issue as our future
work.

9 DISCUSSION

In this research, we investigate the task of lie detection using a
smartphone. While collecting data and testing the performance
of our application in real-life, we use smartphones of different
brands such as Samsung, Huawei, xiaomi, Walton, Symphony etc.
to check the impact of using different smartphones. We find a
good level of accuracy in all smartphones. Besides, we initially
presented sensitive and non-sensitive question either at random
sequences or in sequence having two disjoint groups. For such
presentation, participants provided only boolean answers or skip
the questions. However, in the case of our story-like presentation
of the questionnaire, the participants provided valid answers. This
indicates that participants avoid completely random or isolated
questions, since they are not engaged under such cases.

10 CONCLUSION AND FUTURE WORK

Existing lie detection systems generally demand high cost, infras-
tructural overheads, or hard-to-find domain experts. These systems
also frequently require an interviewer to ask questions to partici-
pants. Thus, existing systems for lie detection are far from being
a ubiquitous solution. Even though smartphones have been wide-
spread in use in many parts of the world today, it is yet to be
investigated whether the smartphones can be used for the purpose
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of lie detection. As smartphones are generally equipped with many
sensors, there remains a high chance of using them in lie detec-
tion. However, to the best of our knowledge, such a smartphone
sensor-based lie detection mechanism has not been focused in the
literature till now.

In this study, we propose a new mechanism for detecting ly-
ing using smartphones. To do so, we design a customized survey
system having a judiciously chosen set of questions that provokes
participants to provide both true and false responses. We collect
responses and corresponding usage data from 47 users through the
survey system. Subsequently, we analyze the collected data using
several machine learning algorithms and find that Random Forest
can classify true and false responses over our collected data with a
high accuracy of 83%.

Afterwards, based on our findings, we develop a new application
that can detect the nature of a response, i.e., whether true or false,
just after providing the response. We conducted survey using this
new application over 22 participants using a new set of questions.
We find that the application can provide an average of 96% accuracy.

Subsequently, we develop a dynamic application where a user
can set his/her own questions and present that to participants
requesting their responses. We present the application to 30 users
who conducted survey over new 42 participants using their own set
of questionnaires. We find 84% accuracy in this dynamic real-life
end-user testing. All these experiments exhibit a robust prospect of
smartphones to be used to detect falsification in the digital space,
when the lying episode actually happens, and naturally can have
many innovative applications.

It is worth mentioning that the participants in our study were
common people. It is yet to be investigated whether an expert
liar could be detected during lying using our solution. Such an
investigation needs more rigorous surveys involving expert liars,
which remains a future work of this study. Nonetheless, lie detection
under different operational states (for example under stress) and
emotional states (for example under anger) remain yet another
avenue of our future research.
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