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Abstract special nodes or hot spots in such systems can have catas-
trophic effects.

Distributed Denial of Service (DDoS) attacks are cur- A Secure Overlay Services (SOS) architecture has been
rently major threats to communication in the Internet. A se- proposed in [1] in the framework of a set of clients com-
cure overlay services (SOS) architecture has been proposednunicating with a target during critical situations. TheSSO
to provide reliable communication between clients and a architecture provides a high degree of path availability in
target under DDoS attacks. The SOS architecture employsthe presence of random DDoS attacks. The design rationale
a set of overlay nodes arranged in three hierarchical lay- is to ensure that in the presence of DDoS attacks, the tar-
ers that controls access to the target. Although the archite get is not overloaded; the probability of all available ath
ture is novel and works well under simple congestion basedbetween clients and the target being compromised is very
attacks, we observe that it is vulnerable under more intel- small; and the attack traffic is dropped. In order to achieve
ligent attacks. We generalize the SOS architecture by-intro these objectives, the SOS architecture uses a set of over-
ducing more flexibility in layering to the original architec  lay nodes arranged ifi layers of hierarchy between the
ture. We define two intelligent DDoS attack models and de-source and the target through which traffic is authenticated
velop an analytical approach to study the impacts of the and then routed. The proposed SOS architecture has a va-
number of layers, number of neighbors per node and theriety of very nice and novel features. It is simple and eas-
node distribution per layer on the system performance un-ily deployable. In fact with only a very few set of nodes
der these two attack models. Our data clearly demonstrateacross the layers, the SOS architecture provides good per-
that performance is indeed sensitive to the design featuresformance in terms of providing path availability between
and the different design features interact with each other t clients and the target even without system recovery under
impact overall system performance. on-going attacks. However on a critical note, the following

questions are naturally raised while analyzing the system:

e The system can be targetedinyelligentattackers. An

1. Introduction intelligent attacker can have the ability to break into
nodes in order to disclose their neighbors and may
Current level of sophistication in system resilience to also be aware of identities of some nodes in the over-
Distributed Denial of Services (DDoS) or other forms of at- lay prior to an attack. Byintelligent DDoSattacks,
tacks is far from definite. Tremendous amount of research ~ We mean the attacker can launch a large amount of
is being done in order to improve the system security un- congestion-based DDoS attacks with a certain level of
der DDoS attacks. Communication reliability over the In- intelligence, such as obtaining system knowledge prior
ternet is critical in emergency, medical, and other related ~ to launching DDoS attacks. An interesting question is,
services. Apart from providing a high degree of path avail- how is the SOS system performanae terms of path
ability for communication, such systems need to be resilien availability between clients and the taryempacted
to attacks from malicious users within and outside of the under such intelligent DDoS attacks?

system that aim to disrupt communication. Also, attacks on o The SOS architecture comprises of three key design
features; number of layers, number of neighbors per
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tem performance? More interestingly, how do these de-is aware of nodes in the SOAP layer, which are aware of
sign features combine with each other to impact sys- the Beacons, which know the Secret Servlets, which in turn
tem performance under different intensities of intelli- know the identities of the filters. Nodes in each layer (and
gent DDoS attacks? the filters) ensure that they route packets to the next layer

I this paper, we aim to address the above issues Specif—aﬂer verification that the packet indeed arrived from attegi

ically, (1) We generalize the SOS architecture such that the'mf‘te n(;)(jecl:nha I(;)v;e; layer. The unde_rtly|[|1_?] routl?g proto-
design features are flexible and contingent on expected ato! uUsed, IS Lhor [ ] or more anonymity. 1he performance
tacks. (2) We define two intelligent DDoS attack models metric Is thg probability thatgcl}ent can commumcate suc-
and develop an analytical approach to analyze the general-cess'fu”y with the target by finding a path to it. For analy-

ized SOS architecture under these attack models. The ap—SIS purposes the attack modekidom congestion-based

proach is general and can be applied to analyze other SyspDoS attacks. Although a congested node does not allow

tems. (3) We analyze the generalized SOS architecture inattack traffic to pass through because of validation, it reve

detail under intelligent DDoS attacks towards understand-thele$s. beco?;]es n.cl)nbf.llj.tnctlonal due to DDosS attacks com-
ing the sensitivity of system performance to each design F’mvr\’l“s'“g ﬁa a\]fa'i “ky. h . b he SOS
feature. We observe that the number of layers and the num- e wish to refer back to the questions about the

ber of neighbors per node have opposite effects on the re.architecture raised in Section 1. The architecture althoug

silience to break-in and congestion attacks. More layeds an performs well for random congestion based attacks, will be

less neighbors per node improve resilience to break-in at_fragile in the presence of intelligent attacks like brealed-
tacks, while the reverse is true for congestion based attack tacks as we show later. Under break-in attacks, the attacker

can easily find the location of nodes towards the target. We

In order to compensate for the effects of break-in and con- *“ | ey )
believe that fixing the number of layers ass not always

gestion attacks, there is a clear trade-off in the layerimg a i . .
well as the number of neighbors per node. We also observethe_Optlmal qh0|ce. We aver that for given system resources,
that the system performance is sensitive to the node distri-2" 'NCreasein the number of layers will enable pure conges-

bution per layer, particularly when the number of neighbors tion based attacks to.be more succgssful. In fact flxmg the
per node is large. number of layers a$ is the best choice to defend against

such attacks. We believe that system performance is sensi-
tive to design features and attacks and the architectudsnee
to be flexible in order to realize better performance under

In this section, we provide a brief description to the over- different attacks.

all SOS system [1] from the point of view of the basic ar-
chitecture and the attack scenarios analyzed there.

2. The SOS architectures
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Figure 1. The original SOS architecture. Following the above discussions, we generalize the orig-
inal SOS architecture. In simple terms, our generalized ar-
chitecture extends from the original SOS architecture and
In the SOS architecture shown in Fig. 1, communication consists of multiple layers of nodes as shown in Fig. 2. The
between clients and a target is throwyintermediate lay- ~ number of layers is denoted ly The layering features are
ers. These layers are SOAP (Secure Overlay Access Point)given below.
Beacons and Secret Servlets. A client that wishes to com-
municate with a target first contacts a node in the SOAP
layer. The node in the SOAP layer contacts a beacon, which
then contacts a secret servlet, which routes the data throug
a filter towards the target. A set of filters acts as a firewall e The intermediate layers perform the functionality of
surrounding the target. In this architecture each sourire po the beacons in the SOS architecture. The difference is

e The first layer and the last layer provide similar func-
tionality as the SOAP layer and the Secret Servlet layer
respectively in the original SOS architecture.



that in our generalized architecture, there can be mul- attacks, which the attacker knows and still wishes to pro-
tiple layers. Similar to the SOS architecture, nodes in ceed with the attack. Here we assume the attacker has no
Layeri + 1 will forward traffic that arrive only froma  prior knowledge about the SOS nodes.

node at Layet.

Having described our generalized architecture from the SN SN ST ST
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layering perspective, we formally introduce two other de- ;O\ [ O /O /O e
ign features; the number of nodes in Laydenoted by, BT SN S SIS e T
sign reatu ) - - v y”L-l ©_’iO O,’_’iOOO,’“" ""iOOO,"" . ""iOOO,’_’i@Q\f@,‘
and the number of neighbors a node in Layer 1 has in \\.O®/‘ \\.O®/‘ \\.O®/‘ \\.O®/‘ \o @
Layeri (referred to as the mapping degree), denoteahas \O NO/ \O \O N
The novelty of our generalized architecture is its flexibil- client 1% target
ity. Here, L, n; andm, are designed depending on the sys- O goodnode @ congestednode @ broken-in node
tem resources and attacks. Our architecture being flexible © goodfiter @ congested filer
can be designed easily considering other factors such as de-
lay performance, guaranteed delivery for special clietds e Figure 3. A Snapshot of the generalized SOS
architecture under the intelligent DDoS at-
3. Analysis of the Generalized SOS architec- tacks.
ture

In the following we conduct an extensive analysis to  Before proceeding with the analysis, we emphasize here
our generalized SOS architecture on two attacks modelsithat the system/attack model we are analyzing is different
one-burst attack model and the successive attack model. I5rom the one in [1] although the performance met;)
both the attack models, the attacker conducts the attack ins the same; (1) In our case, the break-in attacks will dis-
two phases, (1) break-in attack phase and (2) congestion atclose some nodes, and the congestion attacks will focus on
tack phase. The break-in attack phase discloses some nodegch nodes to attack and are not just performed in a to-
while the congestion attack phase congests the nodes baseglly random fashion. (2) Even before the start of an attack,
on the information about the disclosed nodes by the break-the attacker has some prior knowledge about SOS nodes.
in attacks. The only difference between the one-burst anda|though in the analysis of the one-burst attack we dis-
the successive attack model is that in the former, the break-count this situation, it is not the case in the successive at-
in attack phase is conducted in one round, while in the |attertack model we ana|yze which introduces additional com-
itis conducted in successive rounds. plexity. (3) In the analysis of the original SOS architeetur

The system we study consists of a total foverlay itis assumed that each node can simultaneously provide the
nodes, of whichn nodes are in the SOS system (denoted functionality of nodes at multiple layers. In the presence
as SOS nodes). In our attack model, the attacker has reof break-in attacks, allowing this possibility is very dan-
sources to launch break-in attacks & nodes and con-  gerous in the sense once such a node is broken-into, nodes
gestN¢ nodes. The attacker may have some prior knowl- in several other layers will be disclosed and so we do not
edge about the identities of the SOS nodes before the atmake this assumption. We observe that the factors men-
tack. With a probabilityPs, the attacker can successfully tioned above make our analysis harder, but is more realis-
break into a node. tic and the resulting architecture from this analysis isinat

We define system performance as the probabifitythat rally more robust.

a client can find a path to communicate with the target un-  The key defining feature of our analysis is in determin-
der on-going attacks. In this paper, we do not consider theing the set of attacked nodes in each layer. The intuitive
dynamics of system repair to attacks, which is our future way to analyze the system is to list all possible combina-

work. tions of attacked nodes in each layer. The overall system
performance can be obtained by calculating the probability
3.1. Under oneburst attack without any prior of occurrence of each combination and calculatihgfor
knowledge about the SOS nodes that combination and appropriately summariziRg over

all possible combinations. It is easy to see that there could
3.1.1. Attack model The attacker will spend all the break- P& many such possible combinations. For a system iwith
in attack resources randomly in one round and then launchlaYers andn nodes evenly distributed, such combinations
the congestion attack. Even though this model may appeatVill be in 0(%)*". For a systers layers and 00 SOS nodes
simple, in reality such a type of attack is possible when say,
the system is in a high state of alert anticipating imminent 1 We use the terrsetandnumber of nodes in a setterchangeably.




evenly distributed, we have abolb * 10'° combinations. The nodes that were broken in will disclose some SOS
Practically, it is not scalable to analyze the system in this nodes. In our model, once a node is broken into, it is com-
fashion. To circumvent the scalability problem, we take an promised and the attacker will not congest that node. Thus
alternative approach. Since the system and attack parameat the end of the break-in attack phase, there is a set of nodes
tersN,n, N¢, Nt are large, based on the weak law of large disclosed, from which we have to discount nodes that have
number, we use the average case analysis approach. We cabeen successfully broken into. The resulting set of nodes is
culate the average number of attacked nodes in each layethe one the attacker will try to congest first.
to obtainPs. We assume theV break-in trials are uniformly dis-
Recall thatPs is the probability that a user can success- tributed on the nodes in the system. The average number
fully communicate with the target. In our architecture, a of broken-in overlay nodesNp = P4 Nr. We define
node maintains a neighbor table that consists of nodes ink; as the number of nodes on which a break-in attempt
its next higher layer and the number of neighbors is decidedhas been made in Layer For Layeri, h; = % (Nr),
by the mapping degree policy. Upon receiving a message,andb; = P (% )(Nr) fori = 1,..., L. We assume here
a node in Layet will contact a node in Layei + 1 from that the filters are special and cannot be broken into. Hence
its neighbor table and forward the received message to thab;; = 0.
node. This process repeats till the target is reached via the At the start of the congestion attack phase, the attacker
nodes in successive higher layers. The routing thus takesieeds to know the set of nodes disclosed which have not
place in a distributed fashion. We callbead or compro- been attempted to break into. We calculate this set as fol-
misedoverlay node as one that has either been broken intolows. LetY; ; be a random variable whose valuelisvhen
or is congested and cannot route a message. The other ovethe ;" in Layeri is either a disclosed node or one on which
lay nodes argoodnodes. The routing table will contalrad a break-in attempt has been made. ketlenote the aver-
entries during break-in or congestion attacks that canecaus age number of nodes that have been disclosed or have been
failure of a message being delivered. A snapshot of the sys-ried to be broken into. Thus,
tem under an on-going attack is shown in Fig. 3. To compute ni ni
Ps, first we should know the probability; that a message  z = E()_Y;;) =Y E(Yi;)=> Pr{Y;; =1}. (2)
can be successfully forwarded from Layer 1 to Layeri j=1 j=1 j=1
(1 <i < L+ 1). Here LayerL + 1 refers to the set of fil-
ters that encompass the target. In our analysis, we consideg
this layer also because it is possible that their identitas
be disclosed during a successful break-in at Layewith
the property of distributed routing algorithm, we can obtai
Ps by direct product of allP;’s, i.e., Ps = I1,' P,. Obvi-
ously, P; depends on the availability of good nodes in Layer
i that are in the routing table of nodes in Layer. Towards
this extent, definé(x, y, z) as the probability that.a set gf and then; is given by,
nodes selected at random fram> y nodes contains a spe-

n;

The probability that the*” node in Layeri is neither
disclosed node nor one on which a break-in attempt has
been made is given bfl — :)bi-1(1 — %) The same
node can be disclosed by more than one node in the previ-
ous layer. The partl — f—;)bifl excludes such overlaps.

m;
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n;

e _ (Y €z A (1 Mie g E
cific subset of: nodes, therP(z, y, z) = ( 2 )/ ( s ) zi = Z_:l(l (1 m) (1 ni)) 4)
if y > z, and otherwiseP(z,y, z) = 0. Defines; as the - e h
number of bad nodes in Layér Recall that each node in = n(1-(1- #)bi’l(l - #))- ©)

Layeri — 1 will have m; neighbors in Layei. Then, on
an average®(n;, s;,m;) is the probability that all next-hop ~ We denotell¥ the number of nodes which are disclosed but
neighbors in Layef of an overlay node in Layer— 1 are ~ haven't been attempted to break-in:

bad nodes. Henc®, = 1 — P(n,, s;, m;). Thus, the prob- by

ability Ps that each message will be successfully received n; )= E)) —hi, (6)

by the target can be expressed as follows:

fori=2,...,L+1.
Ps = AP = TTE4H (1 — P(ng, s,mi)). (4 Apart fromd, there is a set of nodes that have been dis-
= = closed on which a break-in attempt has been made unsuc-
In (1), only s,'s are undetermined. Recall that a bad node cessfully. This set is denoted k! and is given by,

is one that has either been broken-into or is congested. If hi—b;
we defineb; andc; as the number of nodes that have been g4 — %~ (1= (1= Tybi-1) = (hy—b;) (1— (1= T2 ybima),
broken-into and the number of congested nodes respectively =1 ni U

in Layeri, we haves; = b; + ¢;. )



Note that nodes in the first layer cannot be disclosed due0 and we evaluate performance under two congestion inten-

to a break-in attack and s = d* = 0.
Thus the attacker will congest nodes in the é&tand

sities: No = 2000 and No = 6000 representing moder-
ate and heavy congestion attacks respectively . In Fig.,4 (b)

d# as their identities have been disclosed and they have notve fix N = 2000 and analyze two intensities of break-in:

been broken into. Defind’p, to be the average total num-

N = 200 and Ny = 2000. We make the following obser-

ber of nodes that are disclosed but not broken-into successvations;

fully in the system, whereVp = -2 (dN + d). Re-

call that N¢ is the overall number of overlay nodes that
the adversary can congest. Considering the attack conges-
tion mechanism, there are two cases:

e No > Np: In this case, allNp disclosed nodes
will be congested. Since the attacker still has capac-
ity to congestNo — Np nodes, it will expend its
spare resources randomly. The extra congested nodes
will be uniformly randomly chosen from the remain-
ing N — Ng — (Np —d},, —di,,) good nodes. We
emphasize that), , andd?,, are part of the filters
and are excluded fromVp, to determine the remain-
ing overlay nodes that are targets for random conges-
tion 2. Therefore, the total number of congested over-
lay nodes in Layet is,

dZN+d§4+(chND)*
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Figure 4. Sensitivity of Ps to L and m; under
different attack intensities.

N-Np—(Np—dY, ,—dp )’
N
d;",

i=1,...,L,
i=L+1.
(8)
e No < Np: The attacker can randomly congest the
subset ofN- candidates amongy,, disclosed nodes.

C; =
i +1)

In this case,
i'c N A
= —(d; +df), 9
C ND<1 Z) ()
fori=1,2,...,L+1.

Recall thats; = b; + ¢; is the set of bad nodes in Layéer
We then use (1) to compufeys.

3.1.2. Numerical Results and Discussion Fig. 4 shows

the relationship betweeRs and the layering and mapping
degree under different attack intensities. We discusssthe i
sue of node distribution in the successive attack model. The
mapping degrees used here are: one to one mapping which
means each SOS node has only one neighbor in the next
layer; one to half mapping which means each node has half
of all the nodes in the next layer as its neighbors; and one
to all mapping which means each node has all the nodes in
next layer as its neighbors. Other system and attack config-
uration parameters ar& = 10000, n = 100, Pg = 0.5,

the SOS nodes are evenly distributed among layers. The
number of filters is set a%0. In Fig. 4 (a), Nt is set as

2 In our model, the filters are special and can be congestedupayn
disclosure and not randomly.

e Fig. 4 (a) shows that under the same attack intensities,

different layer numbers result in differefils. When

Nt = 0 (pure random congestion attack), Asin-
creasesPs goes down. This is because there are less
nodes per layer, and under random congestion, few
nodes per layer are left uncompromised. This behav-
ior is more pronounced when the mapping degree is
high. We wish to remind the reader about the original
SOS architecture, where the number of layers is fixed
as3 and the mapping degree is one to all for defend-
ing against random DDoS congestion attacks (same as
the attack model we analyze here). From the above dis-
cussion we can see that fixing the number of layers as
3 is not the best solution for such a type of attack.

e For any LayerL, a higher mapping degree (more

neighbors for each node) means more paths from
nodes in one layer to nodes in the next layer, thus in-
creasingPs in Fig. 4 (a) under the absence of break-in
attacks. Under break-in attacks, a high mapping de-
gree is not always good as more nodes are disclosed
during break-in attacks. For instance when the map-
ping is one to all,Ps = 0 in Fig. 4 (b). Thus the effect

of mapping typically depends on the attack intensi-
ties of the break-in and congestion phase.

e Finally we see that an increase M- and Np natu-
rally leads to a decrease s, because more nodes
could be congested or broken into.



3.2. Under a successive attack with the prior Algorithm 1 Pseudocode of the successive attack strategy.

knowledge about the SOS nodes ParametersSystem parameters\, n, L, Pg and attack pa-
rameters N, N¢, R, X1, 3, a.
3.2.1. Attack model Our successive attack model extends Phase 1 of the attack strategy:
from the one-burst attack model in two ways; (1) the at- 1. 3 = Ny, a = %;
tacker has some prior knowledge about the first layer SOS 2: for j = 1 to R do
nodes. LetPg represent the percentage of nodes at the the 3. f X; < a< Bthen

first layer known to the attacker before an attack, (2) the 4 launch break-in attack on ak; nodes and ran-
break-in attack phase is conductediinrounds R > 1), domly launch break-in attack en— X ; nodes and
i.e., the attacker will launch its break-in attacks suciveds calculate the seX ;. disclosed nodes;
rather than in one burst. In this attack model, more SOS s. updates = 3 — «;
nodes are disclosed in a round by round fashion thus accen-s:  end if
tuating the effect of attack. However in realify,cannot be 7. if X; < B <athen
too large as that would allow the system enough time to de- g: launch break-in attack on ak; nodes and ran-
tect and recover from an on-going attack before the attack domly launch break-in attack gi— X; nodes and
is completed. calculate the seX ;. disclosed nodes;

The strategy of the successive attack is shown in Algo- 9: break;

rithm 1. We denoté’ to be the available break-in resources 10: end if
at the start of each round apd= Ny at the start of round  11:  if a < X; < G then

1. For each round, the attacker will try to break-into a min- 12: launch break-in attack on al; nodes and calcu-
imum of o nodes and is fixed a&§Z . If the number of dis- late the sefX ., disclosed nodes;
closed nodes is more than the attackeborrowsresources 13: updates = 5 — X;;

from (3 to attack all of them. Otherwise it attacks the nodes 14: end if
disclosed and some other randomly chosen nodes to utilize1s: if X; > 3 then

« for that round. The spare break-in attack capacity avail- 16: launch break-in attack o nodes amongX;
able keeps decreasing till the attacker has exhausted all of nodes and calculate the s€t_, ; disclosed nodes;
its Np resources. At any round, if the attacker has discov- 17: break;

ered more SOS nodes than its available attack resouses ( 18: end if

it tries to break into a subses) of the disclosed nodes and  19: end for

starts the congestion phase. The attacker will congest all20: CalculateNp;

disclosed nodes and more; or only a subset of the disclosedhase 2 of the attack strategy:

nodes depending on its congestion capabity We assume 1: if No > Np then

X be the number of nodes whose identities are known to . conaest theV» nodes and randomly congestg —
the attacker at the start of rouridHere we assume the at- Np) nodes:

tacker will not attempt to break into a node twice and anode 5. gg

broken into is not congested. Although there can be other . congestionV¢ nodes amondV» nodes randomly;
variations of such successive attacks, we believe that our ¢. onq if

model is representative enough.

round, we introduce the subscriptor round along with the

3.2.2. Analysis We again use the average case approachSUPScript that refers to layer information.

to analyze the system and deri%. The problem typically At the beginning of each roung the attacker will base

is in discounting the overlaps among the bad (disclosed orits attack on the set of nodes disclosed at the completion
broken-in) nodes. In the one-burst attack model we ana-of round; — 1. We denote the set of nodes which are dis-
lyzed before, we had to take care of three possible over-closed at roung — 1 on which a break-in attempt is made
lap scenarios; (1) a disclosed node could have been alreadjn round; ash;”;. Depending on its spare capacity for that
broken-into, (2) the same node being disclosed by multi- round, the attacker will also select more nodes to randomly
ple lower layer nodes and (3) a disclosed node could havePreak-into. We denote this set of nodes/igy. We define
been unsuccessfully broken-into. The complexity in over- hi; = hP; + hi;. It is the number of nodes on which
lap is accentuated here due to the nature of the successivereak-in attempts (successfully/unsuccessfully) hawnbe
attack model. This is because there are multiple rounds ofmade at Layef in roundj. Once the attacker has launched
break-in attacks before congestion. We thus have to con-its break-in attacks on thege ; nodes, it will successfully
sider the above overlaps in the case of multiple rounds asbreak into some of them. We dendtg; andb;}; as the set
well. In order to preserve the information about a node per of nodes successfully broken into and denmfél; and u{}j



as the set of nodes unsuccessfully broken into after launch- P = PgxhP j, (13)

ing thg break-in attacks on thzé?j andhfj set of nodes re- bfj = Pgxhl L (14)
spectively. ui[,)j — (1-Pg)+ hfj, (15)
ul; = (1—Pg)*hi, (16)

j-1
h =ht+hP éhk

fori=1,2,...,L.

In (10), note however that; ;_, is 0 for i = 1. This is
s because the nodes at the first layer cannot be disclosed by
P 20D means of a break-in attack in any roupdie defineb; ; as

SN the summation ob;; andb?; and,
UIJ-A<; """ ui?
A D S ’ -~ n; — z h7.
v bt b =i bij = Pprdija+ Py st = Y )
N —X; - Zq:l L Zk:l
(o — Xj), (17)

Figure 5. Node demarcation in our succes-
sive attack at the end of Round j. fori=1,2,..., L.

The next part is to compute the set of nodéf; andd{}j.
As discussed above, we have to extract thedé@tfrom
dW Similar to the discussion in the one-burst attack case
and from (5), (6) and (7), we calcula#g’; andd;’;. We first
calculate the set of nodes that have been elther disclosed or
attacked. Fob;_, ; > 0Oandi = 2,3,...,L,

Breaking into nodes in setg’; andb;}; will disclose a
set of nodes denoted hif';. This setdW WI|| overlap with
(1) the nodes attacked untll all prewous rounds denoted by
Zk:l ik, (2) the nodes in satw. We define such a set

of the overlapped nodes &$;, (3) the nodes in sét’;, (4) s >

the nodes in set?; andu?;. Fig. 5 shows such overlaps zij = ni(1—(1— —f)b“” (1- %)Xl&
at the end of roungd. After discounting all the above over- j ' '

laps fromd!". /j» We can get the set of disclosed nodes which df\'j = zij— Z Ri k. (19)
have never been attacked till the end of royndVe de- ’ 1

fine this set ag}";. We defineX;,, = S°1 dX;, on which _ _

the attacker will launch break-in attacks at royne 1. Note that in our attack model, the attacker will not try to
In the following, we proceed to describe the calculation break into a node twice. Hence, to calculdf§, from z; ;,

of the above sets and then compute the number of congestede subtract the nodes on which a break-in attempt has been

nodes. Thus, we typically compuse and apply (1) to ob- ~ Mmade. We then have,

tain Ps. We would like to take cas&; < oo < g; in Algo- " N "

rithm 1 as an example. This is the most representative case disy = (hi; = bi;)(1—(1—

among the ones possible. We also consider the other possi-

ble cases briefly after analyzing this case. In this case, theforb,_; ; > 0andi =2,3,...,L

attacker at the beginning of rourydof its break-in attack We now wish to clarify the reader about the situations

phase has resources{ X) to break into more nodes than involving particular cases for the successive attack. Apar

those disclosed already prior to that round. The attackiér wi from the general case we have discussed, there are three

expend these resources randomly. other cases: (1X; < 8 < o, (2)a < X; < g and (3)

The break-in attack phasét the beginning of roung, the /= Xj. For case (1), all the formulas we derived for the

attacker will launch break-in attacks on the set of nodes dis general case can be directly applied, except thags to

closed inroung —1,i.e.dY;_,. The remaining break-in re- be replaced bys. For case (2), all the formulas in the gen-

sources of that round will be randomly used. We then have, el case can be applied except thgj = 0. For case (3),
we havehA 0, and the formulas derived in the general

). (20)

Uz

h'D' =dij-1, (10) case are not directly applicable. In this case, there ar@som
B e = disclosed nodes that the attacker does not try to break into
fi=— dij- =1 (a—X;), (11) due to exhaustion of all break-in resources. Such nodes will
N - X; - Zq:l Zk:l ak be attacked during the congestion phase. We denote this set
of nodes in Layetr after round; as f; ;. We wish to state
hij = hA + hf)j, (12) here thatf; ; has relevance (it could be non-zero) only when



the attacker completes its break-in attack phase at rgund
Thus,

dij—1
» di g — (==L 21
fig g1 ( X; )8, (1)
A
hi,j = ,j 1= fl,ja (23)
fori=1,2,...,Land
0, i=1
ni(1 — (1 — 2)bi-rs
N . 4 i
dij = (1- D ”'hk*Zi:lf’“k))
_Z{;:l hi,k: _Zizl fiA,ku 1= 27377(1’4—)"_ 1,

whereb;,_; ; > 0 anddA is same as one in the general case.

The congestion attack phadeet the final round of the
break-in attack b&/(J < R). Defining Np to be the num-
ber of disclosed nodes but not broken-into, we have,

Zzuzk+ZdL+1k

11k1

+Zd ,+Zf”+ZZd

i=1 k=1

(25)

We have the total number of broken-in nodé&; =

L J
Zi:l Zk:l bi,k‘-

If No > Np, we have the number of congested nodes
per layere;, as,

Zk 1% ker +Zk 1dzAk
+le+(NC_ND)(

. - Egﬂ bik — Zgﬂ Uka - dz]'\,{J
Z =iy dy — Fia) /(N
—Np—(Np =34 dV, 1), i=12.. L,
Zi:l d]LVH,kv i=L+1
(26)
If No < Np, we have,
NC *(Zk 1uzk—l—d
¢ = +FZ’J+Zk:1d;}k), i=1,2,...,L, (27)
%—E(Zizl dg+1,k)7 i=L+1

Denotingb; = Zk 1 bi. we have the set of bad nodes
in Layeri, s; = b; + ¢;. We then use (1) to compufe.

Note that prior knowledge about identities of the first
layer SOS noded;z, determinesXy, i.e. X; = ny * Pg. In

the first layer. At round, the attacker will Iaunch its break-

in attack based on this information. Thuig;, d i 7,01 etc.

can be calculated by application of equations (10) to (27).
We wish to point out that if we sgPr = 0 andR = 1, the
successive attack model degenerates into the one-burst at-
tack model. Thus the formulas to computg, 42 s i ete.

will be simplified to the corresponding ones derived in the
previous sub-section.

3.2.3. Numerical Results and Discussion In the follow-

ing, we discuss the system performandg; ) under the
successive attack. Unless otherwise mentioned, the defaul
system and attack parameters ave = 10000, n=100,
Ne=2000, Nr=200, R = 3, Pg=0.5 and Pg=0.2 and the
SOS nodes are evenly distributed among the layers. We in-
troduce two new mapping degrees here, namely one to two
mapping, meaning each SOS node Baseighbors in the
immediate higher layer; and the other is, one to five map-
ping, meaning each node haseighbors in the next layer.

—-m = 1to 2, node_dist = even
-8-m = 1to 2, node_dist = increasing
~-m = 1to 2, node_dist = decreasing
—¢m=1to5, node_dist = even
—¥-m = 1to 5, node_dist = increasing
~=-m=1to 5, node_dist = decreasing

~“-m=1tol
a-m=1t02
2 m=1t05
—<m=1to half
“-m=1toal

08 08

(@)
Figure 6. Sensitivity of Ps to L, m; and node
distribution.

Fig. 6 (a) shows the impact df on Ps under different
mapping degrees. Similar to Fig. 4 (a)(B% is sensitive to
L and the mapping degree even whE€p > 0 andR > 1.
Among the current configurations, the one with= 4 and
mapping degree one to two provides the best overall perfor-
mance.

Fig. 6 (b) gives us an insight on the impact of node dis-
tribution on Ps when L and the mapping degree changes.
Other parameters remaining unchanged, here we show sen-
sitivity of performance to three different node distrilmunts
per layer. The first is even node distribution where the num-
ber of nodes in each layer is the sanﬁ?(}. The second is

fact, we can consider this information as that obtained from increasing node distribution, where the number of nodes in

a break-in attack aRound 0 The number of nodes “dis-
closed” atRound Os n; * P, all of which are distributed at

the first layer are fixedZYLl). This is to maintain a degree of
load balancing with the clients. The other layers have nodes



in an increasing distribution df: 2 : ... : L — 1. The third 1
is decreasing node distribution where the number of nodes

—~<-m=1to 2, N=1000
-8-m=1to2, N=10000
~-m=1to 2, N=100000

in the first layer is fixed £Z) and those in the other lay- o5 | S mITeS N 10w
ers are in decreasingorderbf—1: L —2:...: 1. ‘

We make the following observations. The node distribu-
tion does impact performance. The sensitivityf@f to the
node distribution seems more pronounced for higher map-
ping degrees (more neighbors per node). A very interesting
observation we make is that increasing node distributions
performs best. This is because when the mapping degree
is larger than one to one, breaking into one node will lead |
to multiple nodes being disclosed at the next layer, hence o e e oo 1000010 100 o 0000
the layers closer to the target will have more nodes dis- Nr Nr
closed and are more vulnerable. More nodes at these lay- (a) (b)
ers can compensate the damage of disclosure . Also we ob- Figure 8. Sensitivity of Pg to Ny under differ-
serve that as the number of layers increases, the sensitivit  ent 7, m; and N.
to node distribution gradually reduces. This is becausk as
increases, the difference in the number of nodes per layer

turns to be less for the different node distributions. cussions that a higher mapping degree discloses more
nodes under break-in attacks.

06

04

0.2

e From Fig. 8, there is a portion of the curve, where

08 =L Pg almost remains unchanged for increasivig. This

\ oo stable part is due to advantages offered by means of

o the layering of SOS architecture to disclosure-based

break-in attack. The down slide iy beyond the sta-

\ ble part shows the effect of random break-in attack
apart from disclosure-based attack.

0.6

Ps
_—

0.4

0.2

0 e For a fixed Ny, an increase in the total number of
1 2 3 4 5 6

R overlay nodesV, decreases the chance that a random

Figure 7. Sensitivity of Py to R under differ- break-in attack is launched on an SOS node, Bad
ent L. does increase.

Due to the space limitations, we do not report our anal-
ysis on the sensitivity oPs to N¢. Interested readers can
refer [3]. However, we summarize all our findings as fol-
lows. The attack strategies and intensities significamtly i
pact system performance. However, the impacts are deeply
influenced by the system design features. Larger values of
L and smaller mapping degrees improve system resilience
to break-in attacks, while the reverse is true for conges-
tion based attacks. In order to compensate for the effects
round |_'1umbers. ) of break-in and congestion attacks, there is a clear tréfde-o

In F'g',8 we show howPs changes.wnHVT as the other in the layering as well as mapping degree. We also demon-
syster_n side parameters change. Fig. 8 (a) §hows how th%trated why increasing node distributions perform better
mapping and total number of overlay nodes influences thethan other node distributions. Thus, if the system is de-

relation betweerVy and Fs. In this cqnfi_gurgtion, we set signed carefully keeping potential attack scenarios indmin
N = 2000 and even SOS node distribution. Fig. 8 (b) 516 resilient architectures can be designed.
shows the sensitivity aPs to changingl and mapping de-

grees under changinyr. We make the following observa-
tions.

Fig. 7 shows the impact aR on Pg under differentL
with mapping degree one to five. The nodes are evenly dis-
tributed among the layers in this case. Overgj, is sen-
sitive and decreases whéhincreases. For larger values of
L, Ps is less sensitive td&? because more layers can pro-
vide more protection from break-in attack even for higher

4. Related Work

e Pg is sensitive taVy. A larger Nt results in a smaller The main purpose of this work is for analyzing system
Ps. For higher mapping degreeBs is more sensitive  resilience against Distributed DoS attacks. The surveyJin [
to changingVr. The reason follows from previous dis- is exhaustive and interested readers can refer to that.paper



In the following, we would like to focus on work in over- an increased damage to the system. Also, we do not con-
lay and anonymity systems. sider system repairs here. It is very hard, if not impossible
Overlay networks have been widely used for to mathematically analyze such sophisticated attacks with
multicasting[4], routing [5] and file sharing [6] etc. How- dynamic repair mechanisms. Also, attacks on the underly-
ever, less work has been reported on the use of overlay soing network are possible, although hard to analyze espe-
lutions to enhance security of communication systems. cially when the attacker is intelligent. We are planning to
Three of them are [1], [7] and [8]. Mayday [7] is a gener- study the system behavior under such sophisticated attacks
alized SOS architecture that separates the overlay routingand system dynamics using extensive simulations.
and lightweight packet filtering and provides a more pow-  Timely delivery:Timely delivery is an open issue of SOS
erful set of choices for each layer. However, it does not [1]. In our generalized architecture, an increase in the-num
address the problems of layering and mapping degree is-ber of layers increases resilience to break-in attackslsod a
sues, which our paper focuses on. An overlay solution to the latency of communication. An increase in the mapping
track DDoS floods is proposed in [8]. degree decreases resilience to break-in attacks. Howeyer t
The goal of SOS and our generalized SOS is to ensurelatency here may be minimized due to more routing choices.
that, with high probability any client can find a path to the Thus from the perspective of timely delivery, there are in-
target under DDoS attacks. The attacker needs to find outeresting trade-offs in layering and the mapping degree.
the location of target to congest it or disrupt all possible i
termediate paths. Hence the target protection is very impor Refer ences
tant. The key technology used by SOS is providing receiver
(target) location anonymity by allowing sources to contact [1] A. Keromytis, V. Misra, and D. Rubenstein, “SOS: Secure
SOAP layer nodes only. The attacker has no idea about suc- ~ overlay services,” ifProceedings of ACM SIGCOMMRitts-
cessive paths taken by messages or the location of the tar-  Purd, PA, August 2002.
get. Besides using the anonymity approach, SOS also tries [2] I- Stoica, R. Morris, D. Karger, M. Kaashoek, and H. Balakr-
to ensure a path from clients to the target by putting multi- ishnan, “Chord: A scalable peer-to-peer lookup service for
ple connections between nodes in successive layers. Alotof ~ Mtermet applications,” iProceedings of ACM SIGCOMM
- . S . San Diego, CA, August 2001.
anonymity systems, particularly ones aiming to achieve re-

i ity. d d third t d [3] D. Xuan, S. Chellappan, X. Wang, and S. Wang, “Analy-
CEIVET anonymiy, Gepend on one ormore third party hodes sis of the generalized secure overlay services architecture,

to generate an anonymous path [9, 10], which is not good Technical Report, The Department of Computer and Infor-
for SOS. SOS cannot rely on a centralized node to achieve mation Science, The Ohio State University, August 2003.

receiver anonymity, since the centralized node can itself [4] y. chu, S. Rao, and H. Zhang, “A case for end system mul-
be the target of a DDoS attack. SOS uses multiple layer- ticast,” in Proceedings of ACM SIGMETRICSanta Clara,

”

ing technology to achieve receiver location anonymity in a CA, June 2000.
distributed fashion. Our generalized architecture furthe [5] D. Andersen, H. Balakrishnan, M. Kaashoek, and R. Morris,
tends these technologies. “Resilient overlay networks,” ifProceedings of 18th ACM

SOSR Banff, Canada, October 2001.
[6] J. Kubiatowicz, D. Bindel, Y. Chen, S. Czerwinski, P. Eaton,

5. Final Remarks D. Geels, R. Gummadi, S. Rhea, H. Weatherspoon,
W. Weimer, C. Wells, and B. Zhao, “Oceanstore: An archi-
Our contributions in this paper are (1) systematically tecture for global-scale persistent storage,”Pioceedings
studying the existing SOS architecture from the perspectiv of ASPLOSCambridge, MA, November 2000.
of its basic design features, (2) proposing a generalizesl SO [7] D. Andersen, “Mayday: Distributed filtering for internet ser-
architecture by introducing flexibility to the design feas, vices,” inProceedings of the Usenix Symposium on Internet
(3) defining two intelligent DDoS attack models and devel- Technologies and Systen@eattle, WA, March 2003.

oping an analytical approach towards analyzing the gener- [8] R. Stone, “Centertrack: An ip overlay network for tracking

alized SOS architecture under these two attack models. We ~ dos floods,” in9 th USENIX Security Symposiugan Fran-

make interesting observations on the sensitivity of system cisco, CA, August 2000. _

performance to the design features. There are some open is-[9] M. Reiterand A. Rubin, “Crowds: Anonymity for web trans-

sues related to this study, mentioned below: actions,” ACM Transactions on Information and System Se-
More sophisticated attack models and Dynamic repair: 10 Eu;n(tiy, Vc;' ; no'ni’ )p()p.zﬁsggz,”uo;/errbﬁr igr?]i' rotocol

We can further refine our attack model by introducing more [10] L. a0, £. AU, a - £hang, L,‘,ua anonymity profoco’s

intelli For i duri he break-in bh fth for hybrid peer-to-peer systems,” Rroceedings of IEEE

intelligence. For instance, during the break-in phase ef t ICDCS Providence, RI, May 2003.

attack, the attacker can also find previous layer nodes of an

attacked node by monitoring the on-going traffic and can

also build up a layering model of the architecture causing



