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General Information

Class meetings: MW 3:30-4:45pm in BSN 1400
Professor: Jay Ligatti (ligatti@cse.usf.edu)
Office location: ENB 333
Office hours: MW 2:00-3:00pm, and other times by appointment
Course objectives: Introduction to research in foundations of software security.  Basic static and dynamic enforcement of security policies.  Language-based security and program monitoring.  Advanced enforcement mechanisms including TAL, PCC, and CFI.
Course Materials

All readings will come from books and papers available online or handed out in class.  Please check the course website (http://www.cse.usf.edu/~ligatti/foss-08) regularly for announcements, assignments, an up-to-date schedule, and links to reading material.  
Grades will be posted on Blackboard (http://my.usf.edu/).  I may also send announcements via Blackboard, so please ensure that your current email address is stored in Blackboard.

Tentative Schedule
Week
   Dates

Topics



  1
   01/07, 01/09

Introduction and definitions
  2
   01/14, 01/16

Runtime monitors; Stack inspection 
  3
              01/23

Policy-specification languages
  4
   01/28, 01/30

Backdoors; DRM; Buffer overflows
  5
   02/04, 02/06

Control-flow and memory integrity
  6
   02/11, 02/13

SQL-code injection
  7
   02/18, 02/20

Cross-site-scripting; Intrusion detection
  8
   02/25, 02/27

Cryptographic protocols; Deductive systems
  9
   03/03, 03/05

Programming languages: lambda calculus and syntax
[Spring Break]

  10
              03/19

Programming languages: semantics
  11
   03/24, 03/26

Programming languages: semantics and type safety 
  12
   03/31, 04/02

Programming languages: mutable storage
  13
   04/07, 04/09

Typed assembly language; Proof-carrying code
  14
   04/14, 04/16

Noninterference; Fault tolerance
  15
   04/21, 04/23

Student presentations
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Grading and Attendance
Final-grade breakdown:
20%
Assignment average
15%
Research project: Proposal

15%
Research project: Rough draft of research paper

30%
Research project: Final version of research paper

20%
Research project: Presentation
The research project comprises the largest portion of the final grade.  Students can work on the research project alone or in pairs.  The project involves performing and presenting original research in the broad area of software security.  This course has no exams.
The timeline for completing the project is: 
(1) By 02/25/08, meet with me to discuss your research project ideas.
(2) By 03/03/08, turn in a one-page project proposal.
(3) By 04/07/08, turn in a rough draft of your research paper.
(4) By 04/23/08, turn in and present your final research paper.
Attendance: I do not take attendance in class, but absences put you at risk for missing assignments, schedule updates, interesting discussions, and material intended to help you understand readings.  Students who will miss class for religious reasons must notify me of the date(s) in writing by 01/09/07.  Finally, please do not sell notes from or record class lectures without my permission.
Late assignments: For each day an assignment is late, the assignment grade is reduced one letter.
Grading system: I will use letter grades with pluses and minuses for all course work and final grades.
Academic honesty:  Cite sources and do not plagiarize.  You will receive an FF grade for the class if you are caught cheating/plagiarizing.
Of course, every part of this syllabus is subject to adjustment as the semester progresses.  Please contact me as soon as possible if you are dissatisfied with the course policies, discussions, assignments, grading, etc.; I will be happy to accommodate reasonable requests for modifications.
