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Hybrid Automata: Syntax
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A hybrid automata is defined with (ignoring discrete variables)

L: a finite set of locations.

lo € L: the initial location.

X: a finite set of real-valued variables.

A: a finite set of actions.

E: a finite set of edges connecting locations.

Inv: location invariants.

Flow: definition of continuous evolution on (X U X) in locations.
Init: initial values of X U X.

For each e € E, e = (I, a, Jump, ) where
e o € Ais an action,

e Jump defines how X U X’ are updated when e happens.

X' represents updates to X after e is taken.
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A Running Example
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A Running Example
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e When the burner is Off, water
temp. x decreses def'ed by
x(t) = le Kt when x(t) > 20.

e [: initial water temp..
e K: heat transfer constant of

tank.
Digital
Controller
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A Running Example
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e When the burner is Off, water
temp. x decreses def'ed by
x(t) = le Kt when x(t) > 20.

e [: initial water temp..
e K: heat transfer constant of
tank.

e When x < 20, x stays constant.

e When the burner is On, water

Digital temp. x decreses def'ed by
controller]  »(t) = ekt + h(1 — e~K) when
x(t) < 100.
e h: constant relative to the
power of the burner.
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A Running Example

e When the burner is Off, water
temp. x decreses def'ed by
x(t) = le Kt when x(t) > 20.

e [: initial water temp..
e K: heat transfer constant of

Thermometer tank-

e When x < 20, x stays constant.
w e When the burner is On, water
Digital

temp. x decreses def’ed by
controller]  »(t) = ekt + h(1 — e~K) when
x(t) < 100.

e h: constant relative to the
power of the burner.

e When x = 100, x stays 100.
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A Possible Behavior of the Tank
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Water Tank: Hybrid Automata

! B,x =100 A x" = x .t2
x=K(h—x) x=0
20 < x <100 x =100
Off, x' = x
On,x = x' Off, x=x'"=0
On,x' = x
ty t3
— x=0 x = —Kx

X =20 Cx=20Ax"=x | 20<x<100
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Hybrid Automata: Semantics
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Transitions

Let n: X — R.
e A state of a hybrid automata is (/,7).
e The initial state is (/o, 70)-

Discrete transition: (/,71) = (h,n2)

e An edge e = (h,a, Jump, ) € E is enabled/executable in a
state (h,m) if

e 1 = Jump(X), and
e there is a matching synchronization action to «.

e A new state (h,n,) after executing e such that

12 | Jump(X').
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Transitions (Cont’d)

Continuous transition: (/,7;) LN (I,m2), 0 € R
There is a differentiable function f : [0, ] — R™, with the first
derivative f : [0,] — R™, such that

o £(0) =m,

° £(0) =12,

o Forall t €0,4], £(t) |= Inv(/) and f(t) |= Flow(!).

Intuitively, a hybrid automata can stay in a location by letting time
pass by without violating the location invariant, and the valuation of
X during that period of time is constrained by the flow condition
labeled in that location.
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Execution Traces

: 5
e Execution step: —=-= U =

e Execution trace:
(/07 UO) — (/17 7]1) — (/27 772) s
e Reachability: (i,7) is reachable if there exists a trace

(/077]0) — (/17771) cee 7 (/nﬂ?n)

such that / =/, and u = n,.
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. ! B,x =100 A x' = x )
X =K(h—x) x=0
20 < x <100 X
Off , x' = x
On,x = x' Off . x = x'

20 < x <100
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. b B,x=100Ax =x | .
X =K(h—x) x=0
20 < x <100 X
Off , x' = x
On,x = x' Off . x = x'
On,x' = x

C,X=20/\X/:X 20§X§100

(ta, x = 20) 2 (1, x = 20) 2% (1, x = 88.59)
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. b B,x=100Ax =x | .
X =K(h—x) x=0
20 < x <100 X =
Off , x' = x
On,x = x' Off . x = x'
On, x' = x

C,x=20Ax"=x 20 < x < 100

(t4,X = 20) (tl,X = 20) 1

Z, (t2, x = 100)

(t1,x = 88.59) 2% (1;,x = 100)
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. ! B,x =100 A x' = x )
X =K(h—x) x=0
20 < x <100 X =
Off , x' = x
On,x = x' Off . x = x'

20 < x <100

(t4,x—20) (tl,x—20) (tl,x—88 59) (tl,x— 100)
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. ! B,x =100 A x' = x )
X =K(h—x) x=0
20 < x <100 X =
Off , x' = x
On,x = x' Off . x = x'

20 < x <100

(ta, x = 20) 2 (tl,x =20) 2% (t;,x = 88.59) 2™ (1, x = 100)

Zy (t2, x = 100) 2 (ta, x = 100) 2L (3, x = 100)
25 (t3, x = 54.88), ...
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Composing Hybrid Automata
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Parallel Composition of Hyrbid Automata

Two HAs Hl = (L17 /10, Xl, Al, E17 Inv1, F/OWl, Initl) and
H2 = (L2, /20, Xz, A2, EQ, Inv2, F/OW2, Init2) such that Ll N L2 = @, their
parallel composition, H;||H, is a HA (L, Iy, C, A, E, Inv) where

o [ = Ll X L2,

° = (/1o, /20);
e X=X UX>,
e A=A, UA,,
e £ ={...}, defined in the next slide,

Inv(li, h) = Invi(h) A Inva(h) for all (h, k) € L,
F/OW(/]_, /2) = F/OW]_(/]_) AN F/OWQ(/2) for all (/1, /2) € L,
Init = Init; A Inits.
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Parallel Composition of Timed Automata

E ={(h,h),a, Jump,(l],15)} includes edges defined as follows.
(/1,a,Jump1,/{) S El (/27047Jump27/£) S E2

Sync
((lla /2)a «, Jumpl A JumpZa (/{a lé)) €k
(/17 «, Jumplv /{) € El @ ¢ A2
Async
((h, k), o, Jumpy AN cx,_x, X' =X, (I, k) € E
(b, ccy, resety, ) € By o ¢ Ay
Async

((/1, /2), «, Jump2 VAN /\XEXl—Xz X' = X, (lla lé)) €E
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Modeling Thermometer
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Modeling Burner

y=0 _bo TurnOn,y' =0 _bl
y<is
Off,y' =0 On,y' =0
bs b>
y =1 y =0
;/< 1 | TurnOff,y’ =0 Y
> 10
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Product of Tank and Thermometer

UP95,

NB<r<BAz=
3

A=z A2 =0
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DW93,

T<93Az
A2’ z

2N T

\ta. thi}

_
10
'=zx

€MW<z<BAz= (AZ=0A2' =2z

T>95A7 = AT =

18 / 31



Hybrid Automata: Properties
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Safety Property

e Nothing bad happens!

e Liveness is difficult to check for an undecidable problem.
e Water thank: design a controller to satisfy

R1 Temp. x of tank is always less than 100°.
R2 After 15 seconds of operation, the temp. x of tank stays
between 91° and 97°.

R3 When 91° < x < 97°, the burner is never On continuously for
more than 2 seconds.
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A Proposed Controller

UP95
s=o0| . ¢ DW93,s' =0 @
—>| §=0 s=1
s<0
TurnOff TurnOn
Ca C3
s=1 §=0
s<0 UP95, s =0
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Monitor for Safety Property

R1: Temp. x of tank is always less than 100°.

20 <z <100 x = 100

un o

(a) Monitor for property (R1)
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Monitor for Safety Property

R2: After 15 seconds of operation, the temp. x of tank stays
between 91° and 97°.

t <15 x> 97

©
g~
o

z <91
(b) Monitor for property ( )
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Monitor for Safety Property

R3: When 91° < x < 97°, the burner is never On continuously for
more than 2 seconds.

e, t=15 At =0 e t=15A1 =0

OFF, t<2At' =0

ON, ' —0

w3

OFF, t>2

ws

(¢) Monitor for property (R3)
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Rectangular Hybrid Automata
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Rectangular Automata: Overview

e Analyzing general hybrid automata is very difficult.
e It is also undecidable!

e Rectangular automata is a subclass of hybrid automata.
e More expressive than timed automata,
e Verification is decidable under additional conditions.

e Safety properties are usually the focus for analyzing hybrid
automata.
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Rectangular Automata: Definition

e  is the set of rational numbers.
o Let I = {(a, b),[a, b),(a, b], [a, b]} denote an intervals where
e ac QU {-o0}, be QU {oo}, and a < b.

Rectangular predicates

Predicates over variables X are rectangular if they are defined by the
following rules

b1,y ;= false | true | x € I | ¢1 A ¢

Let Rect(X) be the set of all rectangular predicates defined over X.

<

Note that x € (—1,3] is the same as —1 < x < 3,
Example: —1 <x <3A0<y.
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Rectangular Automata: Definition

Rectangular update predicates

Rectangular update predicates, denoted by updateRect(X), is the set
of all rectangular predicates over X U X’ defined below.

¢1,¢0 = false | true | x € I | X' €1 | X' = x| ¢1 A ¢

Rectangular Automata
A rectangular is a hybrid automata where
e Init € Rect(X),
e Inv(l) € Rect(X) for every | € L,
o Flow(/) € Rect(X) for every | € L,
e Jump(e) € updateRect(X) for every e € E.
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Rectangular Automata for the Water Tank

Original hybrid automata for the water tank.

) ! B,x =100 A x' = x b
x=K(h—x) x=0
20 < x <100 x = 100
Off ,x' = x
On,x = x' Off , x = x'
On, x' = x
ty ts
— x=0 x = —Kx

x = 20 Cx=20AX=x | 20<x<100
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Rectangular Automata for the Water Tank

Converted rectangular automata.

! B,x =100 A x' = x b

X € [3,10] x=0

20 < x <100 x = 100

Off , x' = x
On,x = x' Off , x = x'
On,x' = x

ty ts

—— x=0 x € [-8,-1]

x = 20 Cx=20AX=x | 20<x<100

Rectangular automata is over-approximation of the original HA. If a
property is verified in the rectangular automata, it is also true in the
original HA.
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Rectangular Automata: Refinement
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Train-Gate Control in Hybrid Automata

Far Near
—50 < & < —40
© > 1000

—50 < & < —30
z >0

2= —100 — z :€ [1900, 4900]

approach

Figure 2: Train automaton Figure 3: Controller automaton

MoveDown

= -9

y>0

H. Zheng (CSE USF) CIS 4930/6930: Principles of CPS



