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Abstract

Grid computingenvironmentsneedsecureresourcecontrol
andpredictableservicequality in orderto besustainable.We
proposea grid hostingmodel in which independent,self-
containedgrid deploymentsrun within isolatedcontainers
on sharedresourceprovider sites.Sitesandhostedgrids in-
teractvia anunderlyingresourcecontrolplaneto managea
dynamicbinding of computationalresourcesto containers.
Wepresentaprototypegrid hostingsystem,in whichasetof
independentGlobus grids sharesa network of clustersites.
Eachgrid instancerunsa coordinatorthatleasesandcon�g-
uresclusterresourcesfor its grid on demand.Experiments
demonstrateadaptive provisioning of clusterresourcesand
contrastjob-level andcontainer-level resourcemanagement
in thecontext of two grid applicationmanagers.

1 Intro duction

The investmentsin grid researchand technology have
yielded large-scale cyberinfrastructuredeployments that
serve theneedsof multiple scienti�c communities.TheTer-
aGridandOpenScienceGrid (OSG)grew outof pioneering
efforts to promotesharingof computationalresourcesand
datasetswithin virtual organizations—distributedusercom-
munitiessharingacrossadministrativeboundaries.

For public grid systemsto be dependableand economi-
cally sustainable,they mustsupportresourcecontrol mecha-
nismsandstandardsthataresuf�ciently powerful to balance
theneedsof resourceprovidersandconsumers.

� Resourceprovider sitesshouldhave autonomyto con-
trol how much of eachresourcetype they allocateto
eachconsumerat any giventime.
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� Resourceconsumersneedpredictableservicequality
(performanceisolation) even in the presenceof com-
petition for sharedresources.Servicequality is espe-
cially crucialfor urgentcomputingapplicationssuchas
weatherpredictionanddisasterresponse,andfor real-
timedistributedcomputing,e.g.,teleimmersion.

Secure,integratedresourcecontrol is essentialfor partic-
ipantsto quantifyandcontrolwhatthey contributeto a grid
andwhatthey obtainfrom it. A numberof projectshavead-
dressedresourcecontrol andadaptation[9, 10, 15, 16, 23,
29, 31, 33]. Evenso,effective resourcecontrolcontinuesto
beelusive in thepracticeof grid computing.

This paper1 proposesto advanceresourcemanagement
goalsby integrating resourcecontrol functionsat two dif-
ferent levels of abstraction: jobs and containers. Jobs—
individual tasksor task work�o ws—arethe basic unit of
work for high-throughputcomputing,so middleware sys-
temsfor clustersandgrids focuson job managementasthe
basisfor resourcecontrol. Our premiseis that thearchitec-
tureshouldalsoincorporateresourcecontrolfunctionsat the
level of the logical context or “container”within which the
jobs and the middlewareservicesrun. Advancesin virtu-
alizationtechnologies—includingbut not limited to virtual
machines—createnew opportunitiesto strengthencontainer
abstractionsas a basisfor resourcecontrol and for isola-
tion andcustomizationof hostedcomputingenvironments,
includinggrid environments[8, 19, 22, 26, 30, 31].

Our goal is to evolve the foundationsof the grid to en-
able �e xible policiesgoverningthe physicalresourcesthat
areboundto thecontainershostinggrid servicesandappli-
cations.This papermakesthefollowing contributions:

� We proposean architecturefor grid hostingthat pro-
vides container-grained resourcemanagementfunc-
tions in a resource control plane operatingat a level
below themiddlewareandevenbelow thenodeoperat-
ing system.The control planemay be viewed as“un-
derware” ratherthanmiddleware.

1This researchis supportedby theNationalScienceFoundationthrough
ANI-0330658,CNS-0509408,EIA-99-72879,andCNS-0451860,andby
IBM, HP Labs,andNetwork Appliance.LauraGrit is a NationalPhysical
ScienceConsortiumFellow.



VO jobs

VO jobs

VO jobs

VO jobs

(a) (b)

GROC GROCAM AMAM AM

Figure1: Two architecturalalternativesfor resourceprovidersservingmultiple grid usercommunities,or VOs. In (a), theVOs' application
manager(AM) submitjobsthrougha commongatekeeperat eachsite; job schedulingmiddlewareenforcesthepoliciesfor resourcesharing
acrossVOs. In (b), eachVO runsa privategrid within isolatedworkspacesat eachsite. Isolationis enforcedby a foundationalresource
controlplane.EachVO grid runsa coordinator(GROC) thatcontrolsits middlewareandinteractswith thecontrolplaneto leaseresources
for its workspaces.

� We show how hostedgrids cannegotiatewith the re-
sourcecontrol planeto procureresourcesacrossgrid
sitesin responseto changingdemand.We presentthe
designandimplementationof aprototypesystembased
on the Shirako [19] toolkit for secureresourceleasing
from federatedresourceprovidersites.Clustersitesare
managedwith Cluster-on-Demand[8] andXen virtual
machines[3]; thehostedgrid softwareis basedon the
GlobusToolkit (GT4) [13].

� Within this supportinginfrastructure,we explore co-
ordinatedmechanismsfor programmatic,automatic,
service-orientedresourceadaptationfor grid environ-
ments.

2 Overview

In grid systems,usercommunities,or virtual organizations
(VOs), generatestreamsof jobs to executeon sharedre-
sourcesites,e.g.,clusterfarms. Theseclustersitesprovide
computationalresourcesto VOs.Wereferto theentitiesthat
generatethejobsasapplicationmanagers. Thetermdenotes
a domain-speci�centrypoint to a grid; VO usersmaysub-
mit jobsthrougha portalframework or gateway, a work�o w
manager, or a simplescript interface.Section4 presentsex-
perimentswith applicationmanagersfor a stormsurgepre-
dictionservice(SCOOP[28]) andaweb-basedbioinformat-
icsservice(Bioportal[5]).

Figure1(a)depictsanexampleof a standardGlobusgrid
with two VOs executingon two sites. A VO's application
managersubmitseachtask to a “gatekeeper”at oneof the
sites,whichvalidatesit andpassesit to alocalbatchschedul-

ing servicefor execution.Therearefour key dimensionsto
resourcecontrolpolicy in suchasystem:

� Resourceallocation to VOs. Thesitescontrol their re-
sourcesanddeterminehow to allocatethemto servethe
needsof thecompetingVOs. A sitemayassigndiffer-
entsharesor priorities to contendingVOs,and/ormay
hold resourcesin reservefor local users.

� Resourcecontrol within VOs. VOsdeterminetherights
andpowersof their userswith respectto the resources
allocatedto theVO.

� Task routing. The applicationmanagersfor eachVO
determinethe routing of tasksto sitesfor timely and
ef�cient execution.

� Resource recruitment.Entitiesactingon behalfof the
VOsnegotiatewith providersitesfor resourcesto serve
theVO'susers.

Oneimportantfeatureof currentpracticeis that thesites
implementtheirownresourceallocationpoliciesasjob-level
policieswithin thebatchschedulers.A schedulermaygive
higherpriority to jobs from speci�c useridentitiesor VOs,
may export different queuesfor different job classes,and
may supportjob reservations. Resource recruitmentis cur-
rently basedprimarily on reciprocalandsocialagreements
requiringhumanintervention(person-to-personratherthan
peer-to-peer);a recentexampleis thenotionof right-of-way
tokensin the SPRUCE [32] gateway extensionsfor urgent
computing. Many currentdeploymentsalsorely on ad hoc
routingof tasksto grid sites,giventhecurrentlack of stan-
dardcomponentsto coordinatetaskrouting.



2.1 Resource Control with Containers

Figure1(b) depictsthe architecturalmodelwe proposefor
hostedgridswith container-level resourcecontrol.Eachsite
instantiatesa logical containerfor all software associated
with its hostingof a givenVO. Thecontainerencapsulatesa
completeisolatedcomputingenvironmentor workspace[14]
for theVOgrid'spoint-of-presenceatthesite,andshouldnot
beconfusedwith theindividual JVMs thatrun Java compo-
nentsat the site. EachVO grid runsa separatebatchtask
servicewithin its workspace.Thesite implementsresource
control by binding resourcesto containers;the containers
provide isolation, so eachinstanceof the batchscheduler
only hasaccessto the resourcesboundto its container, and
nototherresourcesat thesite.

In essence,we proposea “Grid” comprisinga setof au-
tonomousresourceprovider siteshostinga collectionof in-
dependent“grids”:

� Eachgrid servesoneor morecommunities;wespeakas
if a grid servesa singleVO, but our approachdoesnot
constrainhow a hostedgrid sharesits resourcesamong
its users.

� Eachgrid runsaprivateinstanceof its selectedmiddle-
ware to coordinatesharingof the dataandcomputing
resourcesavailableto its usercommunity.

� Eachgrid runswithin a logically distributedcontainer
thatencapsulatesits workspacesandis boundto a dy-
namic“slice” of theGrid resources.

2.2 GROC

While the sitescontrol how they assigntheir resourcesto
eachhostedgrid, the grids control the other threeareasof
policy internally. We proposethateachhostedgrid include
a coordinatingmanager, which we will call the GROC—a
looseacronym for Grid ResourceOversightCoordinator.2

The GROC performstwo inter-relatedfunctions,which are
explainedin detail in Section3:

� TheGROC is responsiblefor advisingapplicationman-
agerson the routing of tasksto sites. In this service
brokeringrole theGROC might becalleda metasched-
uler or superscheduler.

� The GROC monitors the load and statusof its sites
(points of presence),andnegotiateswith providers to
grow or shrink its resourceholdings. It may resizethe
setof batchworker nodesat oneor moresites,setup
new grid siteson resourcesleasedfrom new providers,
or teardown a siteandreleaseits resources.

2ThenovelistRobertHeinleinintroducedtheverbgrokmeaningroughly
“to understandcompletely”.ThenameGROC emphasizesthateachhosted
grid hasa locusof resourcepolicy that operateswith a full understanding
of both the resourcesavailable to the grid and the grid's demandson its
resources.

The GROC thusservesasthe interfacefor a VO applica-
tion managerto manageandcon�gure its resourcepool,and
mayembodypoliciesspeci�c to its applicationgroup. Cru-
cially, our approachrequiresno changesto thegrid middle-
wareitself. Our prototypeGROC is a servicebuilt atopthe
Globustoolkit andit is thesolepoint of interactionwith the
underlyingresourcecontrolplane.

2.3 Resource Control Plane

The GROC uses programmaticservice interfaces at the
container-level resourcecontrol planeto acquireresources,
monitor their status,andadaptto the dynamicsof resource
competitionor changingdemand.Thecontrolplaneis based
on the SHARP [17] leasingabstractionsas implementedin
the Shirako toolkit [19]. Eachleaserepresentsa contract
for a speci�edquantityof typedresourcesfor sometime in-
terval (term). Eachresourceprovider runsa local resource
managercalledCluster-on-Demand(COD [8]), andexports
aserviceto leasevirtual clustersfrom asharedservercluster.
Eachvirtual clustercomprisesadynamicsetof nodesandas-
sociatedresourcesassignedto someguest(e.g.,a VO grid)
hostedat thesite. COD providesbasicservicesfor booting
and imaging, namingand addressing,and binding storage
volumesanduseraccountsonaper-guestbasis.

The GROC interactswith the site to con�gure its virtual
clustersandintegratetheminto theVO's grid (Section3.4).
Whentheleaseexpires,thegridvacatestheresource,making
it availableto otherconsumers.The site de�nes local poli-
ciesto arbitraterequestsfor resourcesfrom multiple hosted
grids. In ourprototype(Section3) theleasedvirtual clusters
have an assuranceof performanceisolation: the nodesare
eitherphysicalserversor Xen [3] virtual machineswith as-
signedsharesof noderesources.We useXen VMs because
they bootfasterandmorereliably thanphysicalservers,but
theconceptappliesequallyto physicalservers.

2.4 Separation of Concerns

While thehostedVOsandtheir grid middlewareretaintheir
control over job management,the GROC managersinteract
with the resourcecontrol planeto drive the assignmentof
resourcesto VOs. The assignmentemergesfrom the inter-
action of GROC policies for requestingresourcesand the
resourceprovider policiesfor arbitratingthoseresourcede-
mands. In effect, the architecturetreatsthe grid nodesand
their operatingsystemsasmanagedentities. Provider sites
allocateresourcesto workspacecontainerswithout concern
for thedetailsof themiddleware,applications,or useriden-
titiesoperatingwithin eachworkspaceisolationboundary.

Grid hostingwith container-level managementis particu-
larly importantasthe Grid evolvestoward a strongersepa-
rationbetweenresourceprovidersandconsumers.TeraGrid
andOpenScienceGrid areexamplesof thegrowth of large
infrastructureproviders. They signal a shift from a tradi-
tional emphasison reciprocalpeer-to-peerresourcesharing
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Figure2: Overview of componentsfor a GROC managinga VO
grid hostedon virtual clustersleasedfrom multiple clustersites.
The applicationmanagerinteractswith Globus services,instanti-
atedandmanagedby theGROC, for job anddatamanagement.

within VOs to a new emergenceof resourceprovidersthat
serve computationalresourcesto multiple competinguser
communitiesor VOs.

Containmentandcontainer-level managementalsoenable
resourceprovidersto servemorediverseneedsof theirVOs.
A resourceprovider site can host different grid stacksor
other operatingsoftware environmentsconcurrently. For
example,this �e xibility may make it possibleto unify the
hostinginfrastructurefor the Grid andNSF GENI network
testbedinitiatives.In thelongerterm,containmentcanpave
the way for a practicalcyberinfrastructureeconomy: one
path to reducingthe overheadof economicprotocols(e.g.,
biddingandauctions)is to applythemat thecontainerlevel,
ratherthanat thegranularityof individual jobs.

Ourapproachassumesthatthegrid middlewarecanadapt
to adynamicallychangingsetof workernodesat thesites.In
fact,adaptationis alwaysrequiredin adynamicworld: com-
puteserversmayfail or retire,andprovidersitesdeploy new
serversin responseto burstsof demandor funding. With a
grid hostingmodel,gridsmaygrow dynamicallyto usead-
ditional resourcesasthey becomeavailable. Onelimitation
is thatbatchservicesoftendo not have adequatesupportto
checkpointor reschedulenodeswhenworker nodesfail or
shutdown. Checkpointingandmigrationcontinueto be ac-
tive researchtopics,and thesecapabilitiesare increasingly
crucialfor long-runningjobsin a dynamicworld.

3 Design and Implementation

We presentthe designand implementationof a prototype
systemthat coordinatesdynamicresourceleasingand task
routing, basedon the grid hosting architectureoutlined
above. Our prototypeleveragesthestandardGlobusToolkit
(GT4)for resourcemanagementwithin eachhostedgrid: job

management,resourcediscovery, identity managementand
authorization,and�le transfer. Dynamicresourceleasingis
basedon Shirako, a service-orientedtoolkit for constructing
SHARP resourcemanagersandCOD clustersites,which is
describedin detail in [19].

Figure2 illustratesthe interactionsamongthe most im-
portantcomponentswithin a hostedgrid, asimplementedor
usedin theprototype.

� Thenucleusof thehostedgrid is the GROC, which or-
chestratestask �o w andresourceleasing. The GROC

is thepoint of contactbetweentheGlobusgrid andthe
Shirako resourcecontrolplane.

� Theapplicationmanagers(e.g.,portals)controlthe�o w
of incomingjob requests.They consultthe GROC for
taskroutinghints(Section3.2),thensubmitthetasksto
selectedsites.

� A GlobusResourceAllocation Manager(GRAM) runs
onamasternode(headnode) of avirtual clusterateach
provider site,actingasa gatekeeperto acceptandcon-
trol taskssubmittedfor executionat thesite.

� Theapplicationmanagersinteractwith asecurestaging
serviceon eachheadnodeto stagedataasneededfor
tasksroutedto eachsite, usingReliableFile Transfer
(RFT)andGrid File TransferProtocol(GridFTP).

� When a task is validated and ready for execution,
GRAM passesit to Torque,an open-sourcebatchtask
serviceincorporatingtheMaui job scheduler.

� The GROC receivesa streamof site statusmetricsas
a feedbacksignal to drive its resourcerequests(Sec-
tion 3.1). Eachsiteexposesits statusthrougha Globus
MonitoringandDiscoveryService(MDS) endpoint.

� The GROC actsasa Shirako servicemanager to lease
resourceson behalfof the VO; in this way, the GROC

controlsthe populationof worker nodesboundto the
hostedgrid'sbatchtaskservicepools(Section3.3).The
GROC seamlesslyintegratesnew worker nodesinto its
grid (Section3.4) from eachsite's freepool.

Thefollowing subsectionsdiscusstherelevantaspectsof
thesecomponentsandtheir interactionsin moredetail.

3.1 Site Monito ring

In our prototype,the GROC actsasa client of WS-MDS(a
web serviceimplementationof MDS in GT4) to obtainthe
statusof theresourcesat eachsite, including thenumberof
freenodesandthetaskqueuelengthfor eachbatchpool. The
WS-GRAM publishesTorqueschedulerinformation(num-
ber of worker nodes,etc.) through the MDS aggregator
framework usingtheGrid LaboratoryUniform Environment
(GLUE) schema.MDS sitesmay alsopublishinformation



to upstreamMDS aggregators;in this case,the GROC can
obtainthestatusin bulk from theaggregators.

CurrentlytheGROC queriestheMDSperiodicallyatarate
de�nedby theMDS poll interval. Thepoll interval is atrade-
off betweenresponsivenessandoverhead.We usea static
poll interval of 600 msfor our experiments.The resultsof
thesitepoll areincorporatedimmediatelyinto thetaskrout-
ing heuristics.A simpleextensionwould useMDS triggers
to reducethepolling,but it is notasigni�cant sourceof over-
headat thescaleof ourexperiments.

3.2 Task Routing

A key function of the GROC is to make task routing rec-
ommendationsto applicationmanagers.The GROC factors
task routing and other resourcemanagementfunctionsout
of theapplicationmanagers:oneGROC mayprovideacom-
monpointof coordinationfor multipleapplicationmanagers,
which mayevolve independently. Thetaskroutinginterface
is theonly GROC interfaceusedby a grid middlewarecom-
ponent;in otherrespectstheGROC is non-intrusive.

To perform its task routing function, the GROC ranks
the sitesbasedon the resultsfrom its site poll anda plug-
gablerankingpolicy. Informationavailableto thepolicy in-
cludesclustercapacityateachsite,utilization,andjob queue
lengths. In addition, the policy modulehasaccessto the
catalogof resourcesleasedat eachsite, includingattributes
of eachgroupof workers(e.g.,CPU type, clock rate,CPU
count,memorysize,interconnect).

Thecoordinatingrole of the GROC is particularlyimpor-
tantwhenmultipleusercommunitiescompetefor resources.
TheGROC maintainsleasesfor theresourcesheldby theVO
grid: its taskroutingchoicesareguidedby its knowledgeof
theavailableresources.Sinceit observesthegrid'scomplete
job stream,it can also make informed choicesaboutwhat
resourcesto requestto meetits demand.

Ourgoalat this stageis to evaluatethegrid hostingarchi-
tecture,ratherthanto identify thebestpolicies. Our proto-
typepolicy considersonly queuelengthandjob throughput
for homogeneousworkernodes.In particular, wedonotcon-
siderdatastagingcosts.Jobroutingin our prototypeusesa
simple load balancingheuristic. It estimatesthe aggregate
runtimeof the tasksenqueuedat eachsite, andthe time to
processthemgiventhenumberof workersateachsite. It se-
lectsthesitewith theearliestexpectedstarttime for thenext
job.

3.3 Resource Leasing

In the absenceof supportfor resourceleasing,the GROC

couldactasa taskroutingservicefor a typical grid con�gu-
ration,e.g.,a setof staticallyprovisionedsiteswith middle-
warepreinstalledandmaintainedby administratorsat each
site. In our system,theGROC canalsousetheresourcecon-
trol to changethe setof server resourcesthat it holds. The

GROC invokesShirako's programmaticresourceleasingin-
terfaceto acquireand releaseworker nodes,monitor their
status,and/or instantiatepoints of presenceat new cluster
siteswhenresourcesareavailableanddemandexists. This
controlis dynamicandautomatic.

The GROC seeksto useits resourcesef�ciently and re-
leaseunderutilizedresourcesby shrinkingrenewedleasesor
permittingthemto expire. This good-citizenpolicy is auto-
mated,so it is robust to humanfailure. An operatorfor the
VO could replacethe policy, but we presumethat the VO
hassomeexternal incentive (e.g.,costor goodwill) to pre-
ventabuse.Notethatour approachis not inherentlylessro-
bustthanaconventionalgrid, in whichagreedyor malicious
VO or usercould, for example,submitjobs thatoverloada
site's sharedstorageservers. In fact, the leasedcontainer
abstractioncanprovidestrongerisolationgivensuitablevir-
tualizationtechnology, which is advancingrapidly.

Resourceprovider sitesin SHARP delegatepower to al-
locate their resourceofferings—possiblyon a temporary
basis—byregistering them with one or more brokers. A
SHARP broker may coordinateresourceallocation across
multiplesites,e.g.,to co-scheduleresourcesfor aVO across
thewide areaand/orto arbitrateglobal resourcesat a com-
monpoint. However, wedonotexperimentwith sharedbro-
kersin this paper. Instead,eachsitekeepsexclusive control
of its resourcesby maintainingits own broker. We usethe
term“site” to meantheresourceprovider (COD server)and
its broker together.

TheGROC usespluggablepoliciesto determineits target
pool sizesfor eachsite. Section4 de�nes thepoliciesused
in our experiments.TheprototypeGROC usesa prede�ned
preferenceorderfor sites,whichmightbebasedonthesite's
resourcesor reputation,peeringagreements,and/or other
factorssuchascost. Similarly, the sitesimplementa �x ed
priority to arbitrateresourcesamongcompetingGROCs.

3.4 Con�guring Middlew are

Typically, grid middleware is con�gured manuallyat each
site. One goal of our work is to show how to use Shi-
rako/COD supportto con�gure grid pointsof presencere-
motelyandautomatically. Theresponsibility—andpower—
to manageandtunethemiddlewaredevolvesto theVO and
its GROC, within theisolationboundariesestablishedby the
site. This factoringreducesthe site's administrative over-
headandrisk to hosta grid or contribute underutilizedre-
sources,andit getsthesiteoperatorsoutof thecritical path,
leaving theVOswith the �e xibility to control their own en-
vironments.

COD doesrequiresiteoperatorsto administertheir clus-
tersusing the RFC 2307standardfor an LDAP-basednet-
work informationservice.Standardopen-sourceservicesex-
ist to administerclustersandnetworksfromanLDAPreposi-
tory compliantwith RFC2307.TheCODsiteauthoritycon-
�gures virtual clustersin partby writing to thesite's LDAP
repository.



Con�gurationof aCODnodefollowsanautomatedseries
of stepsunderthecontrolof theShirako leasingcore.When
a site approvesa leaserequestfor new worker nodes,the
GROC passesa list of con�guration propertiesinterpreted
by a resource-speci�cplugin setuphandlerthatexecutesin
the site's domain. The setuphandlerinstantiates,images,
andbootsthenodes,andenableskey-basedSSHaccessby
installing a public key speci�ed by the GROC. It then re-
turnsa leasewith unit propertiesfor eachnode,including
IP addresses,hostnames,and SSH host keys. The GROC

theninvokesaplugin join handlerfor eachnode,whichcon-
tactsthenodedirectlywith key-basedrootaccessto perform
an automatedinstall of the middlewarestackand integrate
the nodeinto the VO's grid. Similarly, thereis a teardown
handlerthatreclaimsresources(e.g. machines),anda leave
handlerthatcleanlydetachesresourcesfrom themiddleware
stack. To representthe wide rangeof actionsthat may be
needed,theCODresourcedrivereventhandlersarescripted
usingAnt [2], anopen-sourceOS-independentXML script-
ing package.We preparedjoin andleavehandlerscriptsto
con�gure themiddlewarecomponentsshown in Figure2.

To instantiatea point of presenceat a new site,theGROC

�rst obtainsseparateleasesfor a masternode(with a pub-
lic IP address)thatalsoservesasascratchstorageserver for
datastaging.It instantiatesandcon�gurestheGlobuscom-
ponents,TorqueandMaui on themaster, andcon�guresthe
�le server to export thescratchNFSvolumeto aprivatesub-
netblockassignedto thevirtual cluster. Whenanew worker
nodejoins, the join handlerinstallsTorqueandregistersthe
worker with the local masternode.The join handlerfor the
mastercon�gurationis about260linesof Ant XML, andthe
worker join handleris about190lines.

Our prototypemakesseveralconcessionsto reality. It as-
sumesthat all worker nodesarereachablefrom the GROC;
in the future, we plan to proxy the worker join operations
throughthepublic headnodefor eachvirtual clustersothat
workersmayuseprivateIP addresses.Thesetupattachesa
sharedNFS �le volumecontainingthe Globus distribution
to eachvirtual clusternode,ratherthan fetching it from a
remoterepository. For thesake of simplicity, all thehosted
gridsusea commoncerti�cate authority(CA) thatis con�g-
uredusingGlobus's SimpleCA,althoughthereis nothingin
our architectureor prototypethat preventsthe hostedgrids
from eachusing a private CA. Interactionwith the CA is
notyetautomated;instead,theGROC hasprecon�guredhost
certi�catesfor theDNS namesthat its masternodeswill re-
ceive for eachpotentialsite that it might use. The Shirako
mechanismsfor the GROC to install useridentitiesfor the
virtual clusterarenot yet complete,soasetof commonuser
identitiesareprecon�guredat thesites.Finally, for this pa-
per, we prestageall applicationsand datarequiredby the
VO's userswhenwe instantiatethesite. We leave dynamic
datastagingto futurework.

Currently, we use the default First Come First Served
(FCFS)schedulingpoliciesfor Torque/Maui,but theGROC

is empoweredto setpoliciesat its pointsof presenceasde-
sired. Thus, the applicationmanageris ableto rely on the
VO's GROC to implementpoliciesandpreferenceson how
its availableresourcesmight be usedby differentmembers
of thecommunity, andto adaptthesepoliciesastheresource
poolsizechanges.

3.5 Robustness

The GROC is statelessand relies on recovery mechanisms
in Shirako, which maintainsall leasestatein a local LDAP
repository. If a GROC fails, it will recover its knowledge
of its sitesandresourceholdings,but it will loseits history
of tasksubmissionsandtheMDS feedbackstreamfrom the
sites.Oncerecovered,theGROC maintainsits existingleases
andmonitorsgrid operationfor a con�gurable interval be-
fore adjustingits leaseholdings. Reliable job submission
andstagingarehandledusingexisting Globus mechanisms
thatdonot involvetheGROC.

As notedin Section2.4, robustgrid servicesmustbe ca-
pableof restartingjobswhennodesfail or leave theservice.
In our approach,nodesmaydepartdueto resourcecompeti-
tion, asgovernedby thesitepoliciesandtheGROC interac-
tionswith thedynamicresourcecontrolplane.Althoughthe
GROC hasadvancewarningof nodedepartures,theTorque
batchservicein our currentprototypeis not ableto suspend
or migratetasksrunning on thosenodes;thus sometasks
maybe interrupted.We believe thatsupportfor virtual ma-
chinecheckpoint/migrateis apromisingpathto ageneralso-
lution; ourXen-basedprototypesupportsVM migration,but
wedonotexploreits usefor robustadaptationin this paper.

3.6 Security

The importantnew securityrequirementof our architecture
is thateachGROC musthave a securebindingto eachof its
candidatehostingsites.EachSHARP actorhasakeypairand
digitally signsits controlactions.To setupthetrustbinding,
theremustbe somesecuremeansfor eachsite and GROC

to exchangetheir public keys. Relatedsystemsto delegate
policy controlto aVO—oraserver (suchasa GROC) acting
on behalfof a VO—alsomake this assumption.Examples
includetheVO MembershipService(VOMS) [1] andCom-
munityAuthorizationService(CAS) [25].

Onesolution is to designatea commonpoint of trust to
endorsethekeys,suchasasharedcerti�cate authority(CA).
Although eachgrid selectsits own CA to issuethe certi�-
catesthat endorsepublic keys within the grid, the provider
siteauthoritiesexist logically outsideof theVO gridsin our
architecture.ThusrelianceonacommonCA wouldpresume
in essencethatthepublic key certi�cate hierarchy(PKI) ex-
tendsupwardsto include a commonCA trustedby all re-
sourceprovider sitesandall hostedgrids. An alternative is
to rely onpairwisekey exchangeamongthesitesandVO op-
erators.In our prototypethepublic keys for thebrokersand
GROC sareinstalledthrougha manualoperatorinterface.
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Figure3: Thetestbedhasthreeclustersiteswith a maximumca-
pacityof 15 virtual machineseach.Therearetwo hostedgrids(the
BioportalandSCOOPapplications).Eachsiteassignsapriority for
local resourcesto eachgrid, accordingto its localpolicies.

To instantiatea new site point of presence,the GROC

passesthe gateway host certi�cate and private key in an
encryptedconnectionduring join. Note, however, that the
GROC cannothide thesite privatekeys usedby its middle-
warefrom thehostingresourceprovider, sincetheresource
provider knows the private SSH key of eachleasednode.
Therearemany waysthata maliciousresourceprovidercan
subvertor spy on its guests.

4 Evaluation

We conductedan experimentalevaluationof the prototype
to illustratehow hostedgrids con�gure andadapttheir re-
sourcesto serve streamsof arriving jobs. The experiments
demonstrateon-demandserverinstantiationfor hostedgrids,
dynamicadaptationdrivenby GROC policies,andthe inter-
actionof policiesat thesitesandgrids

Application workloads. We considerheretwo speci�c
grid applicationservices:Bioportal [5], a web-basedinter-
facethatallowsVO usersto submitbioinformaticsjobs,and
SCOOP[28], a systemthat predictsstormsurge and local
winds for hurricaneevents. Bioportal usesa simplepolicy
to route user jobs to a local clusterand the TeraGrid. In
its original incarnationit hasno mechanismto ensurepre-
dictableservicequality for its users.We selectedfour com-
monly usedBioportal applications(blast, pdbsearch, glim-
mer, clustalw) from theBioportal tool suiteto representthe
workload.

TheNorthCarolinaSCOOPStormModelingsystemis an
event-basedsystemthattriggersaseriesof AdvancedCircu-
lation (ADCIRC) runson arrival of wind data. Executions
aretriggeredperiodicallyduringthehurricaneseasonbased
on warningsissuedby theNOAA NationalHurricaneCen-
ter (NHC). Oneinterestingaspectof SCOOPis its ability to
forecastits demandsincethehurricanewarningsareissued
everysix hoursduringstormevents.In theoriginalversion,a
simpleresourceselectioninterfaceschedulestherunswhen
eachwarning arrives; althoughSCOOPknows when runs
will beissued,it cannotensurethatsuf�cient resourceswill
beavailableto completethemodelsin a timely manner.

TheexperimentsuseGROC policiesappropriatefor each
workload. Bioportal usesan on-demandpolicy that main-
tainsatargetupperboundonwaitingtime. Thetotalnumber
of nodesto requestat eachdecisionpoint is givenby:

BioportalRequestt =

max
�

(WaitingJobst � FreeCPUst)
WaitingFactor � Resourcest

;0
�

OurexperimentsuseWaitingFactor = 2.
SCOOP's GROC usesa look-aheadpolicy to reserve re-

sourcesin advanceof expecteddemand.It considersthecur-
rent backlogandexpectedarrivals over a sliding time win-
dow. Thetotal numberof new nodesto requestis givenby:

SCOOPRequestt =

max

( 

(WaitingJobst � FreeCPUst) +
t+ Dt

å
i= t

ExpectedJobsi

!

;0

)

Experimental setup. All experimentsrun on a testbedof
IBM x335rackmountservers,eachwith a single2.8GhzIn-
tel Xeon processorand1GB of memory. Someserversrun
Xen's virtual machinemonitorversion3.0.2-2to createvir-
tual machines.All experimentsrun usingSun'sJava Virtual
Machine(JVM) version1.5. COD usesOpenLDAP version
2.2.23-8,ISC's DHCPversion3.0.1rc11,andTFTPversion
0.40-4.1to drivenetwork boots.

We partition the clusterinto threesites(Figure3). Each
siteconsistsof aCODserverthatcon�guresandmonitorsal-
locatedmachines,a broker server that implementsthesite's
policy for allocatingits resourcesto competingconsumers,
and� ve physicalmachines.The sitesdivide the resources
of eachphysicalmachineacrossthreevirtual machines,giv-
ing a total resourcepool of 45 machinesfor our experiment.
Previouswork [19] hasshown that the leasingandcon�gu-
rationmechanismsscaleto muchlargerclusters.Thesitesin
our experimentsusea simplepriority-basedarbitrationpol-
icy with priorities asshown in Figure3. All leaseshave a
�x edprecon�guredleaseterm.

Reservations and priority . This experimentillustrates
how GROCs procureresourcesto servegrowing load,andil-
lustratesthe mechanismsand their behavior. We consider
two synthetic load signalsthat have a linearly increasing
numberof jobs arriving over a short interval. The duration
of theloadis 50minutesandworkernodeleasetermis four
minutes.

Figure4 showstheaveragenumberof waiting jobsacross
thethreesites(a)without and(b) with advancereservations.
In bothcases,thesitesuseprioritiesfrom Figure3, andBio-
portalusesits simpleon-demandresourcerequestpolicy. In
Figure4 (a), SCOOP's look-aheadhorizonis zero,so it ef-
fectively usesanon-demandrequestpolicy aswell. In Fig-
ure4 (b), SCOOPreservesresourcesin advanceof its antic-
ipatedneed,signi�cantly reducingits job delaysandqueue
lengths.
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Figure4: Averagenumberof waiting jobs. In (b), theSCOOPgrid reservesserversin advanceto satisfyits predicteddemand.
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Figure5: Site resourcesareallocatedto competingGROCs accordingto their con�gured priorities. (a) shows the decreasein resources
availableto Bioportalasmoremachinesarereservedto SCOOP, asshown in (b). BioportalreacquiresthemachinesasSCOOPreleasesthem.
(c) shows theprogressof resourcecon�gurationeventson sitesandGROCs.

Figures5 (a) and (b) show the distribution of resources
amongthe two GROCs, illustrating the impactof site pol-
icy. Thisexperimentis slightly differentin thattheBioportal
loadsubmitsjobsat a constantrateafter it reachesits peak,
producinga backlogin its queues.As morecomputationis
allocatedto servetheSCOOPburst,Bioportal'sworkerpool
shrinks. The impact is greateston Site C whereBioportal
haslower priority. As SCOOP's load decreases,Bioportal
procuresmoreresourceseventuallyreducesits backlog.

The GROCs adaptto changingdemandby addingandre-
moving worker nodesas the experimentprogresses,using
themechanismsdescribedin Section3.4.Figure5 (c) shows
thecompletiontimesof con�gurationeventsacrossall three
sitesfor an experimentsimilar to Figure5. At the startof
the experiment,eachGROC leasesand con�gures a mas-
ter nodeat eachof the threesites. Thesesix nodesboot
(setup) rapidly, but it takesabout336secondsfor themaster
join handlerto copy theGlobusdistribution from a network
server, anduntar, build, install, andinitialize it. As jobsar-

rive,theGROC alsoleasesagroupof sixworkernodes.Once
themasternodesareup, theworkersjoin rapidly andbegin
executingjobs;asloadcontinuesto build, bothGROCs issue
moreleaserequeststo grow theircapacity. After eachworker
boots,it takestheGROC's worker join handlerabout70sec-
ondsto initialize thenodewith aprivatecopy of Torque,and
register it with its Torquemasterat the site. The GROCs
permit someleasesto expire asthe queuesclear; the leave
(deregister)andteardownhandlerscompleterapidly. In this
experiment,the Bioportal takesa while to clear its queued
jobs, so the remainderof the leavesand teardownsoccur
laterin theexperiment.

Adaptive provisioning with varying load. This experi-
mentdemonstratesadaptive resourceprovisioning by com-
petinggridsundera morerealisticloadsignal. TheBiopor-
tal workload consistsof a steady�o w of jobs, with occa-
sionalspikesin job arrivals. The job arrival timeswereob-
tainedfrom tracesof a productioncomputeclusterat Duke
University. We scaledthe load signalsto a commonbasis
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Figure6: Adaptive provisioningundervaryingload.Theloadsignal(a)givesjob arrivals.(b) shows thewaiting jobsqueueatSiteA, while
(c) shows a stackedplot of theresourceholdingsof eachgrid acrossthethreesites.
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Figure7: Ef�ciency of thesystem.(a)showstheloadsignaland(b) thevariationof ef�ciency with leaselengthacrossmultipleclustersizes.

that is appropriatefor the sizeof our resourcepools. The
SCOOPworkloadrunsa smallsetof ADCIRC jobsperiod-
ically accordingto a regular schedule. In practice,the re-
sourcedemandfor therunsin eachperiodmayvaryaccord-
ing to weatherconditionsor post-processingresults.For this
experimentwe usea syntheticloadgeneratorto createload
spikeslastinga smalltimeperiod(approximately1 minute),
at intervals of approximately50 minutes. The durationof
this experimentis 420minutesandthe leaselengthof each
workernodeis setto 25minutes.

Figure6 showstheloadsignal,thewaiting jobsqueuedat
Site A, andthe resourcesthat eachGROC holdsacrossthe
threesites. We seethat eachGROC is able to procurere-
sourcesaccordingto its varying load. SCOOPperiodically
demandsresourcesto completeits runs,temporarilyreduc-
ing Bioportal's resourceholdings. However, Bioportal suc-
cessfully retrieves resourcesbetweenSCOOP's periodsof
activity. For simplicity, we omit thedistribution of waiting
jobsat SiteB andSiteC, whicharesimilar to SiteA.

Resource ef�ciency and leaselength. The last experi-
mentcomparescontainer-level controlwith job-level control

with respectto ef�ciency and fairnessof resourceassign-
mentsto two competingVO grids. The power andgener-
ality of container-level resourcecontrol comesat a cost: it
schedulesresourcesat a coarsergrain,andmayyield sched-
ules that are lessef�cient and/orlessfair. In particular, a
containerholdsany resourcesassignedto it evenif they are
idle—in our case,for thedurationof its lease.Anothercon-
tainerwith work to do may be forced to wait for its com-
petitor's leasesto expire. Ourpurposeis to demonstrateand
quantifythis effect for illustrativescenarios.

In thisexperiment,thejob-level controlis astandardFirst
ComeFirst Served (FCFS)sharedbatchschedulerat each
site. The container-level policy is DynamicFair Shareas-
signmentof nodesto containers: the GROCs requestre-
sourcesondemandandhaveequalpriority atall sites.Node
con�guration andjob executionareemulatedfor speedand
�e xibility . We implementa grid emulatorasa web service
that emulatesthe Globus GRAM andMDS interfaces(job
submissionandstatusquery)andalsoexportsaninterfaceto
instantiategrid sitesandaddor remove worker nodesfrom
a site. An externalvirtual clock drivesthe emulation. The
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Figure8: Stretchfactor, asa measureof fairness,of two competingGROCs.

site emulationincorporatesa Maui schedulerwith a modi-
�ed resourcemanagermoduleto emulatethe job execution
on worker nodes. Note that the core components(GROC,
Shirako/COD,Maui) areidenticalto arealdeployment.One
differenceis that the emulationpreemptsandrequeuesany
job runningon an expired worker node,althoughthe batch
schedulercon�guredin ourprototype(Torque)doesnotsup-
port preemption.

Figure7 (b) shows the ef�ciency of container-level con-
trol with different leaselengthsusing a bursty load signal
derivedfrom a realworkloadtrace(Figure7 (a)). We de�ne
ef�ciency asoneminus the percentageof usableresources
thatarewasted.A serveris “wasted”whenit sitsidle while a
waiting job at thesamesitecouldrunonit. By thismeasure,
theef�ciency of asite-widebatchscheduleris 100%,sinceit
will alwaysrun thenext job ratherthanleaving aserver idle.
In contrast,a local batchschedulerrunning within a con-
tainermayhold serversidle, evenwhile anothertasksched-
uler in a differentcontainerhasjobswaiting to run.

As leaselengthincreases,container-level ef�ciency tends
to decreasebecausethe GROCs in our systemhold leased
resourcesuntil the leaseexpires,even if a resourceis idle
andanotherGROC canuseit. The declineis not necessar-
ily monotonic: if the job and leaselengthsare such that
jobs happento completejust beforethe leaseexpires,then
theDynamicFair Sharingcontainerpolicy will redeploy the
serversquickly with little idle time. Note also that longer
leasescanalso improve ef�ciency by reducing“thrashing”
of resourcesamongcontainers;in this emulationwe treat
thecontext switchcostasnegligible, althoughit maybesig-
ni�cant in practice.

Figure7 (b) shows theef�ciency curve for threedifferent
clustersizes.If theclusterisunderprovisioned,theef�ciency
lossof container-level resourcecontrolis quitemodest.This
is becauseunderprovisionedcontainerswill tendto maintain
a backlogof work, so they arelesslikely to leave their re-
sourcesidle. Ef�ciency is lower on larger clusters—but of
courseef�ciency is lessimportantwhenresourcesareover-

provisioned.
Fairnessis a closely relatedissue. One measureof fair

resourceallocationis the relative stretchfactorof the jobs
executedat a given provider site. Stretchfactoris the ratio
of completiontimeto job duration.Thatis, wemightview a
siteas“f air” if ajob incursequivalentwaitingtimeregardless
of which grid submittedthe job to the site. (Of course,the
bene�ts of container-level resourcecontrol includesupport
for differentiatedserviceandperformanceisolation,which
are“unfair” by thisde�nition.) BoththeFCFSjobpolicy and
theDynamicFair Sharecontainerpolicy striveto be“f air” in
thatthey donotafford preferentialtreatment.Evenso,these
simple policies allow one of the GROCs to grab an unfair
shareof resourcesif a burstof work arriveswhile anotheris
idle.

Figure 8 shows the averagestretchfactorsfor two job
streams(Bioportal and SCOOP)running under both job-
level and container-level resourcecontrol. Bioportal sub-
mitsaninitial burstof shortjobs,which �ll theglobalFCFS
queue(for job-level control) or trigger leaserequestsfor a
block of servers (for container-level resourcecontrol). A
subsequentburstof longerSCOOPjobsmustwait for servers
to becomeavailable. Theseburstsarefollowed by another
pairof burstsof BioportalandSCOOPjobsasshown in Fig-
ure8 (a).

The Bioportal (Figure8 (b)) shows a higherstretchfac-
tor thanSCOOP(Figure8 (b)) in all cases.In this partic-
ular scenario,the SCOOPburstssubmit longer jobs to the
queue,increasingthewaiting time for thesubsequentburst
of Bioportaljobs.However, resourceleasingcanallow either
workloadto hold its resourceslongerso that somearestill
availablefor the next burst. In this case,longer leasesim-
provethestretchfactorfor Bioportalandincreasethestretch
factorfor SCOOP, improving fairnessof theoverall system.

In general,fairnesspropertiesresult from the interaction
of thepolicy choicesandtheworkload;it is lesssigni�cant
whetherresourcecontrol is implementedat the job level or
containerlevel. A rich rangeof policies could be imple-



mentedateitherlevel. Theadvantageof container-level con-
trol is that its policiesgeneralizeeasily to any middleware
environmenthostedwithin thecontainers.Ontheotherhand,
thegranularityof thatcontrolmustbecoarserto avoid sacri-
�cing ef�ciency.

5 Related Work

To thebestof ourknowledgethereis noprior work thatuses
dynamicresourcepool resizingand multiple policy points
to manageapplicationresourcerequirementsand resource
provider policiesin Grid sites.We provide a summaryhere
of relatedwork thathavecommonelementswith oureffort.

Infrastructur e sharing and Community delegation.
Currently most deployed grid sites such as TeraGrid and
OSG use static SLAs to enforcesharingpolicies. These
policy choicesneedto be dynamicand adaptive to allow
both providersandconsumersto be able to adaptto vary-
ing load conditions. The grid hostingarchitectureprovides
this ability; the resourceallocationsresultfrom the interac-
tionsof GROC requestpoliciesandsitearbitrationpolicies.
Resourceproviderstodayusemechanismslike community
accountsor virtual organizationmanagementto providesite
autonomyandcontroloverresourceswhile trying to manage
large numberof usersthroughdelegation. Our approachis
compatiblewith suchapproaches:it doesnot dictatehow a
hostedVO/grid implementsits securitypolicy for its users,
or how it enforcespolicy at its sites.

Virtual executionenvir onments. New virtual machine
technologyexpandsthe opportunitiesfor resourcesharing
thatis �e xible, reliable,andsecure.Severalprojectshaveex-
ploredhow to link virtual machinesin virtual networks[12]
and/orusevirtualizationto hostgrid applications,including
SoftUDC [21], In Vigo [24], Collective [27], SODA [20],
andVirtual Playgrounds[22] andDVC [31]. Sharednetwork
testbedsareanotherusefor dynamicsharingof networked
resources.

Schedulers, Meta-schedulers, Adaptation. Grid
schedulingand adaptationtechniquesare usedto evaluate
systemand applicationperformanceare to make schedul-
ing and/or reschedulingdecisions[4, 33]. Heuristic tech-
niquesare often usedto qualitatively selectand map re-
sourcesto availableresourcepools[6, 23]. GROC is orthog-
onal to thesespeci�c techniquesandcanserve asa frame-
work for an applicationmanagerto apply one or more of
thesetechniques. Varioussite selectionpolicies [11] and
meta-schedulers[7, 18] are being explored in the context
of the Grid. Theseprovide an interfacefor applicationsto
submit jobs to multiple sites. Our architectureallows ap-
plicationmanagersto implementpoliciesfor resourceselec-
tion that aretied to theknowledgeof the resourcesandthe
applicationrequirementsin the GROC. Leasesin Shirako
arealsosimilar to soft-stateadvancereservations. Several
workshaveproposedresourcereservationswith boundeddu-
rationfor thepurposeof controllingservicequality in agrid.

GARA includessupportfor advancereservations,brokered
co-reservations,andadaptation[15, 16].

6 Conclusion

The increasingseparationbetweenresourceproviders and
consumersmakesresourcecontrolin today'sgrid bothmore
importantandmoredif�cult.

This work illustratesthe dynamicassignmentof shared
poolsof computingresourcesto hostedgrid environments.
It shows how to extendgrid managementservicesto usea
dynamicleasingserviceto acquirecomputationalresources
and integratethem into a grid environmentin responseto
changingdemand.In our prototype,eachVO runsa private
grid basedon aninstanceof theGlobusToolkit (GT4) mid-
dlewarerunningwithin a network of virtual machinesat the
provider sites. Eachsite controlsa dynamicassignmentof
its local clusterresourcesto thelocally hostedgrid pointsof
presence.

Our approachaddressesresourcecontrol at thecontainer
level, independentlyof thegrid softwarethatrunswithin the
container. Each GROC representsa hostedgrid servinga
VO, with pointsof presenceat multiple providersites.Each
grid servesa differentusercommunityandcontrolsits own
internalenvironmentandpolicies.
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