Towarda Doctrineof Containment:
Grid Hostingwith Adaptive ResourceControl

Lavarya Ramakrishnah
David Irwin*

LauraGrit¥
AydanYumerefend

Adrianalamnitch#
Jef Chasé

lavanya@renci.or g, {gri t, irw in, aydan, chase} @s.d uke.e du, anda@ce. usf .e du

TRenaissanc€omputinglnstitute

Abstract

Grid computingernvironmentsneedsecureresourcecontrol
andpredictableservicequality in orderto besustainableWe
proposea grid hostingmodel in which independentself-
containedgrid deploymentsrun within isolatedcontainers
on sharedresourceprovider sites. Sitesandhostedgridsin-
teractvia an underlyingresourcecontrol planeto managea
dynamicbinding of computationakesourcego containers.
We present prototypegrid hostingsystemjn which asetof
independenGlobus grids sharesa network of clustersites.
Eachgrid instancerunsa coordinatorthatleasesandcon g-
uresclusterresourcedor its grid on demand.Experiments
demonstrateadaptve provisioning of clusterresourcesand
contrastjob-level andcontaineflevel resourcemanagement
in the context of two grid applicationmanagers.

1 Intro duction

The investmentsin grid researchand technology have
yielded large-scale cyberinfrastructuredeployments that
sene the needf multiple scienti c communitiesThe Ter-

aGridandOpenScienceGrid (OSG)grew out of pioneering
efforts to promotesharingof computationakresourcesand
datasetsvithin virtual organizations—distributedusercom-
munitiessharingacrossadministratve boundaries.

For public grid systemsto be dependableand economi-
cally sustainablethey mustsupportresouceconttol mecha-
nismsandstandardshataresufciently powerfulto balance
theneedsof resourcerovidersandconsumers.

Resourceprovider sitesshouldhave autonomyto con-
trol how much of eachresourcetype they allocateto
eachconsumeatary giventime.
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Resourceconsumerseed predictableservice quality
(performanceisolation) even in the presenceof com-
petition for sharedresources.Servicequality is espe-
cially crucialfor urgentcomputingapplicationssuchas
weathermredictionanddisasteresponseandfor real-
time distributedcomputing.e.g.,teleimmersion.

Securejntegratedresourcecontrolis essentiafor partic-
ipantsto quantify andcontrolwhatthey contrituteto a grid
andwhatthey obtainfromit. A numberof projectshave ad-
dressedesourcecontrol and adaptation9, 10, 15, 16, 23,
29, 31, 33]. Evenso,effective resourcecontrol continuego
beelusiein thepracticeof grid computing.

This paper! proposego advanceresourcemanagement
goalshby integrating resourcecontrol functionsat two dif-
ferent levels of abstraction: jobs and containes. Jobs—
individual tasksor task work o ws—arethe basic unit of
work for high-throughputcomputing, so middlevare sys-
temsfor clustersandgrids focuson job managemenasthe
basisfor resourcecontrol. Our premiseis thatthe architec-
tureshouldalsoincorporataesourceontrolfunctionsatthe
level of the logical context or “container” within which the
jobs and the middleware servicesrun. Advancesin virtu-
alizationtechnologies—includindput not limited to virtual
machines—createew opportunitieso strengthercontainer
abstractionsas a basisfor resourcecontrol and for isola-
tion and customizationof hostedcomputingernvironments,
includinggrid ervironmentg8, 19, 22, 26, 30, 31].

Our goal is to evolve the foundationsof the grid to en-
able e xible policies governingthe physicalresoucesthat
areboundto the containershostinggrid servicesandappli-
cations.This papemmalkesthefollowing contributions:

We proposean architecturefor grid hostingthat pro-
vides containergrained resource managementfunc-
tions in a resouce contmwl plane operatingat a level
belown the middlewareandevenbelow the nodeoperat-
ing system. The control planemay be viewed as“un-
derware”ratherthanmiddlevare.

1Thisresearclhis supportedy the NationalScienceFoundatiorthrough
ANI-0330658,CNS-0509408EIA-99-72879,and CNS-0451860and by
IBM, HP Labs,andNetwork Appliance. LauraGrit is a NationalPhysical
ScienceConsortiumFellow.
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Figurel: Two architecturahlternatvesfor resourceprovidersservingmultiple grid usercommunitiespr VOs. In (a), the VOs' application
managefAM) submitjobsthrougha commongateleeperat eachsite; job schedulingmiddlevareenforceshe policiesfor resourcesharing
acrossvVOs. In (b), eachVO runsa private grid within isolatedworkspacest eachsite. Isolationis enforcedby a foundationalresource
controlplane. EachVO grid runsa coordinatorlGRoc) that controlsits middlewvare andinteractswith the control planeto leaseresources

for its workspaces.

We shav how hostedgrids can negotiatewith the re-

sourcecontrol planeto procureresourcesacrossgrid

sitesin responseo changingdemand.We presenthe

designandimplementatiorof a prototypesystenbased
on the Shiralo [19] toolkit for secureresourcdeasing
from federatedesourceprovider sites.Clustersitesare
managedvith Clusteron-Demand8] and Xen virtual

machined3]; the hostedgrid softwareis basedon the
GlobusToolkit (GT4)[13].

Within this supportinginfrastructure,we explore co-
ordinated mechanismgfor programmatic,automatic,
service-orientedesourceadaptationfor grid ernviron-
ments.

2 Overview

In grid systemsusercommunitiesor virtual organizations
(VOs), generatestreamsof jobs to executeon sharedre-
sourcesites,e.g.,clusterfarms. Theseclustersitesprovide
computationatesourceso VOs. We referto theentitiesthat
generatehejobsasapplicationmanagers. Thetermdenotes
a domain-speci centry point to a grid; VO usersmay sub-
mit jobsthrougha portalframework or gatevay, awork ow
manageror a simplescriptinterface. Section4 presentex-
perimentswith applicationmanagerdgor a stormsumge pre-
diction service(SCOOP[28]) andaweb-basedbioinformat-
ics service(Bioportal[5]).

Figure 1(a) depictsan exampleof a standardslobus grid
with two VOs executingon two sites. A VO's application
managersubmitseachtaskto a “gatekeeper”at one of the
sites,whichvalidatest andpasse# to alocalbatchschedul-

ing servicefor execution. Therearefour key dimensiongo
resourcecontrolpolicy in suchasystem:

Resouce allocationto VOs. The sitescontrol their re-
sourcesanddeterminéhow to allocatethemto senethe
needsof the competingvOs. A site may assigndiffer-
entsharesr prioritiesto contendingvOs, and/ormay
hold resourcesn reserefor local users.

Resouce contiol within VOs VOsdetermingherights
andpowersof their userswith respecto the resources
allocatecto the VO.

Taskrouting The applicationmanagerdor eachVVO
determinethe routing of tasksto sitesfor timely and
ef cient execution.

Resouce recruitment. Entitiesactingon behalfof the
VOsnegotiatewith providersitesfor resources$o sene
theVO'susers.

Oneimportantfeatureof currentpracticeis thatthe sites
implementheirown resouceallocationpoliciesasjob-level
policieswithin the batchschedulers A schedulemay give
higher priority to jobs from speci ¢ useridentitiesor VOs,
may export different queuesfor differentjob classesand
may supportjob resenations. Resouce recruitmentis cur-
rently basedprimarily on reciprocaland social agreements
requiring humanintervention (person-to-persomatherthan
peerto-peer);arecentexampleis the notion of right-of-way
tokensin the SPRJCE [32] gatavay extensionsfor urgent
computing. Many currentdeploymentsalsorely on ad hoc
routing of tasksto grid sites,giventhe currentlack of stan-
dardcomponents$o coordinategaskrouting.



2.1 Resource Control with Containers

Figure 1(b) depictsthe architecturaimodelwe proposefor
hostedgridswith containeflevel resourcecontrol. Eachsite
instantiatesa logical containerfor all software associated
with its hostingof a givenVVO. The containerencapsulatea
completdsolatedcomputingervironmentor workspacg14]
for theVO grid's point-of-presencatthesite,andshouldnot
be confusedwith theindividual JVMs thatrun Jara compo-
nentsat the site. EachVO grid runs a separatéatchtask
servicewithin its workspace.The site implementsesource
control by binding resourcego containers;the containers
provide isolation, so eachinstanceof the batch scheduler
only hasaccesdo the resourcedoundto its container and
nototherresourcegtthesite.

In essencewe proposea “Grid” comprisinga setof au-
tonomousresourceprovider siteshostinga collectionof in-
dependentgrids”:

Eachgrid senesoneor morecommunitieswe speakas
if agrid senesa singleVO, but our approactdoesnot
constrainhow a hostedgrid sharests resourceamong
its users.

Eachgrid runsa privateinstanceof its selectedniddle-
wareto coordinatesharingof the dataand computing
resourcesvailableto its usercommunity

Eachgrid runswithin a logically distributed container
thatencapsulateis workspacesandis boundto a dy-
namic“slice” of the Grid resources.

2.2 GRoC

While the sitescontrol how they assigntheir resourcego
eachhostedgrid, the grids control the otherthreeareasof
policy internally We proposethat eachhostedgrid include
a coordinatingmanagerwhich we will call the GRoc—a
loose acrorym for Grid ResourceOversight Coordinator?
The GrRoc performstwo inter-relatedfunctions,which are
explainedin detailin Section3:

The GRoc is responsibldor advisingapplicationman-
agerson the routing of tasksto sites. In this service
brokeringrole the GRoc might be calleda metasbed-
uler or supesdceduler

The GRoc monitors the load and statusof its sites
(points of presence)and negotiateswith providersto
grow or shrinkits resourceholdings. It may resizethe
setof batchworker nodesat one or more sites, setup
new grid siteson resourceseasedrom new providers,
or teardown a siteandreleasats resources.

2Thenovelist RobertHeinleinintroducedheverbgrokmeaningoughly
“to understandompletely”. The nameGRoc emphasizethateachhosted
grid hasa locusof resourcepolicy that operateswith a full understanding
of both the resourcesavailable to the grid andthe grid's demandson its
resources.

The GRoc thussenesasthe interfacefor a VO applica-
tion manageto manageandcon gure its resourcepool,and
may embodypoliciesspeci c to its applicationgroup. Cru-
cially, our approactrequiresno changego the grid middle-
wareitself. Our prototypeGRoOC is a servicebuilt atopthe
Globustoolkit andit is the sole point of interactionwith the
underlyingresourcecontrolplane.

2.3 Resource Control Plane

The GRocC uses programmaticservice interfaces at the
containeflevel resourcecontrol planeto acquireresources,
monitor their status,andadaptto the dynamicsof resource
competitionor changingdemand Thecontrolplaneis based
on the SHARP [17] leasingabstractionsasimplementedn
the Shiralo toolkit [19]. Eachleaserepresents contract
for aspeci ed quantityof typedresourcegor sometime in-
terval (term). Eachresourceprovider runsa local resource
manageicalled Clusteron-Demand COD [8]), andexports
aserviceto leasevirtual clustesfrom asharedsenercluster
Eachvirtual clustercomprises dynamicsetof nodesandas-
sociatedresourcesssignedo someguest(e.g.,a VO grid)
hostedat the site. COD providesbasicservicesfor booting
and imaging, naming and addressingand binding storage
volumesanduseraccount®n a perguestbasis.

The GRoC interactswith the site to con gure its virtual
clustersandintegratetheminto the VO's grid (Section3.4).
Whentheleasesxpires,thegrid vacatesheresourcemaking
it availableto otherconsumersThe site de nes local poli-
ciesto arbitraterequestdor resourcegrom multiple hosted
grids. In our prototype(Section3) the leasedvirtual clusters
have an assuranc®f performancesolation: the nodesare
eitherphysicalsenersor Xen[3] virtual machineswith as-
signedshareof noderesourcesWe useXen VMs because
they bootfasterandmorereliably thanphysicalseners,but
theconceptappliesequallyto physicalseners.

2.4 Sepaation of Concerns

While the hostedvOsandtheir grid middlewareretaintheir
control over job managementhe GROC managersnteract
with the resourcecontrol planeto drive the assignmenbf
resourcego VOs. The assignmenemegesfrom the inter-
action of GRoc policies for requestingresourcesand the
resourceprovider policiesfor arbitratingthoseresourcede-
mands. In effect, the architecturereatsthe grid nodesand
their operatingsystemsas managecentities. Provider sites
allocateresourceso workspacecontainerswithout concern
for the detailsof the middlewvare,applicationspr useriden-
tities operatingwithin eachworkspacesolationboundary
Grid hostingwith containerlevel managemenis particu-
larly importantasthe Grid evolvestoward a strongersepa-
ration betweerresourcerovidersandconsumersTeraGrid
andOpenScienceGrid areexamplesof the growth of large
infrastructureproviders. They signal a shift from a tradi-
tional emphasion reciprocalpeerto-peerresourcesharing
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Figure2: Overview of componentdor a GRoc managinga VO
grid hostedon virtual clustersleasedfrom multiple clustersites.
The applicationmanagerinteractswith Globus services,instanti-
atedandmanagedy the GRoc, for job anddatamanagement.

within VOsto a new emegenceof resourceprovidersthat
sene computationalresourceso multiple competinguser
communitiesor VOSs.

Containmenandcontaineflevel managemerdlsoenable
resourcgprovidersto sene morediverseneedsof their VOs.
A resourceprovider site can host different grid stacksor
other operatingsoftware ervironmentsconcurrently For
example, this e xibility may make it possibleto unify the
hostinginfrastructurefor the Grid and NSF GENI network
testbednitiatives. In thelongerterm, containmentanpave
the way for a practical cyberinfrastructureeconomy: one
pathto reducingthe overheadof economicprotocols(e.g.,
biddingandauctions)s to applythemat thecontainerdevel,
ratherthanat the granularityof individual jobs.

Our approactassumeshatthe grid middlevarecanadapt
to adynamicallychangingsetof worker nodesatthesites.In
fact,adaptations alwaysrequiredin adynamicworld: com-
putesenersmayfail or retire,andprovider sitesdeploy new
senersin responseo burstsof demandor funding. With a
grid hostingmodel,grids may grow dynamicallyto usead-
ditional resourcesasthey becomeavailable. Onelimitation
is that batchservicesoften do not have adequatesupportto
checkpointor reschedulenodeswhenworker nodesfail or
shutdavn. Checkpointingand migrationcontinueto be ac-
tive researchopics, andthesecapabilitiesare increasingly
crucialfor long-runningjobsin adynamicworld.

3 Design and Implementation

We presentthe designand implementationof a prototype
systemthat coordinatesdynamicresourcdeasingand task
routing, basedon the grid hosting architectureoutlined
above. Our prototypeleverageghe standardslobus Toolkit
(GT4)for resourcenanagementithin eachhostedyrid: job

managementiesourcediscovery, identity managemenand
authorizationand le transfer Dynamicresourcdeasingis
basedon Shiralo, a service-orientedoolkit for constructing
SHARP resourcemanager@nd COD clustersites,which is
describedn detailin [19].

Figure 2 illustratesthe interactionsamongthe mostim-
portantcomponentsvithin a hostedgrid, asimplementedr
usedin the prototype.

The nucleusof the hostedgrid is the GRoc, which or-
chestratesask o w andresourcdeasing. The GROC
is the point of contactbetweenthe Globusgrid andthe
Shiralo resourcecontrolplane.

Theapplicatiormanagerge.g.,portals)controlthe o w
of incoming job requests.They consultthe GRoc for
taskroutinghints(Section3.2),thensubmitthetasksto
selectedsites.

A GlobusResourceillocation Manage(GRAM) runs
onamastemode(headnodg of avirtual clusterateach
provider site, actingasa gateleeperto acceptandcon-
trol taskssubmittedfor executionatthe site.

Theapplicationmanagerinteractwith asecurestaging
serviceon eachheadnodeto stagedataasneededor

tasksroutedto eachsite, using ReliableFile Transfer
(RFT)andGrid File TransferProtocol(GridFTP).

When a task is validated and ready for execution,
GRAM passest to Torque,an open-sourcédatchtask
serviceincorporatingghe Maui job scheduler

The GROC recevesa streamof site statusmetricsas
a feedbacksignal to drive its resourcerequestySec-
tion 3.1). Eachsite exposests statusthrougha Globus
Monitoring andDiscovery Service(MDS) endpoint.

The GRoC actsasa Shiralo servicemanayer to lease
resource®n behalfof the VO; in this way, the GRoC

controlsthe populationof worker nodesboundto the
hostedyrid'sbatchtaskservicepools(Section3.3). The
GRoC seamlesslyntegratesnew worker nodesinto its

grid (Section3.4) from eachsite's free pool.

The following subsectionsliscussthe relevantaspectof
thesecomponentsndtheirinteractionsn moredetail.

3.1 Site Monito ring

In our prototype,the GRoc actsasa client of WS-MDS (a
web serviceimplementatiorof MDS in GT4) to obtainthe
statusof theresourcest eachsite, including the numberof
freenodesandthetaskqueudengthfor eachbatchpool. The
WS-GRAM publishesTorqueschedulelinformation (num-
ber of worker nodes,etc.) throughthe MDS aggreyator
frameawork usingthe Grid LaboratoryUniform Environment
(GLUE) schema.MDS sitesmay also publishinformation



to upstreamMDS aggreyators;in this case,the GROcC can
obtainthe statusin bulk from theaggreyators.

Currentlythe GRoc queriesheMDS periodicallyatarate
de nedbytheMDS poll interval. Thepoll intervalis atrade-
off betweenresponsienessand overhead. We usea static
poll interval of 600 msfor our experiments. The resultsof
thesite poll areincorporatedmmediatelyinto thetaskrout-
ing heuristics.A simpleextensionwould useMDS triggers
toreduceahepolling, butit is notasigni cant sourceof over-
headatthe scaleof our experiments.

3.2 Task Routing

A key function of the GRoOC is to make task routing rec-
ommendation$o applicationmanagers.The GrRoc factors
task routing and other resourcemanagementunctions out
of theapplicationmanagersone GROC mayprovide a com-
monpointof coordinatiorfor multiple applicatiormanagers,
which may evolve independentlyThe taskroutinginterface
is the only Groc interfaceusedby a grid middlewvarecom-
ponent;in otherrespectshe GROC is non-intrusve.

To perform its task routing function, the GRoc ranks
the sitesbasedon the resultsfrom its site poll anda plug-
gablerankingpolicy. Informationavailableto the policy in-
cludesclustercapacityat eachsite, utilization,andjob queue
lengths. In addition, the policy module hasaccesso the
catalogof resourcedeasedat eachsite, including attributes
of eachgroup of workers(e.g.,CPU type, clock rate, CPU
count,memorysize,interconnect).

The coordinatingrole of the GROC is particularlyimpor-
tantwhenmultiple usercommunitiescompeteor resources.
The GRoC maintaindeasedor theresource$eldby theVO
grid: its taskrouting choicesareguidedby its knowledgeof
theavailableresourcesSinceit obsenesthegrid'scomplete
job stream,it canalso make informed choicesaboutwhat
resourceso requesto meetits demand.

Our goalatthis stageis to evaluatethe grid hostingarchi-
tecture,ratherthanto identify the bestpolicies. Our proto-
type policy considersonly queuelengthandjob throughput
for homogeneousorkernodes.n particular wedonotcon-
siderdatastagingcosts.Jobroutingin our prototypeusesa
simple load balancingheuristic. It estimateghe aggreyate
runtime of the tasksenqueuedit eachsite, andthe time to
processhemgiventhe numberof workersateachsite. It se-
lectsthesitewith the earliestexpectedstarttime for the next
job.

3.3 Resource Leasing

In the absenceof supportfor resourceleasing,the GRoc
couldactasataskroutingservicefor atypical grid con gu-
ration,e.g.,a setof staticallyprovisionedsiteswith middle-
ware preinstalledand maintainedoy administratorsat each
site. In our systemthe GROC canalsousetheresourcecon-
trol to changethe setof senerresourceghatit holds. The

GRoc invokes Shiralo's programmatiaesourcdeasingin-
terfaceto acquireand releaseworker nodes,monitor their
status,and/orinstantiatepoints of presenceat new cluster
siteswhenresourcesre availableand demandexists. This
controlis dynamicandautomatic.

The GRocC seeksto useits resourcesefciently andre-
leaseunderutilizedresourcedy shrinkingrenevedleasesor
permittingthemto expire. This good-citizenpolicy is auto-
mated,soit is robustto humanfailure. An operatorfor the
VO could replacethe policy, but we presumethat the VO
hassomeexternalincentie (e.g.,costor goodwill) to pre-
ventakuse.Notethatour approachs notinherentlylessro-
bustthanacornventionalgrid, in which agreedyor malicious
VO or usercould, for example,submitjobs that overloada
site's sharedstorageseners. In fact, the leasedcontainer
abstractiorcanprovide strongerisolationgivensuitablevir-
tualizationtechnologywhich is advancingrapidly.

Resourceprovider sitesin SHARP delegatepower to al-
locate their resourceofferings—possiblyon a temporary
basis—byregisteringthem with one or more brokers. A
SHARP broker may coordinateresourceallocation across
multiple sites,e.g.,to co-scheduleesourcegor aVO across
the wide areaand/orto arbitrateglobal resourcest a com-
mon point. However, we do not experimentwith sharedoro-
kersin this paper Insteadeachsite keepsexclusive control
of its resourcedy maintainingits own broker. We usethe
term*“site” to meantheresourceprovider (COD sener)and
its brokertogether

The GrRoc usespluggablepoliciesto determineits target
pool sizesfor eachsite. Section4 de nesthe policiesused
in our experiments.The prototypeGRoC usesa prede ned
preferencerderfor sites,which mightbebasednthesite's
resourcesor reputation, peeringagreementsand/or other
factorssuchascost. Similarly, the sitesimplementa x ed
priority to arbitrateresourcesmongcompetingGROCS.

3.4 Conguring Middleware

Typically, grid middlewareis con gured manuallyat each
site. One goal of our work is to shav how to use Shi-
rako/COD supportto con gure grid points of presencee-
motelyandautomatically Theresponsibility—angower—
to manageandtunethe middlewaredevolvesto the VO and
its GRoC, within theisolationboundarieestablishedby the
site. This factoringreducesthe site's administratve over-
headandrisk to hosta grid or contribute underutilizedre-
sourcesandit getsthe site operatorsout of the critical path,
leaving the VOswith the e xibility to controltheir own en-
vironments.

COD doesrequiresite operatordo administertheir clus-
tersusingthe RFC 2307 standardfor an LDAP-basedhet-
work informationservice.Standardpen-sourceerviceex-
istto administerclustersandnetworksfrom anLDAP reposi-
tory compliantwith RFC2307.The COD siteauthoritycon-

gures virtual clustersin partby writing to the site's LDAP
repository



Con gurationof aCOD nodefollows anautomatederies
of stepsunderthe controlof the Shiralo leasingcore.When
a site approves a leaserequestfor new worker nodes,the
GRoOC passes list of con guration propertiesinterpreted
by a resource-speci @lugin setuphandlerthat executesin
the site's domain. The setuphandlerinstantiatesjmages,
andbootsthe nodes,andenableskey-basedSSHaccesdy
installing a public key speci ed by the GrRoc. It thenre-
turns a leasewith unit propertiesfor eachnode,including
IP addresseshostnamesand SSH hostkeys. The GRoc
theninvokesapluginjoin handlerfor eachnode ,which con-
tactsthenodedirectly with key-basedootaccesso perform
an automatednstall of the middlewvare stackand integrate
the nodeinto the VO's grid. Similarly, thereis a teardown
handlerthatreclaimsresourcege.g. machines)andaleave
handlerthatcleanlydetachesesource$rom the middlevare
stack. To representhe wide rangeof actionsthat may be
neededthe COD resourcariver eventhandlersarescripted
usingAnt[2], anopen-sourc®S-independenKML script-
ing package.We preparedoin andleavehandlerscriptsto
con gure themiddlewarecomponentshovn in Figure2.

To instantiatea point of presenceat a new site,the GROC
rst obtainsseparatdeasedor a masternode(with a pub-
lic IP addressjhatalsosenesasa scratchstoragesener for
datastaging.It instantiateandcon guresthe Globus com-
ponents;TorqueandMaui on the masterandcon guresthe
le senerto exportthescratchNFSvolumeto aprivatesub-
netblock assignedo thevirtual cluster Whena new worker
nodejoins, thejoin handlerinstalls Torqueandregistersthe
worker with the local mastemode. The join handlerfor the
mastercon gurationis about260linesof Ant XML, andthe
worker join handleris about190lines.

Our prototypemakesseveral concessionso reality. It as-
sumesthat all worker nodesarereachabldrom the Groc;
in the future, we plan to proxy the worker join operations
throughthe public headnodefor eachvirtual clustersothat
workersmay useprivate|P addressesThe setupattachesa
sharedNFS le volume containingthe Globus distribution
to eachvirtual clusternode,ratherthan fetchingit from a
remoterepository For the sale of simplicity, all the hosted
gridsusea commoncerti cate authority(CA) thatis con g-
uredusingGlobus's SimpleCA,althoughthereis nothingin
our architectureor prototypethat preventsthe hostedgrids
from eachusing a private CA. Interactionwith the CA is
notyetautomatedinsteadthe GRoc hasprecon guredhost
certi catesfor the DNS nameghatits mastemodeswill re-
ceive for eachpotentialsite thatit might use. The Shiralo
mechanismdor the GRocC to install useridentitiesfor the
virtual clusterarenotyet complete soa setof commonuser
identitiesareprecon guredat the sites. Finally, for this pa-
per, we prestageall applicationsand datarequiredby the
VO's userswhenwe instantiatethe site. We leave dynamic
datastagingto futurework.

Currently we use the default First Come First Sened
(FCFS)schedulingpoliciesfor Torque/Maui,but the GROC

is empaveredto setpoliciesat its pointsof presencesde-
sired. Thus, the applicationmanagelis ableto rely on the
VO's GRoc to implementpoliciesand preference®n how
its availableresourcesnight be usedby differentmembers
of thecommunity andto adaptthesepoliciesastheresource
poolsizechanges.

3.5 Robustness

The GRoc is statelessandrelies on recovery mechanisms
in Shiralo, which maintainsall leasestatein alocal LDAP
repository If a GRoc fails, it will recover its knowledge
of its sitesandresourceholdings,but it will loseits history
of tasksubmissiong&ndthe MDS feedbackstreamfrom the
sites.Oncerecovered the GROC maintaingts existingleases
and monitorsgrid operationfor a con gurable interval be-
fore adjustingits leaseholdings. Reliablejob submission
andstagingare handledusingexisting Globus mechanisms
thatdo notinvolve the GRoc.

As notedin Section2.4, robustgrid servicesmustbe ca-
pableof restartingobswhennodesfail or leave theservice.
In our approachnodesmay departdueto resourcecompeti-
tion, asgovernedby the site policiesandthe GROC interac-
tionswith the dynamicresourcecontrol plane.Althoughthe
GRoc hasadwancewarningof nodedeparturesthe Torque
batchservicein our currentprototypeis not ableto suspend
or migratetasksrunning on thosenodes;thus sometasks
may be interrupted.We believe that supportfor virtual ma-
chinechedkpoint/migmateis a promisingpathto agenerako-
lution; our Xen-basegrototypesupportsYM migration,but
we do not exploreits usefor robustadaptatiorin this paper

3.6 Security

The importantnew securityrequiremenbf our architecture
is thateachGrRoc musthave a securebindingto eachof its
candidaténostingsites.EachSHARP actorhasakeypairand
digitally signsits controlactions.To setupthetrustbinding,
theremustbe somesecuremeansfor eachsite and GRoc
to exchangetheir public keys. Relatedsystemgo delegate
policy controlto aVVO—orasener (suchasa GROC) acting
on behalfof a VO—alsomalke this assumption.Examples
includethe VO MembershipService(VOMS)[1] andCom-
munity AuthorizationService(CAS) [25].

Onesolutionis to designatea commonpoint of trustto
endorseéhekeys, suchasashareccerti cate authority(CA).
Although eachgrid selectsits own CA to issuethe certi -
catesthat endorsepublic keys within the grid, the provider
siteauthoritiesexist logically outsideof the VO gridsin our
architectureThusrelianceonacommonCA would presume
in essencéhatthe public key certi cate hierarchy(PKI) ex-
tendsupwardsto include a commonCA trustedby all re-
sourceprovider sitesandall hostedgrids. An alternatve is
to rely on pairwisekey exchangeamongthesitesandVvO op-
erators.In our prototypethe public keys for the brokersand
GRoC s areinstalledthrougha manualoperatorinterface.
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Figure 3: Thetestbechasthreeclustersiteswith a maximumca-
pacityof 15 virtual machinesach.Therearetwo hostedgrids (the
BioportalandSCOOPapplications) Eachsiteassignsa priority for
localresources$o eachgrid, accordingo its local policies.

To instantiatea new site point of presencethe GRoc
passeghe gatavay host certi cate and private key in an
encryptedconnectionduring join. Note, however, that the
GRoc cannothide the site privatekeys usedby its middle-
warefrom the hostingresourceprovider, sincethe resource
provider knows the private SSH key of eachleasednode.
Therearemary waysthata maliciousresourceprovider can
subvertor spy onits guests.

4 Evaluation

We conductedan experimentalevaluationof the prototype
to illustrate how hostedgrids con gure and adapttheir re-
sourcedo sene streamsf arriving jobs. The experiments
demonstraten-demandenerinstantiatiorfor hostedgrids,
dynamicadaptatiordrivenby GRoc policies,andtheinter
actionof policiesatthe sitesandgrids

Application workloads. We considerheretwo speci c
grid applicationservices:Bioportal [5], a web-basednter-
facethatallows VO usersto submitbioinformaticsjobs,and
SCOOP|28], a systemthat predictsstorm suige and local
winds for hurricaneevents. Bioportal usesa simple policy
to route userjobs to a local clusterand the TeraGrid. In
its original incarnationit hasno mechanismo ensurepre-
dictableservicequality for its users.We selectedour com-
monly usedBioportal applications(blast, pdbseach, glim-
mer, clustalw) from the Bioportaltool suiteto representhe
workload.

TheNorth CarolinaSCOOPStormModelingsystems an
event-basedystemhattriggersa seriesof AdvancedCircu-
lation (ADCIRC) runson arrival of wind data. Executions
aretriggeredperiodicallyduringthe hurricaneseasorbased
on warningsissuedby the NOAA NationalHurricaneCen-
ter (NHC). Oneinterestingaspecbf SCOORis its ability to
forecastits demandsincethe hurricanewarningsareissued
everysix hoursduringstormevents.In theoriginalversion,a
simpleresourceselectioninterfacescheduleshe runswhen
eachwarning arrives; although SCOOPknows when runs
will beissued,t cannotensurethatsufcient resourcesvill
beavailableto completethe modelsin atimely manner

The experimentsuse GROC policiesappropriatefor each
workload. Bioportal usesan on-demandpolicy that main-
tainsatargetupperboundonwaitingtime. Thetotal number
of nodesto requestt eachdecisionpointis givenby:

BioportalReques =
(WaitingJobs FreeCPUs)
WaitingFactor Resouces '

Our experimentsuseWaitingFactor = 2.

SCOOPS GRoc usesa look-aheadpolicy to resene re-
sourcesn advanceof expecteddemandlt considerghecur-
rent backlogand expectedarrivals over a sliding time win-
dow. Thetotal numberof new nodesto requesis givenby:

SI:OE)PRequets=

L)
t+ Dt

max  (WaitingJobg Free€CPUs)+ é Expededlobs ;0
i=t

Experimental setup. All experimentsrun on a testbedof
IBM x335rackmountseners,eachwith a single2.8Ghzin-
tel Xeon processoand 1GB of memory Somesenersrun
Xen's virtual machinemonitor version3.0.2-2to createvir-
tual machinesAll experimentgunusingSun's Java Virtual
Machine(JVM) versionl.5. COD usesOpenLDAP version
2.2.23-8,1SC's DHCP version3.0.1rc11and TFTP version
0.40-4.1to drive network boots.

We partition the clusterinto threesites(Figure 3). Each
siteconsistof aCOD senerthatcon guresandmonitorsal-
locatedmachinesa broker sener thatimplementghe site's
policy for allocatingits resourceso competingconsumers,
and ve physicalmachines.The sitesdivide the resources
of eachphysicalmachineacrosghreevirtual machinesgiv-
ing atotal resourcepool of 45 machinedor our experiment.
Previouswork [19] hasshowvn thatthe leasingandcon gu-
rationmechanismscaleto muchlargerclusters.Thesitesin
our experimentsusea simple priority-basedarbitrationpol-
icy with priorities asshown in Figure3. All leaseshave a
x edprecon guredleaseterm.

Resewations and priority . This experimentillustrates
how GRoCs procureresourceso sene growing load,andil-
lustratesthe mechanismsnd their behaior. We consider
two syntheticload signalsthat have a linearly increasing
numberof jobs arriving over a shortinterval. The duration
of theloadis 50 minutesandworker nodeleasetermis four
minutes.

Figure4 shovsthe averagenumberof waiting jobsacross
thethreesites(a) withoutand(b) with advanceresenations.
In bothcasesthe sitesuseprioritiesfrom Figure3, andBio-
portalusests simpleon-demandesourceequespolicy. In
Figure4 (a), SCOOPS look-aheachorizonis zero,soit ef-
fectively usesan on-demandequestpolicy aswell. In Fig-
ure4 (b), SCOOPresenesresourcesn advanceof its antic-
ipatedneed,signi cantly reducingits job delaysandqueue
lengths.
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Figures5 (a) and (b) shaw the distribution of resources
amongthe two GRoCs, illustrating the impactof site pol-
icy. Thisexperiments slightly differentin thatthe Bioportal
load submitsjobs at a constantateafterit reachests peak,
producinga backlogin its queues.As morecomputationis
allocatedo senethe SCOOPburst,Bioportal's worker pool
shrinks. The impactis greateston Site C whereBioportal
haslower priority. As SCOOPS load decreasesBioportal
procuresmoreresourcegventuallyreducests backlog.

The GRocs adaptto changingdemandby addingandre-
moving worker nodesas the experimentprogressesusing
themechanismslescribedn Section3.4. Figure5 (c) shavs
the completiontimesof con guration eventsacrossall three
sitesfor an experimentsimilar to Figure5. At the startof
the experiment,eachGRoC leasesand con gures a mas-
ter node at eachof the three sites. Thesesix nodesboot
(setup rapidly, but it takesabout336 secondgor the master
join handlerto copy the Globusdistribution from a network
sener, anduntat, build, install, andinitialize it. As jobsar-

rive,the GRoc alsoleases groupof six workernodes.Once
the mastemodesare up, the workersjoin rapidly andbegin

executingjobs;asload continuedo build, both GrRocs issue
moreleaserequests$o grow their capacity After eachworker

boots,it takesthe GRoc's worker join handlerabout70 sec-
ondsto initialize thenodewith a privatecopy of Torque,and

registerit with its Torque masterat the site. The GRoCs

permit someleasego expire asthe queue<lear; the leave
(deragister)andteadownhandlerscompleterapidly. In this

experiment,the Bioportal takes a while to clearits queued
jobs, so the remainderof the leavesand teadownsoccur
laterin the experiment.

Adaptive provisioning with varying load. This experi-
mentdemonstrateadaptie resourceprovisioning by com-
petinggrids undera morerealisticload signal. The Biopor-
tal workload consistsof a steady o w of jobs, with occa-
sionalspikesin job arrivals. Thejob arrival timeswereob-
tainedfrom tracesof a productioncomputeclusterat Duke
University We scaledthe load signalsto a commonbasis
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that is appropriatefor the size of our resourcepools. The
SCOOPworkloadrunsa smallsetof ADCIRC jobs period-
ically accordingto a regular schedule. In practice,the re-
sourcedemandor therunsin eachperiodmayvary accord-
ing to weatherconditionsor post-processingesults.For this
experimentwe usea syntheticload generatoto createload
spikeslastinga smalltime period(approximatelyl minute),
at intervals of approximately50 minutes. The durationof
this experimentis 420 minutesandthe leaselengthof each
worker nodeis setto 25 minutes.

Figure6 shavstheloadsignal,thewaiting jobsqueuedat
Site A, andthe resourceghat eachGRocC holdsacrossthe
threesites. We seethat eachGRoOC is ableto procurere-
sourcesaccordingto its varyingload. SCOOPperiodically
demandgesourceso completeits runs,temporarilyreduc-
ing Bioportal's resourceholdings. However, Bioportal suc-
cessfullyretrieves resourceshetweenSCOOPS periodsof
activity. For simplicity, we omit the distribution of waiting
jobsat Site B andSite C, which aresimilarto Site A.

Resource ef ciency and leaselength. The last experi-
mentcomparegontainerlevel controlwith job-level control

with respectto ef ciency and fairnessof resourceassign-
mentsto two competingVO grids. The power and genef

ality of containeflevel resourcecontrol comesat a cost: it

schedulesesourcesita coarsegrain,andmayyield sched-
ulesthat arelessefcient and/orlessfair. In particular a
containeroldsary resourcesssignedo it evenif they are
idle—in our case for the durationof its lease.Anothercon-
tainerwith work to do may be forcedto wait for its com-
petitor'sleasego expire. Our purposds to demonstratand
quantifythis effectfor illustrative scenarios.

In this experimentthejob-level controlis a standard-irst
ComeFirst Sened (FCFS) sharedbatchschedulerat each
site. The containetlevel policy is Dynamic Fair Shareas-
signmentof nodesto containers: the GROCs requestre-
sourcen demandandhave equalpriority atall sites.Node
con guration andjob executionareemulatedfor speedand

e xibility. We implementa grid emulatorasa web service
that emulateshe Globus GRAM and MDS interfaces(job
submissiorandstatusquery)andalsoexportsaninterfaceto
instantiategrid sitesandadd or remove worker nodesfrom
a site. An externalvirtual clock drivesthe emulation. The
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site emulationincorporatesa Maui schedulewith a modi-

ed resourcemanagemoduleto emulatethe job execution
on worker nodes. Note that the core componentg GRoC,
Shiralo/COD,Maui) areidenticalto arealdeployment.One
differenceis that the emulationpreemptsand requeuesry
job runningon an expired worker node,althoughthe batch
schedulecon guredin our prototype(Torque)doesnotsup-
port preemption.

Figure7 (b) shaws the ef ciency of containeflevel con-
trol with differentleaselengthsusing a bursty load signal
derivedfrom arealworkloadtrace(Figure7 (a)). We de ne
efciency asone minusthe percentagef usableresources
thatarewasted A seneris “wasted"whenit sitsidle while a
waiting job atthe samesitecouldrun onit. By thismeasure,
theef ciency of asite-widebatchschedulers 100%,sinceit
will alwaysrunthenext job ratherthanleaving aseneridle.
In contrast,a local batch schedulerunning within a con-
tainermayhold senersidle, evenwhile anotherttasksched-
ulerin adifferentcontainemasjobswaiting to run.

As leasdlengthincreasesgontaineflevel ef ciency tends
to decreasdecausdghe GRocCs in our systemhold leased
resourcesuntil the leaseexpires, evenif a resourceis idle
andanotherGRocC canuseit. The declineis not necessar
ily monotonic: if the job and leaselengthsare such that
jobs happento completejust beforethe leaseexpires, then
the DynamicFair Sharingcontainemolicy will redeply the
seners quickly with little idle time. Note alsothatlonger
leasescanalsoimprove ef ciency by reducing“thrashing”
of resourcesamongcontainers;in this emulationwe treat
the context switchcostasnegligible, althoughit maybesig-
ni cant in practice.

Figure7 (b) shows the ef ciency curve for threedifferent
clustersizes.If theclusteris underprwisioned theef ciency
lossof containetlevel resourcecontrolis quitemodest.This
is becauseinderpraisionedcontainerswill tendto maintain
a backlogof work, sothey arelesslikely to leave their re-
sourceddle. Efciency is lower on larger clusters—t of
courseef ciency is lessimportantwhenresourcesreover-

provisioned.

Fairnessis a closely relatedissue. One measureof fair
resourceallocationis the relative stretchfactor of the jobs
executedat a given provider site. Stretchfactoris theratio
of completiontime to job duration.Thatis, we mightview a
siteas“fair” if ajobincursequivalentwaitingtimeregardless
of which grid submittedthe job to the site. (Of course the
bene ts of containeflevel resourcecontrol include support
for differentiatedserviceand performanceasolation, which
are“unfair” by thisde nition.) Boththe FCFSjob policy and
theDynamicFair Sharecontaineipolicy striveto be“fair” in
thatthey do not afford preferentiatreatment Evenso,these
simple policies allow one of the GRocs to grab an unfair
shareof resourced aburstof work arriveswhile anotheris
idle.

Figure 8 shaws the averagestretchfactorsfor two job
streams(Bioportal and SCOOP)running under both job-
level and containeflevel resourcecontrol. Bioportal sub-
mits aninitial burstof shortjobs,which Il theglobalFCFS
gueue(for job-level control) or trigger leaserequestdor a
block of seners (for containeflevel resourcecontrol). A
subsequerturstof longerSCOOHobsmustwait for seners
to becomeavailable. Theseburstsarefollowed by another
pair of burstsof BioportalandSCOOPFobsasshowvn in Fig-
ure8 (a).

The Bioportal (Figure 8 (b)) shaws a higher stretchfac-
tor than SCOOP(Figure 8 (b)) in all cases.In this partic-
ular scenario the SCOOPburstssubmitlongerjobs to the
gueue,increasingthe waiting time for the subsequeniurst
of Bioportaljobs. However, resourcéeasingcanallow either
workloadto hold its resourcegonger so that someare still
availablefor the next burst. In this case,longerleasesm-
provethestretchfactorfor Bioportalandincreasahestretch
factorfor SCOOPRImproving fairnessof the overall system.

In general fairnesspropertiesresultfrom the interaction
of the policy choicesandthe workload;it is lesssigni cant
whetherresourcecontrolis implementedat the job level or
containerlevel. A rich rangeof policies could be imple-



mentedat eitherlevel. Theadwantageof containeflevel con-
trol is thatits policies generalizeeasilyto ary middleware
ervironmenthostedwithin thecontainersOntheotherhand,
thegranularityof thatcontrolmustbe coarseto avoid sacri-
cing efciency.

5 Related Work

To the bestof our knowledgethereis no prior work thatuses
dynamicresourcepool resizingand multiple policy points
to manageapplicationresourcerequirementsand resource
provider policiesin Grid sites. We provide a summaryhere
of relatedwork thathave commonelementswith our effort.

Infrastructur e sharing and Community delegation.
Currently most deployed grid sites such as TeraGrid and
OSG use static SLAs to enforcesharingpolicies. These
policy choicesneedto be dynamic and adaptve to allow
both providersand consumergo be ableto adaptto vary-
ing load conditions. The grid hostingarchitectureprovides
this ability; the resourceallocationsresultfrom the interac-
tions of GROC requestpoliciesandsite arbitrationpolicies.
Resourceproviderstoday use mechanismdike community
accountsor virtual organizatiormanagemenb provide site
autonomyandcontroloverresourcesvhile trying to manage
large numberof usersthroughdelegation. Our approachis
compatiblewith suchapproachesit doesnot dictatehow a
hostedVO/grid implementsits securitypolicy for its users,
or how it enforcegolicy atits sites.

Virtual executionenvironments. New virtual machine
technologyexpandsthe opportunitiesfor resourcesharing
thatis e xible, reliable,andsecure Severalprojectshave ex-
ploredhow to link virtual machinesn virtual networks[12]
and/orusevirtualizationto hostgrid applicationsjncluding
SoftuUDC [21], In Vigo [24], Collective [27], SODA [20],
andVirtual Playground$22] andDVC [31]. Sharechetwork
testbedsare anotherusefor dynamicsharingof networked
resources.

Schedulers, Meta-schedulers, Adaptation. Grid
schedulingand adaptationtechniquesare usedto evaluate
systemand applicationperformanceare to make schedul-
ing and/orreschedulingdecisions[4, 33]. Heuristic tech-
niguesare often usedto qualitatively selectand map re-
sourcedo availableresourcepools[6, 23]. GRocC is orthog-
onalto thesespeci ¢ techniqguesand cansene asa frame-
work for an applicationmanagerto apply one or more of
thesetechniques. Various site selectionpolicies [11] and
meta-schedulerf?, 18] are being explored in the context
of the Grid. Theseprovide an interfacefor applicationsto
submit jobs to multiple sites. Our architectureallows ap-
plicationmanagerso implementpoliciesfor resourceselec-
tion that aretied to the knowledgeof the resourceandthe
applicationrequirementsn the GRoc. Leasesin Shiralo
are alsosimilar to soft-stateadvanceresenations. Several
workshave proposedesourceesenationswith boundediu-
rationfor the purposeof controllingservicequality in agrid.

GARA includessupportfor advanceresenations,brokered
co-reserations,andadaptatiorj15, 16].

6 Conclusion

The increasingseparatiorbetweenresourceproviders and
consumersnakesresourcecontrolin today's grid bothmore
importantandmoredif cult.

This work illustratesthe dynamic assignmenbf shared
pools of computingresourcego hostedgrid ervironments.
It shavs how to extendgrid managemenservicesto usea
dynamicleasingserviceto acquirecomputationalesources
and integratetheminto a grid ervironmentin responsdo
changingdemand.In our prototype,eachVO runsa private
grid basedon aninstanceof the Globus Toolkit (GT4) mid-
dlewarerunningwithin a network of virtual machinesatthe
provider sites. Eachsite controlsa dynamicassignmenbf
its local clusterresourceso thelocally hostedgrid pointsof
presence.

Our approachaddressesesourcecontrol at the container
level, independentlyf the grid softwarethatrunswithin the
container Each GRoc representsa hostedgrid servinga
VO, with pointsof presencat multiple provider sites.Each
grid senesa differentusercommunityandcontrolsits own
internalervironmentandpolicies.
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