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Abstract tained at nodes and the number of messages exchanged
: . across nodes. However, most of us would consider flood-
The systems and networking community lays great store

bv'simple” svstem desians. Yet. our rationalization aboth9 25 a simple but inefficient solution. Similarly, a piece
y P Y gns. ’ tf state obtained as the result of a distributed consen-

whether a system meets this goal often relies more on mgld_s rotocol feels intuitively more complex than state that
ition and qualitative discussion than rigorous quantivei P y P

metrics. In this paper, we develop a prototype metric tthJIds the IP address of a neighbor in a wireless network.

seeks to quantify this notion of complexity with regard to e conjecture that this mismatch in design aesthetic
the algorithmic component of a networked system desi§Antributes to the frequent disconnect between the more
We evaluate several networked system designs throughtfigoretical and applied research on networked system
lens of our proposed complexity metric and demonstrdtEoblems. A good example of this is the work on rout-
that our metric quantitatively assesses solutions in a mdfg- Routing solutions with small forwarding tables are
ner compatible with informally articulated design intuWidely viewed as desirable and the search for improved
ition and anecdotal evidence such as real-world adoptio@!dorithms has been explored in multiple communities;
e.g, a fair fraction of the proceedings at STOC, PODC
1 Introduction and SPAA are devoted to routing problems. The basic

The design of a networked system frequently includesdgtanCe'VeCtO_r and Imk-stat_e protocols ineur high nogti
strong algorithmic design component. For example, so ate O(n) entn(_es) but are simple '°?”d widely employed.
tions to a variety of problems — routing, distributed sto 3y contrast, a rich body of theoretical work has led to a

age, multicast, name resolution, resource discovery,-ov%%ite ofcompactrouting algorithms ¢.g, [2, 3, 10, 36]).

lays, data processing in sensor networks — all define d lese algorjthms construct optimally small routing tables
tributed techniques and procedures by which a collecti (v/n) entries) but appear more complex and have seen

of nodes accomplish a network-wide task. ltile adoption.

A much valued property in networked systems such asThis is not to suggest existing overhead or efficiency
the above is that of design simplicity. For example, tfBetrics are not relevant or useful. On the contrary, all else
literature on networked systems contains many informf2#ing equal, solutions with less state or traffic overhead,
references to the importance of simplicity: are strictly more desirable. Our point is merely that design
simplicity plays a role in selecting solutions for real-\br
systems but existing efficiency or performance-focused
metrics can be misaligned with our notion of what con-

The advantage of Chord is that it lsss compli-
cated.. Chord[35]

A design for multicast that isimple.. Simple Mul- stitutes simple system designs.

ticast[32] This paper explores the question of whether we can

This paper proposed simple and effective ap- identify complexity metrics that more directly capture the

proach.SOSH17] intuition behind our judgment of system designs. Because
Likewise, engineering maxims stress simplicity: the system designs we work with are fairly well-specified,

we believe there ought to be no fundamental reason why
our appreciation of a design cannot be based on quantifi-
able measures. Such metrics would not only allow us to
Keep it Simple, Stupid! (KISSApollo program more rigorously discriminate between design options but
However, as the literature reveals, our rationalizatiGhSO t0 better align the design goals of the theory and sys-
about the simplicity (or lack thereof) of design option€Ms communities.
is often through qualitative discussion or, at best, proof-We start by reporting on a survey we conducted to
of-concept implementation. What rigorous metrics wenderstand how system designers evaluate and articulate
do employ tend to be borrowed from the theory of alg@omplexity in system design (Section 2). Building on
rithms. These metrics however were intended to captubés, we define a complexity metric in Section 3 and eval-
the overhead or efficiency of an algorithm and are at timaeate several networked system designs through the lens of
incongruent with our notion of what makes for simple sysur complexity metric in Section 4. Using this analysis,
tems. For example, two of the most common metrics use@ demonstrate that our metric can quantitatively differ-
to calibrate system designs are the amount of state maintiate across flavors of solutions and ranks systems in a

All things being equal, the simplest solution tends
to be the right oneOccam’s razor



manner that is congruent with our survey. We discuss the Algorithm Algorithm More complex
limitations of our metric in Section 5, review related worh A B algorithm
in Section 6 and conclude in Section 7. DV LS A (p < .060)
Finally, it is important to clarify the scope of our work. bV Landmark B (p < .050)
We intend for our complexity metric to complement — nat bV Compact B (p < .030)
replace — existing efficiency or performance metrics. For bv RCP n.s.
example, in the case of a routing algorithm, our metrjcRead one/write all Quorum B (p < .007)
might capture the complexity of route construction but re-TWO Phase commit Paxos B (p<.001)
veal little about the quality of computed paths. In addj-___ GOSSIP Multicast B (p < .013)
tion, while we focus on system design at the algorithmic Atomic multicast | Repeated multicast A (p < .001)
or procedural level, there are many aspects to a software Locking Lease ns.
system that contribute to its ultimate complexity. For ex- Napster Gnutella B (p < .001)
ample, as the CAP theorem [13] tells us, the careful selec=__PHT Gnutella A (p < .020)
tion of a system’s service model profoundly impacts corh- PNS 100kup DHT lookup B (p<.007)

plexity. The same is true for the sound design of its SOf 10 1. gyrvey results on comparing networked systems
ware implementation. Although at least as important @8mp|exity. For each question, we present which algo-

distributed complexity, these are not aspects we consigﬁqm was statistically rated as more complex based on

in this paper. Lastly, we stress that we view our metiio ¢ o5t p-value, which indicates the probability that th

as a prototype and expect that the best-suited metric Will, 1t is coincidental. The smaller the p-value, the more
emerge in time after much broader discussion and eva{i’gnificant the result.
r

ation (similar to the development of standard benchma

in many communities such as databases and computegafz complex if it was hard to “get right”, understand, de-
chitecture). As such, we view our contribution primarilgﬁug or cope with failures. For the most part, issues of scal-
in getting the ball rolling by providing a candidate metrigpjity or performance did not figure in their responses.
and set of results for further scrutiny. Some sample answers include: “components have com-
plex interactions” , “centralized or hierarchical is sirapl
than decentralized”, “structure is complex” and “requires
We conducted a survey to explore how system desigibmplex failure and partition handling”. Tellingly, par-
ers perceive complexity of networked system algorithniigipants at times could not clearly articulate why one al-
such as routing, distributed systems, and resource discggrithm was more complex than the other and resorted to
ery. 19 students in a graduate distributed systems clasgigfular definitions —e.g, “chose system A because it is
UC Berkeley participated in the survey. Participants wefigore complicated” or “B’s protocol is more complex”.
asked to rank which of two comparable networked system ) .
algorithms they viewed as more complex and to what ex- Measuring Complexity
tent (on a scale of 1 = system A is more complex and 94t a high level, one might view much of system design as
system B is more complex). Participants were also askgshtered around the issuesifite— defining what state is
to rationalize their choice in 2-3 sentences. required, how it is constructed and used by different op-
We discuss the algorithms we surveyed in detail in tkgations, and so forth. In all this, the strain particular
later sections of this paper and briefly summarize our fing wide-area systems arises when state is distributed and
ings here. Table 1 summarizes the findings from the qudrence a given piece of state is dependent not only on the
titative part (.e,, 1-9 ranking) of our survey. The one-different nodes storing its input state but also the network
sample t-test reveals that participants consider distargrl intermediate nodes needed to relay this input state to
vector (DV) routing as more complex than link state (LShe node in question. In other words, for a given piece of
routing but less complex than landmark or compact routate, not only are its dependencies distributed, there are
ing. In evaluating classical distributed systems, particilso more of them. Moreover, relative to a centralized or
pants viewed solutions such as quorums, Paxos, mutluster environment, these dependency-inducing elements
cast and atomic multicast as more complex than reghput/relay nodes, linksetc) tend to be more indepen-
one/write-all, two phase commit, gossip, and repeatdént in their failure or change models. While traditional
multicast respectively. Napster was perceived as simpteetrics count the amount of state but otherwise mostly
than Gnutella and systems such as Gnutella and the [eat all state as equal, we postulate that a key ingredi-
main Name System (DNS) as simpler than Distributeght to capturing the difficulties in a networked system is
Hash Tables (DHTSs). to measure thensemble of distributed dependendieat
Participants’ qualitative responses on rationalizingrthenust hold together for a given piece of state to be consis-
rankings shed more insight. Participants found a systéemt with the inputs from which it is derived.

2 Perceived Complexity



scomarota (@ nextA neﬁFm then once establisheds unaffected by changes at node B
S=X X

or the network between A and B. We distinguish these by
saying thass is linked to value dependencyif a change
scenario-1b S scenario-1d @ in x must be propagated tand isunlinked otherwise.
'\ x4 Accumulating dependencies: directvs. inherited A

state’s dependencies accumulate in two ways. The first

()—G62 & is as shown in scenario-1b in Figure 1 whereomputes
R SR the average of the temperatures from multiple input nodes
33 D B1, B2, B3. The second manner in which dependencies
3

+3 accumulate is illustrated in scenario-1c in Figure 1 where
. statess, x1, x2 andx3 record the distance from the node in
scenario-1c @ —E——E) question to node B3. In both exampless value depen-
s=x1+2 x1=x2+2 X2EX3H2 3 dent onall statesc1 x2 andx3 in the sense that the value of
Figure 1: Dependencies and complexity in different tayis affected by those ofl — x3. However in the first case
scenarios. For clarity the nekf\) state is only shown in the value ofs is directly computed fronxl — x3 while,
scenario-1a. in the second case,is directly computed from onlyxl
which is in turn computed from2, itself computed from
In what follows, we attempt to develop such a metrig3. We distinguish between these disect andinher-
We use a series of incremental observations and toy sited value dependencies of staée Hence in scenario-
narios to help develop the intuition underlying the metrith, x1 — x3 are all direct value dependenciessafhile in
definition. Our discussion considers only distributed deeenario-1cx1 is a direct and2, x3 are inherited value
pendencies in state and, where the context is clear, gegpendencies & (i.e., a direct value dependency is what
abuse notation and let state identify the node storing te’d informally refer to as an input te.) Correspond-
statee.g, instead of saying delivered to nodehat stores ingly, the direct transport dependenciess@fre those use
states, we simply say delivered ta to relay its direct value dependencies while the inherited
Finally, metrics are only as useful as they are usalitansport dependencies®ére the transport dependencies
and it is worth noting that current popular metrics sindownstream from the direct value dependencies. Finally,
ply count the total state and messages. These metriesnote that the dependenciessoéan accumulate as a
are conceptually simple and lend themselves to evaleambination of the above cases (scenario-1d).
tion through simple examination, analysis, or even medhrom dependencies to complexityOur goal is to derive
anistically in simulation. A key goal we set ourselves ig per-state measucg that captures the complexity due to
to define metrics that are somewhat similarly accessibige distributed state on whichdepends. At first glance,
As such, we limit ourselves to metrics that only involve seemingly natural option would be to meastyas the
countingand avoid incorporating intricate probabilisti¢otal number of dependencies — value and transport, di-
models of node or link behavior, state machine descriect and inherited. However closer examination reveals
tions and the like. We discuss some of the limitations ¢fat this is often not sufficiently discriminating. This is
our counting-based approach in Section 5. because dependencies, like state, can vary greatly in the
31 Metri burden they impose and simply counting timemberof
. etric ! . .
dependencies can fail to capture such differences. To see
Types of dependencies: values.transport We start this, consider once again scenarios-1b and 1c in Figure 1.
with scenario-1a in Figure 1x denotes the current tem-In scenario-1b, a change in any one of the value depen-
perature reading at node B and the valu @ assigned dencies ofs — sayx1 — results in an update atout does
to states at node A. We note that the value ®fs com- not impactx2 andx3. By contrast, a change in (sa8 in
puted from that ok and any change ix must be com- scenario-1c requires updating, x2 ands.
municated to node A. By contrastjs dependent on the Thus even though the number of value dependencies is
nextA) state at B and R1 only for the delivery ®fto s the same in both scenarios, the number of state changes
but a change in any of these does not require an updatglved in maintaining consistency with these dependen-
tos. We distinguish between these two forms of depepies varies. And capturing this difference is important
dencies and sayis value dependent o andtransport  since the very reason value dependencies are key contrib-
dependent onext(A) at B and R1. utors to complexity is due to the work involved in keeping
Finally, while the above implies that changes in inpuat piece of state in sync with its dependencies. A simi-
statex must be relayedthis need not always be true. Fotar concern is true for transport dependencies. For exam-
example, ifswere defined as the temperature at node Be, maintaining a routing entry in an overlay network is
a specific time T1 (as opposed to B’s current temperatureften more involved than a routing entry constructed by



simply listening to heartbeat messages from a physically-Intuitively, the above equation captures the total num-
connected neighbor but counting themberof transport ber of state changes that go into maintaining the scaf-
dependencies cannot capture this distinction. folding of distributed dependencies for a piece of state

Based on these observations, we go a step further in dis- The first term §,.p Us-x) accounts for the state
criminating across both value and transport dependenaibsnges seen by (as defined above), the second term
and look to capture the total number of state changes t{®cp, >y, ,maxcy,€)) accounts for the state changes
go into maintaining the scaffolding of distributed deperseen at the additional transport states along the path from
dencies on which rests a piece of stateWe now define xtos, and the last termYy.p, Cx) covers the state changes
our metric for this. at x and inherited (transport and value) dependencies
A complexity metric We consider a system that consistgownstream fronx. Once again, the use efin the sec-
of a large number of pieces of st&leour goal is to assign ond term ensures that all non-local state involved in the
a complexity metriccs to eachs € S Each piece of stateconstruction ofs contributes to its complexify(the defi-
is hosted by exactly one communication node. For eagition of us_x already ensures this fore Ds and hence
se S, we defineDs as the set of remote states on whichthis check is only required fore Ts. ).
is directly value dependent in the sense that computed  We see thats = O for local states; for s derived from a
from the statex € Ds. For statex € Ds, we definels_y as single inputx we obtain the complexity of as:
the set of transport states involved in relayi s.

We defineus. x as the number of state changes relayed Cs = Usx T Gy )
from x to s and ug as the total number of state changes Yo
relayed tcs. For local states, we thus hav®®s=Ts. x =@ Thus, if we assume alhext (A) states in Figure 1
andus = Us. x =0 (Vx € 9). have complexityt, then the above yields; = 1+ 2t for

We defineus as: scenario-lagcs = 6+ 6t for scenario-1c ands = 3+ 6t

U= Ve ) forsin sqgnario-lb. o
D, In addition, to convey intuition about where the com-

h is in turn defined as foll ) plexity stems from, we split the complexity of a node
WhereUs—x IS In turn defined as Tollows. into that contributed by its value dependencies (denoted

0 if X¢ Ds, by c¥) vs. that contributed by its transport dependencies
Us_x = { U+1 if xeDsandsislinkedtox,  (2) (denoted bycy), and definee{ andc; as:
3 if x € Ds butsis not linked tox. o= % {us_x+ ¢} (5)
xeDs

In the first case, ik ¢ Dg then changes i have no
impact ons. In the second case, singands are linked,

s must be notified of any change ine Ds. Applied re- = % { Z cy+C§(} (6)
cursively this implies that a changeaaty of s's value de- XeDs \yels—x

pendencies — direct or inherited — that is relaye® toust Note that this split is purely for illustration (used in Sec-
be passed on te(hence the ternuy) and in addition any tion 4) and does not affect the definition of complexity in
change irx itself must be relayed te(hence the4-1").  any way.

In the final casesis again computed frome Ds butin - Operations Finally, in addition to state it is often useful
this casesandx are not linked and hence any changes into consider the complexity of aoperation— e.g, name
arenotrelayed tos. At the same time, we want to ensurgesolution, routing, agreement, replication, and so forth
thats is “charged” for every non-local state on which iThe above methodology of computing per-state complex-
depends (whether value or transport, linked or unlinkedfies extends naturally to operations by simply consider-
We thus introduce (0 < € <« 1)) as a minimal depen-ing the state the operation acts on. For example, a routing
dency charge used to ensure every non-local dependepiggration can be viewed as delivering state (gafrom
is accounted for and assigia charge o€ for the unlinked source to destination using the routing entriesl ater-
case. mediate hops and hence we compute the complexity of a

Now, the complexity o can be defined as follows:  route operation as:

Croute = (Ux + 1)+ Cx+Cr1+Cro+ ...+ Cq (7)

= - maxCcy,€) +C 3 . .
G Y S{US X+y€ - Xey,8) + X} 3) wherer1, ..., rd denote the routing entries along tHe

hop path. To focus on routing complexity independent of

1Clearly one could get arbitrarily sophisticated in capigrisubtle
differences in dependencies and hence our choice repsaseatticular 2Otherwise a local transport state would haye= 0 and hence not
tradeoff between the discriminative power of a metric and thiplicity  be accounted for. An example of a local transport state woelld bode
of the metric itself. We return to this point later in the seatiwhen we A that just broadcast over a wireless medium — A does not depand
discuss the implications of this choice. state from remote nodes for this.




the state being transferred we can simply views local () @._€® (42) 4

state (x = ¢x = 0), and if in addition the complexity of ¢ (4b) eﬁe
routing state is identicak{ ¢;) at each hop, then we have(2) n
Croute= 1+ dG = O(da ). t m

Our analyses in this paper evaluate different ne@ @ @ ‘

worked system designs by comparing their complex-

ities for specific operations of interese.¢, route, (6) <—@ (2)
write object, find object) and we found this ) (8) (1) ®
sufficed for our evaluation. If needed, for a system that /@
supports multiple operations, one might (for example) se¢7) 94@ (s) 6
ANy 2 S
&m)

lect the average complexity of key operations as the over-
all complexity of the networked system.
We proceed next to evaluating the above metric and

) : . L . igure 2: Canonical scenarios. For clarity we do not
fer a discussion of its scope and limitations to Section 3@9 y

show the transport state at each node. In all scenarios
3.2 Some Canonical Scenarios other than (1) and (2), this transport state is assumed to

We first examine how the above complexity metric fares Ihnave complexity t.

evaluating a few simplified network scenarios and in theWe usetwo complexity computation passis state
following section explore a suite of more complete neltr—1

ked ; luti Before thi first introd at involves this kind of recursion. In the first pass, we
worked system solutions. betore this, we irst introducs mpute the complexities due to value and transport de-
two conditions that appear repeatedly in our analysis

tem desi d h th calli ¢ 8 ndencies with the assumption that the states used by the
system e5|_gns and are hence worth cafling OL_' " operation do not depend on the operation. We compute
Redundant inputs and paths Many systems build in re-

- - the final complexities in the second pass by using an op-
dundancy to achieve higher robustness. In our analyigyion with the states whose complexities are computed
this manifests itself as some statbat has multiple inputs i, he first pass. From our analysis in Section 4, DHTs

or paths but only a subset of them are needed to derive,, payos are canonical examples that involve recursion.

For exampl multiple in nari I n . : . .
or exampie, a mu tple input sce ario cou d be a 0qzeanonlcal scenarios We recap the following canonical
trying to discover the address of a wireless access po

Wb narios, also depicted in Figure 2. In all ios oth
(AP) —the node listens for AP beacons but need only h narios, aiso depicted In FgUre =. 'n afl Scenarios other

f inale AP t tablish tvity state. A %RAn (1) and (2), we assume that the transport state at each
rom a single o establish connectivity state. An ex: "\ complexity;

ample involving redundant paths might include two data
centers that provision multiple disjoint network paths b¢1) single input, 1-hop broadcast: heres is derived
tween them. When a message is encoded witlk)era- by listening to the broadcast of We assume is lo-
sure code and each code is sent to a distinct path, the de$-state and hencey, = 0. Moreover, the complex-
tination can construct the message if &gut of mpaths ity of transport state at equals zero since broadcasting
work correctly. We call this th&-of-m scenario wheren does not require any non-local transport state to be es-
is the total number of inputs (paths) available &rid the tablished atx. Correspondingly, state has complexity
number of inputs (paths) required. Cs=1+cx+max0,e) =1+¢.

We define the complexity of derived fromk-of-min- (2) single unlinked input, 1-hop broadcast: this case is
puts as being times the average complexity due to a siridentical to the previous case but hexés not value de-
gle input. As shown in [9], this average can be comput@eéndent orx (e.g, sstores the value of as soft-state) and
simply as ¥m times the complexity o§ assuming alln  henceus. yx = € andcs = 2.
inputs were required inputs. (3) single input, 1-hop unicast: this is identical to the

Likewise, for the multipath scenario in which a singlérst case, except that instead of broadcastnig, routed
inputx can be relayed teusing anyk of mavailable paths, to s using transport state atwhich has complexity and
we calculate the complexities due to the transport statencecs = 1+t.
betweerx ands ask times the average complexity due t¢4a) single input, 1-of-m paths: this is identical to the
the transport states along any one path. previous case but we now haweidentical paths fromx
Recursion In some systems, a piece of statis derived tos. As before, the complexity of the transport state for
by an operation that uses states that were themselveseseh path i$ and hences = 1+-t.
up by the same operation. For example, in DHTSs, a no@) single input, k-of-m paths: this is identical to the
discovers its routing table entries using @aokup opera- previous case but hesemust be delivered te alongk
tion that makes use of state (at other nodes) that was itgeths and henog = 1+ kt.
set up usind ookup operations. (5a) 1-of-m inputs, single path per input: 1 input must



Scenario \ Cs \ (as was done in [34]) that a scenario in whiis derived

(1) 1 input, 1-hop broadcast l+¢ from k-of-minputs should have lower complexity than if
(2) 1 non-value-dependent input, 2€ s were derived from exactlk inputs because having al-
1-hop broadcast ternate options reduces the extent to whiadepends on
(3) 1 input, 1-hop unicast 1+t any single input (and similarly for paths). However, to
(4a) 1 input, 1-of-m paths 1+t do so would be conflating robustness and compléity
(4b) 1 input, k-of-m paths 1+kt the sense that having alternate inputs does not ultimately
(5a) 1-of-m inputs, 1 path 1+t change the number of dependenciesd@ewven though it
(5b) k-of-m inputs, 1 path K(1+t) changes thextentto which s might depend on any indi-
(6) m inputs, in series m(n;l) +mt vidual input;i.e., the value oE derived fromk-of-minputs
(7) minputs, in parallel m- mt does ultimately depend on sorkénput states.
(8) tree m-+ mt 4 Analysis
Table 2: Complexity of canonical scenarios In this section we evaluate a number of networked system

designs through the lens of the complexity metric defined
in Section 3. Our goal in this is to: (1) illustrate the appli-
cation of our metric to a broad range of systems and (2)
provide concrete examples of the assessments our metric
hencecs = k(1+1). _ _ . arrives at both in comparing across systems, and relative
(6) m value dependencies; 1 direct, m1l inher- ., traditional metrics.

ited: simi_lar to scenario-1c in Figure 1, here the value 14 the extent possible, our hope is also to validate that
of eachx; is computed from that o% ;1 and local state gy metric matches common design intuition. That said,
and hencels = mandcs = ™0 4 mt, conclusively validating the goodness of a metric is almost
(7) m direct value dependencies:similar to scenario-1b py definition difficult and, in this sense, our results are
in Figure 1,sis computed fronminputs each of which is perhaps better viewed as providing the initial dataset for
directly connected ts and hences = m(1+t). the future scrutiny of metric performance.

(8) tree: each intermediate node has two children and itswe analyzed the complexity of solutions to four prob-
complexitycm = 2+ 2t, and since there ar§ intermedi- lems that figure prominently in the literature on networked
ate nodess = (14 (2+2t)) + Tt =m(1+t). systems: (1) Internet routing, (2) classical distributgsts

The complexities for the above scenarios are sumrﬁgms’ (3) resource discovery, anq (4) routing ir! wireless
rized in Table 2. Comparing the complexity sfn case networks. Due to space constraints we only discuss the

(6) to that in case (7), we see that dependencies thatf<1;1r t two |tetm§ n ;hIS paper; our complete set of results
cumulate through inheritance result in a higher comple%e presented in [3].
ity than dependencies that accumulate directly (in keepiid Routing

with our discussion comparing scenarios (1b) and (1¢)fghyting is one of the fundamental tasks of a networked

Figure 1). A second observation, based on compariggstem and the literature abounds in discussions of rout-
cases (3ys.(4a) or (3)vs.(5a), is that our metric neitherjg architectures and algorithms. In this section we an-
penalizes nor rewards the use of redundant state. This gg7e 4 set of routing solutions that represent a range of
cision mlghtseem to warrant discussion. On the one hag sign options in terms of architectured, centralized
one might argue that redundancy should add to complex: gistributed), scalabilityd.g, smallvs. large tables),

ity because of the additional effort that goes into creafgoption and so forth.

ing redundant state. For example, consider a server thags, e5ch solution, we present the complexity of an in-
must createn replicas of an immutable file instead of jusgjiigual routing entry and a source-to-destination rogitin
one. While this is true, we note that (in this exampleyyeration. For clarity we summarize only the final com-
the replicas are not dependent on each other and “kemgﬁ@xity results here and present the details of their deriva
state derived from one of the reph_cas is ultimately ONfyon in [9]. For comparison across metrics, we also evalu-
dependent on one rather thamreplicas and hence nei-ge each solution using the following traditional measures
ther should have a complexity higher than if there We(§) per-node state, (2) number of messages and (3) conver-

only a single replica. That said, the additional effort dU(ffence timé. In what follows, we consider each routing
to creating redundancy would emerge in the complexity

of the operation that creates thecopies since this re- 3We thank Paul Francis and Robert Kleinberg for discussiothisn

quires maintaining additional state to identify th@odes “We include this since the time complexity of distributed aitjons
. . is commonly used in the theory community [24,27]. Time complexity
at which to store repllcas. is the maximum possible number of message-exchange roundsdneede

In terms of not rewarding redundancy, one might argti® all nodes to complete the required computatierg( graph color-

be delivered t®s and hences = 1+-t.
(5b) k-of-minputs, single path per input: similar to the
previous case but hekeinputs must be delivered wand




solution in turn, briefly revise its operation and summaosals were targeted at specific contexts which compli-
rize its complexity. The results of our analysis are sumates drawing comparisons across solutions if we were to
marized in Tables 3 and 4 and we end this section wittadopt them unchanged. For example, RCP assumes exist-
discussion examining these results. ing intra-domain routing and leverages this to deliver for-
Distance-Vector (DV) Used by protocols such as RIPvarding state from the center to the domain’s IGP routers.
and IGP, distance-vector represents one of the two main our first “RCP-inspired” variant, a designated center
jor classes of IP routing solutions. DV protocols use th@de collects the LSAs flooded by all nodes, reconstructs
Bellman-Ford algorithm to calculate the shortest path bée complete network map from these LSAs, computes
tween pairs of nodes. Every node maintains an estimatd@fvarding tables for all nodes and then uses source rout-
its shortest distance (and corresponding next-hop) to évg to send each node its forwarding tablewhen the
ery destination. Initially, a node is configured with the-disietwork topology changes, the center receives the new
tance to its immediate neighbors and assumes a distanBé, recomputes routes and updates the forwarding state
of infinity for all non-neighbor destinations. Each nodat relevant nodes. RCP-inspired has a per-state complex-
then periodically informs its neighbors of its currently esty of ¢s = O(d + d%¢) and correspondingly, a routing op-
timated distance to all destinations. For each destinatienation complexity 0ftroute = O(d? + d3¢). This can be
a node picks the neighbor advertising the shortest pathntuitively inferred by noting that a routing entrycom-
the destination and updates its estimated shortest destgpigted at the center is similar to that at a node in LS;
and next-hop accordingly. is then delivered to a node in the network using a source
For ann node network with diameted, DV thus re- route with the same complexity asRCP’s performance
quiresO(n) per-node state, a total message cosD@) with traditional metrics is summarized in Table 4.
and convergence time @(d) in the absence of topol- RCP-inspired centralizes the computation of routes but
ogy changes. In terms of our complexity measure, a spacket forwardingi(e., the data plane) still relies on state
gle DV routing entrys has complexitycs = O(d? + dg) distributed across nodes along the path. Borrowing from
while a routing operation has a complexity ghue = Several recent routing proposals [8, 25], our second vari-
O(d®+d%).5 ant “RCP-inspired + SR” uses source routing to forward
Link-State (LS) Link-State routing, used in protocolsPackets between pairs of nodes. Routing construction pro-
such as OSPF and IS-IS, represents the second major (#88$!S as before but now the forwarding table sent from the
of widely-deployed IP routing solutions. In LS, each nodénter to a nodé contains the entire route (as opposed to
floods a “link state announcement (LSA)” describing ité'St the next hop) fronA to each destination and this in-
immediate neighbor connections to the entire netwoflermation is used to source route packets originating at
This allows each node to reconstruct the complete né¢- Thus, rather than requirin@(d) routing entries (one
work topology. To compute routes, a node then simp@} €ach node along the path) for packet forwarding, our
runs Dijkstra’s algorithm over this topology map. second variant requires only the single source-route entry
LS thus require®(nf) state per node (wheredenotes & the source thus retaining the per-state complaxity
the average node degree), incurs a total message co&(¢t+d°e) butlowering the complexity oroute t0 that of
O(n?) and convergence tim@(d). A routing entrys has @ Single routing entry and hencgute = O(d +d“€).
complexitycs = O(d + d2e) while a routing operation hasCompact routing Compact routing [2, 3, 10, 36] has sig-
complexityCroute = O(d2 + d3s).6 nificantly improved scalabilityi(e., small routing tables)
Centralized Architectures The authors of the 4D relative to deployed solutions but has seen little reallgvor

project [15] argue for architectures that centralize tfRdOPtion. Here, we analyze the complexity of a state-of-
routing control plane to simplify network management't name-independéhtrouting algorithm by Abrahanet
Several subsequent proposals — RCP [5], SANE/Ethdle (AGT_conpact) [2]. AGH_conpact guarantees
[7,8], FCP [25] — present different instantiations of thigPtimally small routing tables ob(/n) entries, worst-
centralized approach. We analyze two variants of centr§2Se Stretch less than 3.0 for arbitrary topologies-ahd
ized routing solutions inspired by these proposals. Of@ Internet topologies [23] and hence — as per standard
variants are not identical to any particular proposal but if1€2SUres AG+_conpact would appear to be an attrac-
stead adapt their key (routing) insights for a generic ndf¢€ Option for IP routing.

work context. We do this because many of the above pro-Briefly, AG+_conpact operates as follows: a node
As vicinity ball (denoted VB(A)) is defined as thenodes

ing [24], maximal independent set [27], and so on). closest to A. Node A maintains routing state for every
5This can be inferred by noting that route construction is kino
the canonical thinputs in series” scenario from the previous section. "This use of source routing is the key difference relative ©PR
6This is quickly inferred by noting the similarity to the “m infs in  which uses the underlying intra-domain routes for the sampqur.
parallel” scenario withm = d inputs relayed along a path of @)(hops 8We do not consider the class of name-dependent algorithma4].0,
and transport state of complexityat each hop. as these require an additional name translation servicéfoouting.




| Algorithm \ Us | ! | c | Cs | Croute |
DV O(d) O(d?) O(de) O(d? + de) O(d3+ d%)
LS 0(d) 0(d) O(d%) O(d +d%) O(d? +d)
RCP-inspired O(d) O(d) | O(d+d%) O(d + d?%) O(d? +d%)
RCP-inspired-SR O(d) O(d) | O(d+d%) O(d +d%) O(d +d%)
Compact O(dy/n) o(nd?) o(nd?) O(nd2) o(nd?)
Hierarchical LS O(logy) O(log®) | O(elog?®) | O(logf +¢€log?f) | O(log? R +elog® E)
Intradomain ROFL|  O(d?) | O(d?logn) | O(d3elogn) | O((d?+d3)logn) | O((d?+ d3s) log?n)

Table 3: Complexity analysis for routing solutions with theeakdown of the final per-state complexdyinto its
constituent componentss, the complexity contributed by value dependenc@&s#&nd the complexity contributed by
transport dependenciest).

| Algorithm \ State | Message| Convergence time Complexity \
DV o(n) o(?) o(d) O(d® 1 d%)
LS o(n) o(n?) O(d) O(d? + d3)
RCP-inspired O(n);center= O(nf) o(n?) o(d) O(d? +dq)
RCP-inspired-SR | O(n);center= O(nf) o(n?) o(d) O(d+d%)
Compact O(,/n) (n n) o(d) O(nd?)
Hierarchical LS O(R+k) | O((R)?+ k2) O(log) | O(log?§ +¢€log? E)
Intradomain ROFL O(logn) (nlog n) O(dlog®n) | O((d?+ d3£) log?n)

Table 4: Evaluation of routing solutions using differenttrics

node in its own vicinity ball as well as for every nodeomplexitycs = O(ndz) andcoyte = O(ndz).
B such that Ac VB(B). A distributed coloring schemeHierarchical routing Compact routing represents one
assigns every node one ofcolors. One color, say red,effort to reduce routing table size. The approach adopted
serves as the global backbone and every node in the mgt-IP routing however has been to address scalability
work maintains routing state for all red nodes. Finally, tarough the use of hierarchy. For example, OSPF may
node must know how to route to every other node of tipartition nodes into OSPF areas and border routers of ar-
same color as itself. Fam nodes, vicinity balls of size eas are connected into a backbone network. Identifiers of
= O(y/nlogn) and c = O(y/n) colors, one can shownodes within a region are assigned to be aggregatable (
that a node’s vicinity ball contains every color. Witlsharing a common prefix) so that border routers need only
this construction, a node can always forward to a desdidvertise a single prefix to represent all nodes within the
nation that is either in its own vicinity, is red, or is of theegion.
same color as the node itself. If none of these is true,For a network partitioned intbareas, hierarchical rout-
the node forwards the packet to a node in its vicinity thaig reduces the per-node stateQy, + k) and total mes-
is the same color as the destination. The challengesﬁge overhead tO(( )2+k2). The resultant complex-
AG+_conpact lies in setting up routes between nodegy depends on the network topology. If the diameter
of the same color without requiring state at intermediagg an area scales as |§g then, from the LS complex-
nodes of a different color and yet maintaining boundeg anaIyS|s we know that routing complexity in an area
stretch for all paths. LooselpG+_conpact achieves js ¢, = log? B _|_8|Og . The final routing complexity is
this as follows: say nodes A and D share the same coey, which i |s asympto'ucally equwalent to the complexity
and A is looking to construct a routing entry to D. A eXof non-hierarchical routing(log?n+ €log®n). Thus, in
plores every vicinity ball to which it belongs (VB(l), Athis case, hierarchy offers improved scalability at no addi
€ VB(1)) and that touches or overlaps the vicinity ball ofional complexity. (If the network is planar, hierarchy as
the destination Di(e., 3 node Xe VB(I) with neighbor ahove actually reduces complexity By,/n) [9].)
Y and Y € VB(D)). For such C, A could route to D via|ntradomain ROFL  Hierarchical routing offers im-
C, X'and Y.AG+_conpact considers possible paths foproved scalability at the cost of constraining address as-
each neighboring vicinity balls VB(C) as well as the pa§ignment (giving rise to several well-documented issues).
through the red node closest to D and uses the shortesjgfadomain ROFL [6] is a scalable routing protocol that
these for its routing entry to D. retains the ability to route on flat (as opposed to aggregat-
AG+_conpact incurs O(y/n) per-node state, totalable)identifiers. Each virtual node maintains its predeces
message overhead @(n,/n) and converges irO(d) sor and successor and a pointer cache that stores source
rounds. Derived in [9],AG+_conpact has per-state routes of virtual nodes extracted from forwarded pack-



ets. In routing a packet, if a node knows a virtual nods the multiple nodes en route to A. LS by contrdst,
whose identifier matches the label, it sends the packet didizesthis computation in that thd pieces of state are
rectly to the node; otherwise, it forwards the packet toteansferred unchanged to node A which then computes the
node whose identifier is closest to the label using a souroete locally. RCP not only localizes, bogntralizeghis
route. Each node computes source routes of its neighbaosnputation.

from a network topology map obtained from LSAs. To Our metric ranks distributed network computations as
simplify our analysis and comparison, we assume that tim@re complex than localized ones and hence DV as more
pointer cache of a node contains fingers as in Chord [3@mplex than LS. Our metric ranks the complexity of
to guarante®(logn) hops in the flat label space and eachS as equal to that of the first centralized variant imply-
node hosts a single virtual node representing itself.  ing that a localized approachd., “flood everywhere then

Inintradomain ROFL, a node maintains routing entriespmpute locally”) is similar in complexity to a central-
each of which ig(id, s,r) whereid is a particular identi- ized one ie., “flood to a central point, compute locally,
fier, sis the successor afl andr is a source route to thethen flood from central point”). This appears justified as
node hosting. Like in LS, ¢ = O(d® +d3). Findings both approaches are ultimately similar in the number and
using a lookup operation tak€Xlogn) hops thus yield- manner in which they accumulate dependencies. While
ing a complexity ofcs = O(logn(d? + d3¢)). A routing the central server can ensure an update is consistently ap-
operation involves log such entries, hence results in @lied in computing routes for all nodes, it is still left with
complexity ofcoute = O(log?n(d? 4+ d3¢)). In other met- the problem of consistently propagating those routes to all
rics, intradomain ROFL require®(logn) state per node, nodes. LS must deal with the former issue but not the lat-
incurs a total message cost®fnlog?n), and has conver- ter and is thus merely making the inverse tradeoff. These
gence timeO(d log? n). “simpler” approaches that localize or centralize computa-
tions might lead to greater message costs or reduced ro-
bustness and this tradeoff could be made apparent by si-
Tables 3 and 4 summarize our results which we nawultaneously considering scalability, complexity and ro-
briefly examine. In drawing comparisons, we generallyustness metrics.
assume that the network diametkis O(logn) ande ~ 0. Introducing the use of source routing causesC{d)
Complexity vs. traditional metrics Our first observation reduction in the complexity of the first RCP-inspired vari-
is that none of the traditional metrics yield the same rednt. Note too that introducing source routing to LS would
ative ranking of solutions as our complexity metric, corresult in a similar reduction. In some sense source rout-
firming that complexity (as defined here) is not the sanieg localizes decision making for thdataplane in much
as scalability or efficiency. Moreover, the ranking due tthe same way as LS and RCP do for the control plane and
our complexity metric is in fair agreement with that sugience the reduced complexity points again to the benefit
gested by real-world adoption and our survey results. Fafrlocalized vs. distributed decision making. Finally, we
example, DV, LS and hierarchical routing are simpler tharote that, assuming — 0, the combination of LS/RCP-
eitherAG+_conpact 's compact routing algorithm or in- inspired and source routing h&¥d) complexity which
tradomain ROFL; centralized routing is simpler than DWe conjecture might be optimal for directed routing over
compact routing or intradomain ROFL. an arbitrary topology.

Our complexity measure is also more discriminating In terms of navigating simplicity and scalability we
than the other metrics. For example, DV, LS and botiote that — unlike compact routing and intradomain ROFL
variants of centralized routing fare equally in terms of te- introducing hierarchy improves scalability without in-
tal state, messages or convergence time while our metieasing complexity.
ranks them as D\ LS = RCP-inspired> RCP-inspired ~ From our analysis we find that the complexity of com-
+ SR. Convergence time in particular appears too coarpact routing is in large part because of the multiple passes
grained — for routing protocols it mostly reflects the scopeeded to configure routing tables — a node must first build
to which state propagates and hence most solutions haseicinity ball (VB), then hear from nodes whose VBs it
the same value. In some sense however, this greater tiglongs to and finally explore the intersection of “adjoin-
criminative power is to be expected as our metric is somag” VBs. We found a similar source of complexity in our
what more complicated in the sense of taking more detailalysis of sensornet routing algorithms (presented in [9]
into account. that use an initial configuration phase to elect landmark
Deconstructing complexity A routing entry at a node A nodes and then proceed to construct “virtual” coordinate
for destination B depends fundamentally on the link cosystems based on distances to these landmarks [33]. Such
nectivity information from thed nodes along the path tosystems build up layers of dependencies, leading to higher
B. In DV, the computation mapping theddink states into complexity.

a single routing entry iglistributed— occurring in stages Work on compact routing is typically cast as exploring

4.1.1 Discussion



Algorithm | State] Message] Complexity|  GPFS [1]. Our analysis assumes a client knows the set of

ROWAA(read) | O(1) O(1) 0(1) servers that participate in the algorithm.

ROWAA(write) | O(1) O(n) O(1) ROWAA In ROWAA, aclientissues a read request to any
Quorum(regd) OL) O(k) O(I;) one of the replicas, but writes data to all available relica
Quorum(write) | O(1) O(k) O(kz) in a best-effort manner. A replica that is unavailable at the
2PC O(1) O(n) O(ng) time of the write is not updated and hence ROWAA can
Paxos O(1) O(n) O(k) lead to inconsistency across replicas.

Multicast o(n) Oo(n) | O(log®n) . _ .
Gossip O(n) | O(nlogn) O(logn When a client reads a variable from a server, this
TTL-based 1 1 ¢ fetched value (denoted by depends only on thg current
Invalidation 1 1 2 value at that server. Therefor&,= 1. Reading involves

_ _ — arequest from the client to a server and the response from
Table 5: Evaluation of classical distributed system algghe server; hencel = 2. When a client writes a value
rithms using different metrics. to all available servers, it receives any acknowledgments

. from the servers in a best-effort manner; heoge- O(1).
the tradeoff between efficiency (path stretch) and scala-

bility (table size). Throwing complexity into the ring en-Quorum Quorum systems allow clients to tolerate some
ables discussing tradeoffs between simplicity, efficienéjgmber of server faults while maintaining consistency al-
and scalability. For example, much of the complexity dhough with lower read performance. To obtain this prop-
AG+_conpact stems from the additional mechanismerty, the client reads from and writes to multiple replicas,
needed to bound the worst-case stretch when routing B&d the quorum protocol requires that there is at least one
tween nodes of the same color in adjoining vicinities (sé@rrect replica that intersects a write quorum and a read
[9]). Were we to instead reuse the same mechanism @sorum thereby ensuring that the latest write is not missed
like-colored nodes that are in adjoining vicinity balls ay any client. For this purpose, each value stored is tagged
for those in distant vicinities, this would reduce the conyith a timestamp.

H 2
plexity of AG+_conpact to O(y/nd?) but weaken the 4 read a variable in a quorum system, a client sends

worst-case bound on path stretch. _ ~ requests tck servers and receives (value, timestamp)
_In summary, we show that our complexity metric cagyirs from a quorum. It chooses the value with the highest
discriminate across a range of routing arch|tectures,saqhnestamp_ Since reading a value depends on kothi-

solutions in a manner that is congruent with common dgas anck timestampsg” = 2k. Since there ark requests
sign intuition and can point to alternate “simpler” desiggnqk responsegs! = 2k.

options and tradeoffs. ) _ ) )
A write operation requires two phases. In the first

4.2 Classical Distributed Systems phase, a client sends a request to read the timestamp to
In this section, we analyze the complexity of welleach of thek servers. When it receives timestamps from
known classical distributed system algorithms: (1) shar&@ervers, it chooses the value with the highest timestamp
read/write variables, (2) coordination/consensus, (3) Upigh and computes a new timestamqg, greater thatygh.

date propagation, and (4) cache consistency. For edabydepends ok timestamps stored at servers and these
we consider two solutions; one that offers inferior perfotimestamps are fetched viarequests and responses.
mance/correctness guarantees relative to the other lut Fiereforecy = k andc} = 2k.

is typically viewed as being simpler. The algorithms we |, yhe second phase, the client sends write requests

analyze operate under benign fault as;umptions and e(ygme,tnew) to k servers and receives acknowledgments
assume transport states have compIeX|tr)]/ 1. We denotefay, « servers. When a server receives this request, it
nthe number of servers and denotekdfy- 5) the quorum  ,ates ts local statewhich depends on the value and
size. The results are summarized in Table 5. thew and hence = k + 1 andc, = 2k + 1. The client
4.2.1 Shared Read/Write Variable finishes the second phase when it recekvasknowledg-

For availability or performance, applications fre uentlrnents from distinct servers. Therefor, = k(k + 1),
yorp » app q L — k(2k+1) and hence overall complexityis O(k?).

replicate the same data on multiple servers. The rep#
cated data can be viewed as a shared, replicated read/v@ibservations Our complexity-based evaluation is in
variable provided by a set of servers that allow multiplegreement with intuition and our survey. ROWAA has
clients to read from, and write to, the variable. We contewer complexity but does not provide consistency; quo-
pare a best-effort read-one/write-all-available (in $horums have higher complexity but ensure consistency. This
ROWAA) that favors availability over consistency anguggests that guaranteeing stronger properties (here, con
quorum systems [28] used in cluster file systems suchsistency) may require more complex system algorithms.
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4.2.2 Coordination sages fromk distinct acceptors, it chooseg with the

jghests, amongk messages. Let ands; be the chosen

Two-élz)_hase comm:ct (in short, .ZP(I:) [14] and Paxos [Zgjalue and proposal number, respectivelydfs not null,
coordinate a set of servers to implement a consensus Vel set tov,: otherwisey, is set to a default value.

vice. Both protocols operate in two phases and require arhe proposer then multicasts ® an (acceptss, ve)

coordinator that proposes a value and a set of accept %SSage. When an acceptor receives the accept message
which are servers that accept coordinated results. 2PC; | mparess; with its local sn. If S > Sm Sn IS Set to '

commonly used in distributed databases and Paxos is ussce is set tos,, andv, is set tove. It then sends an
3 1 a C

for replicated state machines. 2PC requires that a COPJ‘CK Sa,Va) Message to the coordinator. Otherwise, it re-

gmator com_muntlﬁa:e with zgrvizrs; on thz other handturns an(error) message. When the proposer receives
axos requires that a coordinator (named as a propq k sa,Va) messages frork distinct acceptors, it knows

in Paxos) communicate witk servers,.e, a quorum of that the message is acceptedkcceptors and completes
servers (named as acceptors in Paxos). Therefore, 2[ CONSENsUS process

cannot tolerate a single server fault, but Paxos can toler-Note thatv, depends onv,’s accepted by acceptors in
aten — k server faults.

the second phase. To account for this dependency, we use

2PC In the first phase of 2PC, a coordinator multicastg,q passeso compute overall complexity. In the first

to R (a set of acceptors) gorepareT) message wherepass we compute the dependencypfvithout consid-

T is a transaction. When an acceptor receives the MEfng the dependency in the second phase. In the second
sage, it makes a local decision on whether to accept B&S, we use the dependencygfcomputed in the first
transaction. If the decision is to accept the acceptor pass to compute the dependency in the first phase and the
sends gready T) message to the coordinator. Otherwisgyig] dependency of the algorithm.

it sends &no, T) message to the coordinator. The coordi- |, the first passc! = k(2+ 1) = 3k sincev, depends
nator collects responses from acceptors. Since the acegpg sy's andvy’s, eacch of which depends @sent by the

tor's decision depends on its local state dndent by the roposer. Alsog!, = ¢ + 1= 3k-+ 1 sincev, depends on
coordinator, the value dependency of the collection at thegn a default i\a/alueéf, = k(1+ 1)+ 1 sincek prepare

end of the first phase isf = n(1+1) = 2n. Since there messages promise messages, and one accept message
aren requests sent arrdresponses received, the transpoffre required. In the second pasy, = k(c}, +2) +1=
dependency of the collection at the end of the first ph%k+3) +1 and the finat? = k(c!_ + 1) = 3Kk3 4 3K2

el —
isc; =n(1+1)=2n 2k, andd, = k(c!, +1) = k(2k+2) and the finalc' =

In the second phase, if the coordinator receivgiscb +2) = 2k3+ 2k2 + 2k. Hence Paxos has an overall
. . .
(readyT) from all acceptors, it multicasts tR a complexity ofO(K).

{commit T) message. Otherwise, it multicasts Roan Observations Our complexity-based evaluation is in

(abort, T) message. When an acceptor receives a reques? . plextty

for commit or abort, it executes the request and sendsa reement with general intuition and our survey. Both
' ) . C and Paxos uge(n) messages, maintai@(1) state

(ack T) back to the coordinator. When the coordinator re- (n) g (1)

. : r node, and have the same operation time. How-
ceives acknowledgments from all acceptors, it knows tHat P

o ever, Paxos is more complex than 2PC because of inter-
the transaction is completed. Le} andc, be the value P

dependency and transport dependency at the Compleg(glgendenmes between phases. At the same time, it is this

. . . itional dependency that enables Paxos to tolerate up to
of the second phase, respectively. Since the coordinator : . .
v v 5 n—k faults while 2PC becomes unavailable with even a
collectsn acknowledgments; = n(c}) = 2n“. When an

. . sinrgle fault. Our results affirm once again that complexity
acceptor receives a commit or abort message, the transpo .
: . s not always congruent with system fault-tolerance.
dependency of the messagejs- 1. Sincen acknowledg-
ments are required at the coordinatdy,= n(c} +1) = 4.2.3 Update Propagation

2% +n. Hence 2PC has an overall complexity®fr?). Update propagation algorithms disseminate an update
Paxos In Paxos, each acceptor maintains two importafibm a publisher to all nodes (e.g., publish-subscribe sys-
variables: sy that denotes the highest proposal numbgfms). We examine multicast (e.g., ESM [20]) using a
the acceptor promised to accept andthat denotes an constructed tree and Gossip [11] that exchanges updates
accepted value. A proposer multicastdta (prepares) with random nodes. To ease comparison, we assume each
message whereis a proposal number. When an accept@iode in the system knowsrandom nodes in the system
receives this message, it compasesith sy. If s> sy, from a membership service.
the acceptor setsy to s and returns gpromises, sa,Va) Multicast In multicast, nodes run DV over a k-degree
message wher® is the proposal number for the accepteghesh to build a per-source tree over which messages are
valuev,. Otherwise, it returns aferror) message. disseminated. Hence forwarding state has complexity
When the proposer receivepromises, sy, Va) mes- cs = O(log?n+¢elogn). A value received at a node de-
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pends only on the value published by the source and heneéranks of our analysis: centralized directoeyy, Nap-

¢’ = 1. On the other hand, if we assume the tree is baker) < (DNS, flooding-basee g, Gnutella)) < DHT. The
anced,c' = O(cslogn) and hence the overall complexityderivation of the complexities and discussion of the result
of multicast isO(log®n). are described in [9].

Gossip In Gossip, when a node receives a message, iWWe also analyzed several wireless routing solutions in-
chooses a random node and forwards the message toctbding GPSR [21] (a scalable geo routing algorithm), no-
selected node. This process continues until all nodesGeo [33] (a scalable, but more complex solution that con-
the system receive the new update. Hedte: 1 as be- structs “virtual” geographic coordinates) and AODV [31]
fore. Each transport depends on a single hop from a fé@-less scalable but widely deployed approach). At a high
warding node to a randomly chosen node, and in averdgeel, our results (described in [9]) reflect a similar intu-
logn such hops are required. Hende= O(logn) and the ition as our analysis from Section 4.1 and hence we do not
overall complexity of Gossip i©(logn). discuss them here.

Observations Qur mgtrlc ranks multicast as more COMg  Discussion

plex than Gossip which matches our survey. However, . _ o o _
multicast offers a deterministic guarantee@flogn) de- AS mentmned earlier, d_efln_m_g a metric involves Walklng
livery time and does so using an optin@(n) number of the line between the discriminating power of the metric

messages. Once again, our results convey that efficieﬂ;ﬁl-v the level of detail in system behavior that it can
need not be congruent with complexity. difterentiate across) and the simplicity of the metric it-

self. Our prototype metric represents a particular point in
that tradeoff. We discuss some of the implications of this
When mutable data are replicated across multiple serveipice in this section.

a cache consistency algorithm provides consistency acrgsg [ imitations and possible refinements

replicas. We compare TTL-based caching to invalidation- = | .
based approaches. Weighting value vs. transport dependencies Our met-

TTL-based caching In TTL-based caching, a cacheric as_signs equal importanc_e to value and transport depen-
server that receives a request first checks whether theﬂ?oc'es‘ However, depending on the system environment,

4.2.4 Cache Consistency

quested data item is locally available. If so, it serves t s may not be the best choice and a more general form

client's request directly. Otherwise, it fetches the itefl €quation 3 might be to assign:
from the corresponding origin server and stores the data

item for its associated time-to-live (TTL). After the TTL &= {WVU%X + W maxcy, €) + CX} 8
expires, the item is evicted from the cache. Once a data XDs

item is cached, it does not depend on the item value stogggt example, a system wherein the transport state is
at the origin server and hence a cached data item Ragwn to be very stable while the data value of inputs
¢’ =¢,c =¢, andc = 2¢. change frequently might choose, > w;, thus favoring
Invalidation With approaches based on invalidation, theystem designs that incur simpler value dependencies.
origin server tracks which caches have copies of each d@jaighting dependencies Our metric treats all input or
item. When a data item changes, the origin server senghsport states as equally important. However, sometime
an invalidation to all caches storing that item. Sinceg@rtain input or transport states are more important (for
cached item depends on the master copy of the origifrrectness, robustnessic) than others. For example,
serverc’ =1,c¢' =1, andc = 2. DHTs maintain multiple routing entries but only the im-

Observations TTL-based caching is a soft-state tecHl@diate “successor” entry ensures routing progress and
nique while invalidations are a hard-state technique.-Sd#ence one might emphasize the complexity due to succes-
state is typically viewed as simpler than hard-state bRRr- As before, this might be achieved by weighting states
cause of the lack of explicit state set-up and tear-doW@sed on system-specific knowledge of their importance.

mechanisms and our metric supports this valuation. Correlated inputs Our metric treats all inputs as inde-
pendent which might result in over-counting dependen-

cies from correlated inputs. This could be avoided by
Resource discovery is a fundamental problem in netaintaining the set identifying the actual dependencies
worked systems where information is distributed acroassociated with each piece of state rather than just count
nodes in the network. We subjected a number of wetheir number although this requires significantly more
known approaches to this problem to our complexifine-grained tracking of dependencies.

based analysis. Due to space constraints, because tizgeturing dependencies in time In our counting-based
solutions are well known in the community and our reapproach we only consider the inputs and transport states
sults are (we hope) fairly intuitive, we only present the fBy which state was ultimately derived without worrying

Y€ lse—x

4.3 Other systems
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about the precise temporal sequence of events that peged above. A fairly straightforward extension to capture
to the eventual construction/maintenance of state. Whikee effect of redundancy would be to further weight com-
a time-based analysis might enable a more fine-grair@dxity by the fraction of states requirede., a weighted
view of dependencies this would also seem more comptietricrs of states defined asrs = mes wherer andmare
cated since it requires incorporating a temporal model thihe required and available number of inputs, respectively.
captures a piece of state (with its interactions) over t|m(=*6 Related Work
>:2 Scope There is much work — particularly in software engineering
Scalability vs. Complexity ~As seen in the previous—on measuring the complexity of a softwg@regram For
sections, our complexity metric complements traditionakample, Halstead’s measures [18] capture programming
scalability metrics. As an example of their complemerffort derived from a program’s source code. Cyclomatic
tary nature: our metric would not penalize system A thabmplexity [30], simply put, measures the number of de-
has the same per-state or per-operation complexity as syision statements. Fan in-fan out complexity [19] is a met-
tem B but constructs more state in total than B. ric that measures coupling between program components
Correctnessvs.Complexity Our metric does little to val- as the length of code times the square of fan in times fan
idate the assumptions, correctness or quality of a solutionit. Kolmogorov complexity is measured as the length
For example, our metric might capture the complexity of the program’s shortest description in a description lan-
route construction but says little about the quality or vaguage (e.g., Turing machine). These metrics work at the
ability of the source-to-destination path. Likewise, odevel of system implementation rather than design, fo-
metric is oblivious to undesirable assumptions that mighs on a standalone program and do not consider the dis-
underlie a design. For example, our metric ranks hidributed dependencies of components that are networked.
archical routing favorably and cannot capture the loss\ie believe the latter are key to capturing complexity in
flexibility due to its requirement of aggregatable addresseetworked systems and both viewpoints are valuable.
(section 4.1). Similarly, our metric ranks traditional geo Similarly, there is much work on improved approaches
routing as simple despite its problematic assumption tof systemspecificationwith recent efforts that focus on
“uniform disc” connectivity [9]. network contexts [22]. Metrics are complementary to sys-
Robustnessvs. Complexity Perhaps less obvious is théem specification and cleaner specifications would make it
relationship between our complexity metric and robusgasier to apply metrics for analysis. An interesting ques-
ness. In some sense, our metric does relate to robustriigss for future work is whether the computation of net-
since a more complex scaffolding of dependencies dog@rk complexity (as we define it here) can be derived
imply greater opportunities for failure. However, this refrom a system specification (or even code) in an auto-
lation is indirect and does not always translate to robugtated manner. This appears non-trivial as diteumu-
ness. For example, consider a system where state &&tion of distributed dependencies is typically not obvious
nodes is derived from state at a central server. Our co@ithe program or specification level.
plexity metric would assign a low complexity to such a While we derive our dependency-based metric from a
system, while, in terms of robustness, such a systensystem design, there have been many recent effoits at
vulnerable to the failure of the central server. ferring dependencies or causality graphs fromuaning
However, we conjecture that our dependency-centfgstem for use in network management, troubleshooting,
viewpoint might also apply to measuring robustness apfd performance debugging [4,12, 16].
this is something we intend to explore in future work. In Finally, this paper builds on an earlier position paper
particular, there are two aspects to dependencies thattégt articulated the need for improved complexity met-
pear important to robustness. The first is Wuénerability rics [34]. The metric we define here is similar to the
of the system which could be captured by counting tisgawman in [34] in its high-level focus on distributed
“reverse” dependencies of a statas the number of out- dependencies but differs in many non-trivial aspects in-
put states that deriviiom s The second aspect is thg- cluding clearer accounting of state changes, not reward-
tentto which a piece of state is affected by its various dig redundancies, discriminating across transport depen-
pendencies and this is a function of both the importancedsinciesgtc We also contribute the evaluation of a met-
that dependencye(g, the address of a server vs. estimateit through both a qualitative user survey and quantitative
latency to the server as a hint for better performance) adiilysis of several system designs.
the degree to which redundancy makes the depende?cy
less critical (.e., deriving a piece of state from ahyof m
inputs withk <« mis likely more robust that one derivedThis paper takes a first step towards quantifying the in-
from k specific inputs). The former consideration (impotuition for design simplicity that often guides choices
tance) can be captured by weighting dependencies as foo-practical systems. We presented a metric that mea-
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sures the impact of the ensemble of distributed dependgi®] A. Greenberg, G. Hjalmtysson, D. A. Maltz, A. Myers,
cies for an individual piece of state and apply this met-
ric to the evaluation of several networked system designs.
While our metric is but a first step, we believe the even-

tual ability to more rigorously quantify design complexi
would serve not only to improve our own design method-
ologies but also to better articulate our design aestheti

to the many communities that design for real-world net-
worked contextsd.g, algorithms, formal distributed sys-

tems, graph theory).
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